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Abstract— Adhoc network is a network that is consist of 

specific devices shared with each other, that may be a local 

area network or other small network. A hotspot is any 

location where Wi-Fi Internet access is made publically 

available.  The hotspot based adhoc network  causes several 

issues including safe sending, power consumption and node 

confirmation. This paper ensures an Power Capable 

Administrator and Guard node based Secured Routing 

(PCAGSR) protocol that ensures power capable secure 

routing in MANET. This protocol hopes that, if it is able to 

implement security in the admin and the related nodes, it can 

guarantee that the total network is secured from any attacks 

by self defensive node since the collective nodes do not 

have any role to play in transmission of data apart from 

sending or receiving of data packets. Guard nodes 

implements the security principle. 
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I. INTRODUCTION 

Power is important for data transmission in an adhoc 

network. If client request cannot be fulfilled by master due 

to sufficient power backup whole process is useless and 

failure. To overcome this by making our network power 

capable.For this PCAGSR protocol is used for secure 

routing in MANET. To safeguard security, this paper labels 

the nodes in the network into several groups such as 

administrator nodes, related nodes, guard nodes and 

collective nodes based on the range and the position of the 

nodes in the network. Basically guard nodes have been used 

to encourage safety in the network. This protocol hopes that, 

if it is able to implement security in the admin and the 

related nodes, it can guarantee that the total network is 

secured from any attacks since the collective nodes do not 

have any role to play in transmission of data apart from 

sending or receiving of data packets. So our proposed work 

selects an power capable guard nodes to monitor the admin/ 

related nodes effectively. 

II. RELATED WORK 

In the literature there are many papers that discuss about 

Manet and their energy efficiency. El-Gamal A. et al. 

discuss about powerful routing process which is needed to 

sustain required service quality throughout the 

communication [6]. Therefore, the most important thing is 

the fitness of the node including its power level throughout 

the choice of a mid-node. Hence, they can preserve the 

stable transfer of data in between the nodes. Sustaining an 

optimal life time of a routing path in the network is a very 

daring work as the power or energy of the nodes relies on 

the property, capacity of the battery and model[4]. 

Nitika Kaushik et al. creating one hotspot based 

adhoc network in which all the nodes are connected with 

each other[1]. All the nodes are having same SSID but 

different MAC. There is one Master in the hotspot based 

adhoc network which stores all the MAC of different 

devices which are present in that network and then bind the 

entire different MAC’s to the common SSID. As far as the 

security is concern, we have applied the security algorithm 

Cipher Shift on SSID so that unknown or unwanted user 

cannot access our hotspot based adhoc network. This whole 

process will be taking place at foreground not at the 

background. As we all know that background process 

consumes more Energy or Power as compare to foreground 

Process. 

Kumar D. et al. has discussed about depletion of 

power in the batteries which are increasing day by day due 

to activities of the node like transmitting, receiving etc [7]. 

Attenuation of power in the nodes mainly in the middle ones 

upset the communication and hence it changes the topology 

of the network. However, distraction can be decrease 

through an effective choice of middle nodes. This kind of 

criteria of choosing should be the initial step in any path 

choosing process in order to retain a stable routing of data in 

between the nodes.  

Many routing algorithms and skills have been used 

for the node selection process [6]. Therefore, the skills or 

techniques, algorithms have examine the service-quality 

which is one of the most important factor. But as we know 

that these skills and algorithms are suffering from many 

problems especially at the time of route searching process. 

These skills do not examine the available power or energy 

of the node as one of their parameter, that’s why they can 

choose a node having less power or energy as mid-node. 

Choice regarding node having less energy level decreases 

the security of the communication path, communication can 

be break or lost at any time due to low energy or power of 

node. 

In Mobile adhoc network, each node performs 

work as a host or router consuming, forwarding or 

generating information [8]. All these nodes are empowered 

by batteries or cells. Nodes who have taken part got 

exhausted; their battery power is finished as nodes consume 

energy while they transfer the signals to nearby nodes for 

finding their transmitting data to the other node [5]. 

III. PCAGSR 

This work proposes a new power capable and administrator 

based secure routing protocol (PCAGSR) for MANETs. 

This protocol ensures security to the MANET by using 

various types of nodes such as related nodes, collective 

nodes, administrator nodes, and guard nodes. The guard 

nodes play an important role in ensuring the security. 

Initially this protocol involves in the selection of the admin 

or administrator nodes[3]. A list having the names of all the 

nodes and their corresponding neighbours is prepared and 

sorted according to the highest number of neighbours each 

node has and all the possible nodes are selected in a top-

down sequential manner. If the list of nodes is the subset of 
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neighbour of that node, then that node will be considered as 

an admin node. If it does not cover the entire nodes in the 

network, union of any other nodes can be considered till it 

satisfies the subset criteria. The admin nodes communicate 

with the related nodes and if necessary they communicate 

through related pairs. Any two neighbours of each admin 

nodes are considered as guard dogs. All other nodes apart 

from these three categories fall under collective nodes. This 

protocol works under the principle that if security principle 

is applied on the admin nodes and related nodes, it is able to 

ensure complete security to the entire network. Guard nodes 

implements the security principle. Guard nodes monitors the 

traffic patterns of each admin and related node in which, it 

checks after every time interval if any data packet entering 

into an Admin or Related node goes out of the node within a 

stipulated period of time, failing which it issues a warning to 

its previous admin that the node may be a malicious node 

then the detected node is not used further for data 

transmission through the network. 

IV. ALGORITHM USED 

Algorithm-1[2] shows the pseudo code of basic method, the 

MANETs network will have N number of nodes which are 

distributed with unique identification number and its power 

or energy level. All nodes in the network are having 

responsibility to acknowledge the data sensor nodes after 

certain interval. If any malicious node(s) tries to access this 

network/node then victim node will wait for acknowledge 

packet (anyhow it will receive a acknowledge packet in 

regular communication) with crucial credential which is 

understood by victim node(s) only, using this data, the 

victim node will evaluate and compare its usual data like 

keys, response time, path key, etc, then it will take a secured 

path to send the data other than attacking node, this is called 

as Self Defensive Node[2]. With respect to power 

consumption, when a victim node tries to find out a central 

or immediate neighbour after affecting by malicious attack, 

before sending its any data via alternative path, the victim 

node will find the energy level of each neighbour and 

energy required for each communication, based on the 

energy saving criteria, the victim node will choose the 

neighbour for communication. 

 

N=>Number Of Nodes, j=>Source Node, 

L[]=>Nodes List ,d=>Sink/Neighbour Node 

for j=0, j<N, j++ 

L[i]=>Sends Data to L[d] 

if L[d] != pathname , then wait for    ACK and 

failed in validation 

if BatteryBackup of L[d+1] != Satisfactory then 

choose other neighbour 

else use L[d+1] 

end if 

else continue transmission 

end if 

end for 

Table 1: Secured Communication with Power Consumption 

V. CONCLUSION 

A different method of acquiring data with power 

consumption has been presented in this paper. In this 

network when a node tries to find out a admin or related 

node for communication, before sending its data, it will find 

the energy level of each node and energy required for each 

communication, considering these things, node will choose 

the neighbour for communication. So our proposed work 

selects an power capable guard nodes to monitor the admin/ 

related nodes effectively. All nodes in the network are 

having responsibility to acknowledge the data sensor nodes 

after certain interval. In future broadcast request as well as 

resource in an adhoc network. 
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