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Abstract— Web applications and their underlying parts are 

growing rapidly to offer services over the internet around the 

world. Web applications are composed of heterogeneous 

self-contained web services. Service requires changes due to 

changes in the customer requirements, to fix errors or to 

enhance their functionality. Regression testing is helpful in 

verifying that functioning of web services has not regressed 

after modifications or maintenance. Test suites tend to grow 

in size making it too costly to execute entire test suites. Audit 

testing of Web services is a form of regression testing with 

limitation on cost and time. The main challenges behind 

audit testing of web services descend from traditional 

regression testing problems, such as test case selection and 

prioritization for which existing solutions are nonetheless 

inadequate. In this paper critical analysis has been done for 

audit testing method. Overview of the testing and audit 

testing techniques presented by researchers is evaluated, 

various test case prioritization techniques have been 

discussed for the generation of minimized test suites for the 

test selection. 
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I. INTRODUCTION 

To achieve a unit of work for a service consumer services 

are provided by service providers. Each service implements 

a specific business function. Web services are Internet based 

applications that communicate with other business or 

functional services programmatically to fulfill the 

applications requirement. Businesses create web services by 

revealing definite business functions through XML 

messages over the Internet. 

Testing web services poses several challenges. As 

services are delivered as just interfaces to the users and 

systems, this constraint makes black-box testing the only 

viable solution. However, when the service provider updates 

its web service version, there is usually no way for the 

service provider to notify service consumers [7]. Regression 

testing of a Web service is done to assure that new version 

of the Web service performs similarly as the previous 

version. If all the request-response pairs are collected from 

test executions, we can conduct regression testing on the 

web service under test by running the same test inputs 

multiple times periodically and analyzing the request-

response pairs to detect regression errors. Then in regression 

testing, we compare responses of the same requests across 

versions. 

There is rapid change in Web services technology 

which permits runtime detection and binding, they demand 

much effort from the service integrators to assure the 

conformance of a newly introduced service or an updated 

version of a working service or a newly-discovered service 

from a new provider, with the system being tested that 

assimilates the services and is presently operational. 

This means testing Web services is rigorously 

difficult and might even comprise budgetary expenditures. 

Services change rapidly and repeatedly, but their change is 

not automatically informed or described agreeing to any 

official protocol. So, even identifying the necessity for 

regression testing of a service composition might be 

thought. The condensed testability of services, accompanied 

with the monetary expenses for testing services puts a limit 

on the number of test cases that can be practically executed. 

Hence, the typical problems of regression testing (namely, 

test case selection, minimization and prioritization) are 

exacerbated in the context of audit testing of web services. 

Audit testing of web services in contrast to 

regression testing is different because the testing budget is 

naturally much less (merely a subset of the selected and 

minimized test suite can be executed). In fact, audit testing 

is also used to verify the accurate operation of a service 

composition when other services change. 

II. SIGNIFICANCE OF SURVEY 

This survey is intended to give in depth details of the 

available audit testing techniques for web services. The 

main focus is to pinpoint the existing techniques of audit 

testing with advantages and drawbacks. Testing of web 

services becomes a challenge, automated testing tools with 

support for audit testing can help the testers to detect and 

notify service clients about changes in web services. 

III. WEB SERVICES 

We define a Web service to be an Internet-based, modular 

application that uses the Simple Object Access Protocol 

(SOAP) for communication. The Extensible Markup 

Language (XML) is used to transmit messages and data. The 

Universal Description, Discovery and Integration (UDDI) 

specification is used to maintain directories of information 

about Web services, including location and requirements. 

The Web Services Description Language (WSDL) is used to 

describe how to access Web services and what operations 

they can perform. The Simple Object Access Protocol 

(SOAP) helps software transmit and receive XML messages 

over the Internet. 

 
Fig. 1: roles of these technologies for Web services 

Figure illustrates the roles of these technologies for 

Web services. The components and legacy system are 
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“wrapped" into Web services by using SOAP and XML 

wrappers. The components are put into a Web service server 

container and compiled by this server container. Then the 

server container generates a WSDL file for this Web service 

and publishes this WSDL file onto the Internet. The method 

of locating a component in a Web service server container 

and publishing the WSDL file over Internet is known as 

“wrapping a component using a SOAP interface," so that 

other applications can use SOAP to request this Web 

service. The UDDI registry holds the specification of 

services and the URL that points to the WSDL specification 

of services. The applications can look up a Web service in 

the UDDI registry. After applications have the URL and 

specification of a Web service, they can use XML and 

SOAP to communicate with that service. 

IV. MOTIVATION FOR AUDIT TESTING 

A. Drawbacks of Regression Testing 

Regression testing requires ample size of time, monetary 

cost and efforts. Studies [28] indicate that in execution of 

30000 test cases, 1000 machine hours were consumed and 

approximately 80 percent of testing and 50 percent budget 

of software maintenance were used in regression testing. 

Hundreds of hours were spent to supervise regression 

testing, observing execution, response analysis and 

maintaining resources for retesting.  

Regression testing is regularly applied although it 

is expensive as a maintenance process with the intention to 

(re)validate updated software. It requires full or partial 

selection of test cases which are re-run to guarantee essential 

functionalities work fine.  

Thus, regression testing verifies that web services 

are not affected by updates by executing them over 

preexisting regression test suites. The evidence collected 

during earlier executions of test suite on the earlier versions 

can be used to optimize the current regression testing. Basic 

techniques for regression testing include (re)running 

previously completed tests and verifying whether program 

has changed. 

B. Need and Challenges of Audit Testing 

Audit testing of Web services is a category of regression 

testing with restriction on time and cost. When services 

change, the application that integrates these services needs 

to be tested, so as to confirm that the existing functionalities 

are not altered due to changes. This means the external 

services must be audited for preserved compatibility with 

the integration. 

We identified these relevant research challenges 

that need to be considered when performing audit testing of 

services. 

1) Challenge 1: Online testing 

Online testing of services is a compulsory part of integration 

and application testing. It is unthinkable to implement an 

application that was executed with stubs of the services to 

which it will be bound when executed. Part of the testing 

effort must necessarily be devoted to online testing, i.e., 

testing against the actual, external services. In fact, not only 

service invocation may involve a monetary cost, but it may 

also upset in an undesired manner the state of the world 

permanently. Currently there is no standard or infrastructure 

for supporting online testing of services.  

2) Challenge 2: Change detection 

Service changes may perhaps go undetected, due to absence 

of standard for the notification of changes to service 

integrators. Applications depend on monitoring to judge 

whenever any misbehavior occurs at run time. In order to 

trigger audit testing of an evolved service, the service 

change must be first detected. If not properly notified, 

change detection can be grounded on performance 

automatically taking into account traces of executions of the 

service. 

3) Challenge 3: Test case selection, minimization and 

prioritization 

Given the extremely limited resources available during audit 

testing of services, the usual regression testing difficulties of 

test case selection, minimization and prioritization is 

inevitable. We think the existing solutions developed are not 

acceptable in the context of audit testing of services, for the 

following reasons: 

4) Test Case Selection 

In the context of service compositions, test case selection 

used for finding the test cases which are invoking the 

updated service. 

Selection of the modification traversing test cases 

is impracticable in audit testing of services, due to absence 

of observability of the service execution. Coverage of the 

service attained by each test case, also coverage of any 

updated code portion of the service is not known. Test case 

selection is therefore restricted to just ignoring the test cases 

that will not invoke the updated service. Such a selection 

condition is exceptionally weak. More powerful methods for 

selection would be needed. 

5) Test case minimization: 

Test minimization aims at obtaining a minimal subset of the 

selected test cases that preserves some adequacy criterion 

(e.g., coverage).  

A consequence of the low observability of services 

is that minimization based on coverage criteria (e.g., finding 

the smallest test suite that preserves some coverage level) is 

impossible to achieve during audit testing of an evolved 

service. It is unclear if minimization of the test suite that 

attains a known level of coverage is a noble minimization 

strategy for audit testing of service that goes through 

evolution. We think novel methods would be needed to 

support minimization. 

6) Test Case Prioritization 

Test prioritization aims at finding an ordering of the test 

cases so that the most important (e.g., likely fault revealing) 

test cases are executed first, and when the time budget for 

testing is limited, only less important test cases are skipped. 

While prioritization of test cases based on the level 

of coverage achieved on the service composition remains a 

valid option, this is probably not the best option when the 

impact of a service evolution does not correlate with 

coverage or additional coverage of test cases. From this 

challenge-focused analysis it is quite clear that more 

investigation is required, since no shared and effective 

testing techniques and tools exist to face all these challenges 

and to efficiently perform audit testing of Web services. 
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V. ANALYSIS OF EXISTING TESTING APPROACHES 

A. Researches that have been proposed for testing and 

auditing are  

1) Carolyn M. Ortega and Abdullah Uz Tanzel[21] 

proposed QoS management model called QServ 

incorporating testing and auditing as part of an end to 

end QoS management system that will include service 

selection, service composition, quality management, 

testing and auditing. 

If the service allows dynamic service selection with 

low testing scores, then dynamic auditing may be 

required to ensure that any new functionally equivalent 

and acceptable services that are introduced at service 

selection time are behaving appropriately. The use of 

dynamically located, untested services would still be 

an option. 

2) Fang Youyuan and Gu Tianyang[19] designed a web 

service interoperability testing framework with 

conformance testing method. This method is based on 

the basic outline of WS-I, tests and analyses the UDDI 

registry, WSDL document and SOAP message of web 

service which realized by IUT (Implementation Under 

Test), finds out the disconformities to the basic outline 

of WS-I, thereby locates the interoperability problems 

in the web service. Their testing tool includes two 

modules: Monitor and Analyzer. Monitor intercepts the 

messages between service requester and web service, 

transforms the interceptive message into standard 

format and then outputs it to message logs. Analyzer 

judges whether the components of web service meets 

the requirement of the interoperable standards using a 

suite for testing assertions.  

This framework uses the basic outline of WS-I to 

analyze the web service interoperable problems. It is 

designed to implement the testing tool corresponding 

the standard of web service interoperability which is 

based on the basic outline of WS-I. Thus work is 

required on the interoperability problems that have not 

been covered by the basic outline of WS-I as the 

extend points of the software testing. 

3) Evan Martin, Suranjana Basu and Tao Xie[7] presents 

a framework and its supporting tool for automatically 

generating and executing web-service requests and 

analyzing the subsequent request-response pairs. 

However, when the service provider updates its web 

service version, there is usually no way for the service 

provider to notify service consumers. 

B. Research for detection of similar web services are 

1) Sasiporn Usanavasin, Shingo Takada and Norihisa 

Doi[23] proposed an approach to determine the 

semantic similarity of properties between different 

ontologies. 

No claims that with the use of cross-ontology 

similarity calculation method, the system can 

accomplish a fully automatic composition of services. 

C. Researches in online testing presented in the literature 

are 

1) Massimiliano Di Penta, Marcello Bruno, Gianpiero 

Esposito, Valentina Mazza, and Gerardo Canfora[14] 

used test cases as a contract between service provider 

and system integrator. They considered dynamicity as 

an important characteristic of service-based 

applications, and executed online tests, i.e., to execute 

tests during the operation phase of the service-based 

application. They discussed their methodology with 

respect to some developments and used some QoS 

assertions for executing service regression testing. 

They did not emphasize changes in the specifications. 

They provided a toolkit for generating XML-encoded 

test suite. 

2) Jeff Offutt & Wuzhi Xu[26] described a method for 

testing request/response interactions in Web services 

using Data perturbation. Data perturbation provides 

request/response testing for peer-to-peer web services. 

The tests are based on XML messages that can be 

represented using a regular tree derivation and the 

process consists of modifying request messages, 

resending the modified messages and analyzing the 

response message for the correct behavior. There are 

two types of data perturbation testing: Data Value 

Perturbation (DVP) and RPC Communication 

Perturbation (RCP). In DVP the values in the SOAP 

messages are modified according to the boundary 

value rules defined on the types of values in the 

message. The messages are sent using these boundaries 

and the responses are analyzed. In RCP testing the 

testing consist of remote procedure calls through 

messages. Mutation analysis is used to generate 

various message values which are passed to the remote 

procedure call. The remote procedure call acts on the 

messages that are passed through its normal 

functioning and returns a message as the value. The 

mutated messages sent to the remote procedure call 

and the messages sent back from the remote procedure 

call are used to analyze the behavior of the service.  

3) W. T. Tsai, Ray Paul, Yamin Wang, Chun Fan, and 

Dong Wang [27] proposed and practiced to extend the 

WSDL to support and get the information useful for 

testing such as dependence information.  

The information such as input/output dependence 

between web services, and the invocation sequence 

cannot be obtained from the WSDL file. To perform 

black-box testing and regression testing, it is important 

to know more the Input-output Dependency, 

Invocation Sequences, Hierarchical Functional 

Description and Concurrent Sequence Specifications 

information than those provided by WSDL. 

D. Researches in change detection are 

1) Daniele Romano and Martin Pinzger[15] proposed a 

tool called WSDLDiff to extract fine-grained changes 

from successive versions of a web service interface 

defined in WSDL. In contrast to existing approaches, 

WSDLDiff takes into account the syntax of WSDL and 

mines the WSDL elements affected by changes and the 

types of changes. With WSDLDiff they accomplished 

a study directed at analyzing the evolution of web 

services using the fine-grained changes extracted from 

the succeeding versions of four WSDL interfaces. 

The results of their study show that the analysis of 

the fine grained changes helps web service subscribers 
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to highlight the most frequent types of changes 

affecting a WSDL interface. 

E. Researches for the selection of test cases are 

1) Michael Ruth and Shengru Tu[12] presented a 

framework to apply a safe regression test selection 

technique to generic web services. Their technique is 

based on control flow graph for service involved in 

regression testing. The idea is that Control Flow 

Graphs (CFG) must be capable of highlighting the 

changes that can be a reason for regression testing. 

They also discussed that publishing test cases is useful. 

2) Michael Ruth, Feng Lin and Shengru Tu[25] presented 

an approach to apply a safe regression test selection 

technique to Java web services. Their approach is 

grounded on Java-based control flow graph named as 

Java Interclass Graph (JIG).They have produced JIG 

by carrying out static and dynamic analysis of code. 

They identified dangerous edges by comparing old and 

new JIG. They then compared the table of edges 

covered by the tests with the set of dangerous edges to 

select the tests to be performed. They provided a 

simulation tool. 

F. Researches for prioritization of test cases are 

1) S.Raju and G.V.Uma[17] illustrated the regression 

testing based test suite prioritization technique. A 

prioritization technique was proposed for requirement 

based system level test cases to increase the degree of 

fault detection. 

2) Lijun Mei, Zhenyu Zhang, W. K. Chan and T. H. 

Tse[13] have observed the significant impact of 

heterogeneous items on test case prioritization in the 

regression testing of service-oriented business 

applications and revealed the weaknesses of traditional 

test case prioritization techniques. The proposed test 

case prioritization techniques take into account the 

coverage data of test cases at three levels i.e. 

workflow, XPath, and WSDL. 

3) Gregg Rothermel, Roland H. Untch, Chengyun Chu 

and Mary Jean Harrold[8] empirically studied the 

capabilities of numerous test case prioritization 

techniques to improve the amount of fault detection of 

test suites. It focus on version-specific test case 

prioritization, in which test cases are prioritized and 

rate of fault detection is measured, relative to specific 

modified versions of a program. 

4) Dr. Arvinder Kaur and Shubhra Goyal[11] proposed an 

algorithm to prioritize test cases using Genetic 

Algorithm. The genetic algorithm will prioritize 

regression test suite within a time constrained 

environment on the basis of total fault coverage.  

Here, total fault coverage with in time constrained 

environment of diverse services was used for 

prioritization of test cases and their scheduled result 

was obtained. Through Genetic Algorithm technique, 

an approach was identified to discover a suitable 

population, which was further articulated by GA 

operations to make it more flexible and efficient.  

5) Yogesh Singh, Arvinder Kaur and Bharti Suri[4] have 

proposed an approach that variables were vital source 

of changes in program and test cases should be 

prioritized conferring to the variables of changed 

statement.  

The variable based prioritization of test cases for 

regression testing is in conformance with the data flow 

testing strategy. 

6) Cu D. Nguyen, Alessandro Marchetto and Paolo 

Tonella[3] presented an approach to the prioritization 

of audit test cases using information retrieval. The 

approach compares a service change description with 

code portions used by the appropriate test cases. So, 

test cases are prioritized based on their relevance to the 

service change. 

Their approach makes use of (1) the accessibility of 

service change descriptions, generally from release 

note documents of the changed services (2) the 

connection code from service compositions to services 

(3) latest developments of information retrieval (IR) 

techniques. 

In their approach, traces collected during past test 

case executions are analyzed to extract an identifier 

document, containing the terms that appear in the 

identifiers of the executed methods and functions. 

Then, queries are defined based on service change 

descriptions. Information retrieval tools perform the 

matching between queries and identifier documents to 

search for the most relevant test cases for each change.  

7) C. D. Nguyen, A. Marchetto, and P. Tonella[2] 

proposed Change sensitivity based prioritization 

method specifically tailored for audit testing of 

services. The method is based on the idea that the most 

important test cases are those that have the highest 

sensitivity to changes inserted into the service 

responses (mutations). In particular, they considered 

only changes that did not violate the contract with the 

service (i.e., the WSDL), but may violate the implicit 

assumptions made by the service integrator. 

Change sensitivity measures how sensitive a test 

case is to changes happening in the service under 

testing. The motivation behind their approach is that 

new versions of services might generate service 

responses which were still submissive with the service 

interface (WSDL), but violate some assumptions made 

(often implicitly) by the service integrator while 

makeing the service composition. Thus, test cases that 

are more sensitive to these changes are executed first. 

VI. CONCLUSION 

In this survey paper, basic issues of audit testing techniques 

for web services are identified and evaluated. A great 

variance in the identified audit techniques for web services 

is found. Some of the techniques are presented as original 

solution of problems and others are extension in the existing 

techniques. 

We identified the challenges to be considered in 

audit testing of web services. In particular, we identified 

four challenges: (1) online testing; (2) detection of the 

changes in the service; (3) test cases selection, minimization 

and prioritization. 

Also For each identified challenge methodologies 

are presented to address it during audit testing. There are 

various factors on the basis of which test case select, 

minimize and prioritize can be decided. It includes customer 
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requirements, history based, cost analysis, fault exposing, 

code coverage etc. Test prioritization can strengthen audit 

testing for finding more severe fault in earlier stages. Test 

case prioritization varies from project to project.  

From this challenge-focused analysis it is quite 

clear that more investigation is required, since no shared and 

effective testing techniques and tools exist to face all these 

challenges and to efficiently perform audit testing of Web 

services. 

As future work, we will propose a framework for 

testing and auditing of web service, check its efficiency in 

comparison to available techniques. 
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