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Abstract— In early years a Mobile Adhoc Network 

(MANET) is Gaining Popularity in research topics. It is 

possible to use   Mobile Adhoc Network in various critical 

mission applications such as military due to its characteristics 

like mobility, scalability and self configuring ability. As 

MANET is infrastructure less system and due to this open 

medium structure MANET is vulnerable to malicious 

attackers. In this case it is necessary to develop network 

security of MANET and in order to fulfill this requirement 

there is need to develop effective and efficient intrusion 

detection system to protect MANET from attackers in order 

to enhance the applications of MANET in Industrial area also. 

Here in the proposed work a secure acknowledgement based 

Intrusion detection system will be designed for MANET 

using digital signature technique. It will give higher malicious 

behavior detection rates in certain circumstances while 

maintaining the improved throughput and minimum network 

overhead. 
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I. INTRODUCTION 

Mobile ad-hoc network (MANET) is a self-configuring 

network of wireless links connecting mobile nodes. The 

mobile nodes communicate directly with each other and 

without the aid of access points, and therefore have no fixed 

infrastructure. Its infrastructure less network and self-

configuring capability makes it ideal for many critical 

applications. Due to mobility and scalability features of 

mobile nodes wireless network has gain advantage that to 

allow data communication between different parties and still 

maintain their mobility. Minimal configuration and quick 

deployment are some other characteristics of MANET. Due 

to these unique characteristics, MANET is becoming more 

and more widely implemented in industry.  

Due to its open medium, changing topology and lack 

of centralized monitoring, the characteristics of MANET 

make it vulnerable to passive and active attacks. As MANET 

is popular for various critical mission applications, network 

security is of vital importance. Hence, security is now a major 

concern in many Manet’s applications. Several intrusion 

detection systems have been proposed such as watchdog, 

twoack, aack. The paper, EAACK—A Secure Intrusion-

Detection System for MANETs has been reported by Elhadi 

M. Shakshuki [1]. he has the intrusion detection system by 

introducing digital signature scheme to it in order to ensure 

the security in MANET. 

II. PROPOSED WORK 

A. Scope: 

It is observed that the intrusion detection systems has the 

disadvantage that it fails to detect misbehaving nodes in 

presence of false misbehavior report & also not able to 

provide a secure communication which can be overcome by 

using a new secure intrusion detection system by introducing 

digital signature scheme into the previous intrusion detection 

system. 

B. Problem Statement: 

The main objective is to implement a new intrusion detection 

system known as EAACK which overcomes some of the 

weaknesses of watchdog scheme [3]. EAACK is a hybrid 

system which uses three acknowledgements based scheme. 

This system is also able to ensure the security of mobile ad 

hoc network as this system is based on acknowledgement; 

hence for this digital signature scheme [6] [7] introduce into 

it. 

III. THEORETICAL ANALYSIS 

The misbehaving nodes in MANETs can degrade the network 

performance or even break down the entire network by 

dropping packets. Packet dropping can be caused by various 

factors such as selfish node, malicious node, and hardware 

problems like buffer overflow. In this paper, concentrate on 

selfish node and malicious node. 

Selfish nodes drop packets to conserve their battery 

power, while malicious nodes drop packets because they are 

compromised by attackers. As the output of both types is to 

drop packets refer malicious node for both selfish and 

malicious nodes. There are two types of packet dropping 

attack, namely black hole attack and grey hole attack both are 

conducted in network layer. In the black hole attack, 

malicious nodes drop all the data packets they receive and in 

the grey hole attack, malicious nodes are smart enough to 

drop only part of the data packets they receive. Greyhole 

attacks may successfully avoid by adjusting their packet 

dropping rates to the detection threshold. So in this paper 

concentrate on black hole attacks. 

 An early solution to packet dropping attacks in 

MANETs is the Watchdog scheme [5] but it suffers from the 

problem that it fails to detect malicious nodes if following 

circumstances exist: ambiguous collisions, receiver 

collisions, limited transmission power, false misbehavior 

report, collusion and partial dropping. 

This paper, resolve some of the following 

weaknesses of Watchdog.  

 Receiver Collisions: The attackers send out the packet 

exactly when the intended   receiver is busy with other 
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transmissions. In this case, the attackers cheated the 

Watchdog scheme. 

 Limited Transmission Power: The attackers can control 

the compromised nodes to limit its transmission power 

so that it is strong enough to be overheard by Watchdog 

nodes, but too weak to be received by the destination 

nodes. 

 False Misbehavior Report: The attackers can control the 

Watchdog nodes and sent out false misbehavior report.  

Balakrishnan [4] proposed an acknowledgement-

based approach TWOACK to verify the delivery of packets 

in every three consecutive nodes. This scheme solved the 

receiver collision and limited transmission power problem in 

Watchdog but it requires extra network overhead. Later this 

Sheltami [5] proposed scheme called AACK it successfully 

reduces the overhead. In this paper, a new mechanism called 

Enhanced Adaptive Acknowledgement (EAACK) it is not 

only capable of detecting false misbehavior attack, but also is 

able to ensure authentication and packet integrity. These 

enhancements are brought by a new scheme called 

Misbehavior Report Authentication (MRA) and digital 

signature. 

This paper is based on work [8] and in this we extend 

the work by introducing digital signature scheme. The 

proposed EAACK scheme can be mainly divided into three 

parts, namely ACK (Acknowledgement), S-ACK (Secure-

Acknowledgement) and MRA (Misbehavior Report 

Authentication). For three parts of EAACK two types of 

packets are implemented in the EAACK: data packets and 

acknowledgement packets. 

 

1) ACK: ACK is an end-to-end acknowledgment scheme. 

The ACK has following advantages: 

 Low Network Overhead: ACK packet is same as 

compared to ordinary data Packets other than one bit 

in the packet header which indicates its packet type. 

 Low Memory Consumption: The intermediate 

forwarder nodes are not required to store the packet 

information. It consumes any memory space in all 

nodes. 

In ACK mode, source node S first searches its local 

knowledge base and Sees if there is exists a route from node 

S to node D. If not, it will initiate a DSR routing request to 

find the route. Then node S sends an ACK data packet. If all 

the intermediate nodes along the route between nodes S and 

D are cooperative and node D successfully receives then node 

D is required to send an acknowledgment packet Pak1 along 

the same route within a predefined time period. If node S 

receives Pak1, then the packet transmission from node S to 

node D is successful. Otherwise S node will switch to S-ACK 

mode by sending out an S-ACK data packet to detect the 

misbehaving nodes in the route.  

 
Fig. 1: ACK Scheme 

2) S-ACK: This scheme is used to detect misbehaving 

nodes in the presence of receiver collision and limited 

transmission power. This is an extension to TWOACK 

[4]. Consider an example as shown in Figure 2, in S-

ACK mode, the three consecutive nodes (i.e., F1, F2, and 

F3) work in a group to detect misbehaving nodes in the 

network. Node F1 first sends out S-ACK data packet 

Psad1 to node F2. Then, node F2 sends this to node F3. 

When node F3 receives Psad1, as it is the third node in 

this three-node group, node F3 is required to send back 

an S-ACK acknowledgment packet Psak1 to node F2. 

Node F2 forwards Psak1 back to node F1. If node F1 

does not receive this acknowledgment packet within a 

predefined time period, both nodes F2 and F3 are 

reported as malicious. A misbehavior report will be 

generated by node F1 and sent to the source node S. 

 
Fig. 2: S-ACK Scheme 

3) MRA: The false misbehaviour report attack can cause 

much more serious problem than packet dropping attack. 

By falsely reporting other nodes as malicious, such 

attack can break down the entire network. To address this 

attack, MRA scheme included in EAACK. To initiate the 

MRA mode, the source node first searches its local 

knowledge base and an alternative route to the 

destination node. If there is no other path exists, the 

source node starts a DSR routing request to find another 

route. By adopting an alternative route to the destination 

it is possible to avoid misbehaviour reporter node. When 

destination node receives an MRA packet, it searches its 

local knowledge base and check whether reported packet 

was received. If it is already received then it is conclude 

that this is a false misbehaviour report and the node 

which generates this report is marked as malicious. 

4) Digital Signature: All Three Parts of EAACK Are 

Acknowledgment-Based Detection Schemes. Therefore, 

It Is Important to Ensure That All Acknowledgment 

Packets in EAACK Are Authentic, In Order to Ensure 

the Integrity Of The IDS, The EAACK Requires All 

Acknowledgment Packets To Be Digitally Signed Before 

They Are Sent Out And Verified Until They Are 

Accepted. The Goal Is to Find the Most Optimal Solution 

Using Digital Signature in Manets.  

IV. METHODOLOGY 

The proposed block diagram for EAACK scheme consists of 

three parts, which are ACK, S-ACK and MRA & Digital 

signature scheme is used at the time of packet transmission as 

shown in figure 3. 
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Fig. 3: Proposed EAACK Scheme 

Assume that the link between each node in the 

network is bidirectional. Start with ACK mode, the function 

of source node is to forward the packet. Depending on the 

packet flag in the DSR header the data packet will be selected. 

In ACK mode if packet transmission from source S 

to destination D is not successful then switch to S-ACK mode 

by sending out an S-ACK data packet to detect the 

misbehaving nodes. 

In S-ACK mode, the three consecutive nodes work 

in a group. If misbehavior report is generated then it will send 

an MRA data packet otherwise it will send an ACK data 

packet. 

          To confirm this misbehavior report EAACK 

requires the source node to switch to MRA mode. When 

destination node receives an MRA packet it searches its local 

knowledge base and compares it to check whether the 

reported packet was received. If it is received then sends an 

ACK packet as the reporter is malicious and if it is not 

received then sends an ACK packet as trust the report. By 

using MRA scheme, EAACK is capable of detecting 

malicious nodes. 

To ensure the security of acknowledgement packets 

the digital signature scheme is used. The digital signature 

uses private key and public keys to ensure authentication. 

V. PERFORMANCE PARAMETERS FOR ANALYSIS 

To evaluate the performance of proposed EAACK scheme, 

the Watchdog, TWOACK, AACK and EAACK are 

implements in the same network settings. To measure the 

performance of our proposed scheme the two performance 

parameters are considered [1]. 

1) Packet Delivery Ratio (PDR): the ratio of the number of 

packets received by the destination node and the number 

of packets sent by the source node. 

PDR= 
no.of packets received

no.of packets sent
 

2) Routing Overhead (RO): the ratio of the amount of 

routing-related transmissions in bytes to the amount of 

data transmissions in bytes in a network. 

 To see the performance of EAACK under different 

types of attacks here three different scenarios are proposed: 

 Malicious Scenario 1: Malicious nodes simply drop data 

packets by achieving receiver collision attacks whenever 

they receive one to test the performance against the two 

weaknesses i.e. receiver collision & limited transmission 

power of Watchdog. 

 Malicious Scenario 2: to test performance when the 

attackers are smart enough to send false misbehavior 

report. Whenever malicious nodes receive packets, they 

drop it and send back a malicious report to the source 

node. 

 Malicious Scenario 3: to test the ability to test forged 

acknowledgement packet. 

 For each scenario, run three simulations in NS2 and 

calculate the average values for result. 

VI. SUMMARY 

In this paper a proposed intrusion detection system termed as 

EAACK developed for MANET designed to detect malicious 

nodes in order to prevent attacks such as forged 

acknowledgement attack and packet dropping attack which is 

major threat to security in MANET. The proposed IDS 

guaranteed that all the acknowledgement packets are valid 

and authentic as this scheme largely depends on 

acknowledgement packets. 
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