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Abstract— Mobile Ad-hoc Network (MANET) is a 

substantial field in while many of the users are using mobile 

devices for past few years where mobile ad-hoc routing in 

networks is one of the prominent issues. The routing protocol 

is aimed to give a better routing function from source to 

destination in terms of energy efficiency and security. Secure 

Zone Based Hierarchical Link State Routing Protocol utilized 

Digital Signature is one among in hybrid routing protocols for 

Mobile ad-hoc network, which is not satisfactory huge 

amount of within attacks that come from malicious nodes. A 

malicious node is losing the router data’s, data packets 

deliberately and routing protocol process get disturbed. To fix 

this problem, we suggested a unique method for productive 

key management, and prevention of malicious nodes. 

Security to the routing protocol is integrated with 

conventional Secure Hashing Algorithm (SHA-256) 

symmetric and asymmetric key encryption methods. The 

performance of the proposed algorithm is analyzed and 

results shown improvement in terms of the packet delivery 

portion, transmission aerial and ratio of released packets. 

Keywords: MANET, ZHLS, SHA-256, Hashing, 

Communication Overhead, Routing Packets  

I. INTRODUCTION 

A MANET is a scheme of wireless mobile nodes that 

dynamically self-organize in arbitrary and provisional 

network geography. Mobile Ad hoc Networks are having 

wide function which are part of day to life as it can be inter 

connected with each mobile node to and it can achieve 

specified functions like accessing the Internet does not having 

the constant atmosphere or when the utilization of such 

atmosphere need wireless extension. 

Mobile Ad-hoc networks are mobile wireless 

networks having no constant atmospheric. There are no 

constant routers instead every node will perform as a router 

and send the traffic from other nodes. Ad-hoc networks were 

first mainly used for military utilization. A MANET (Mobile 

Ad-hoc Network) is one of the type of Ad-hoc network with 

suddenly changing topology. These ad hoc networks usually 

having a high span and it can be connect nodes ranging from 

a few to several thousand. Since the nodes in a MANET are 

largely mobile, the geology will be advances simultaneously 

and the nodes are dynamically connected in an arbitrary 

manner. The velocity nodes can derive the rate of altering.  In 

this category of network every node will perform both as a 

host and a router which send the data intimated for some other 

node. Moreover, the devices are small and the limited 

transmission power is available in this system. The lower 

transmission power limits the amount of neighbor nodes, will 

further rapidly high the node moves by utilizing rate of 

change of power.   

Mobile Ad-Hoc Network is a type of infrastructure 

less network in which nodes are portable devices such as 

mobile phones and laptops as shown in Fig-1.1 

 
Fig. 1.1: Mobile Adhoc Network 

Routing and Security in MANET: 

Routing in MANET is essentially vary from conventional 

routing found on infrastructure networks. Routing in 

MANET depends on various aspects like topology, routers 

selection, and initiation of request and specific underlying 

typical that may be handle as a searching in finding the path 

quickly and efficiently. The low resource availability in these 

networks requirement effective uses and hence the desire for 

optimal routing in ad hoc networks. Also, the large aggressive 

nature of networks dictate severe restrictions on routing 

protocols of routing control information among the nodes.    

The routing protocols in Mobile Adhoc Network are 

classified into two categories. 

1) Routing Protocols Based on Topology  

2) Routing Protocols Based on Position 

A. Routing Protocols Based on Topology: 

A number of routing protocols has been suggested for the 

Mobile Ad-hoc Networks. These are categorized as: 

proactive (table-driven), reactive (source-initiated or 

demand-driven) and Hybrid (combination of both) as shown 

in Fig 1.2     

 
Fig. 1.2: Different Routing Protocols in MANET 
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1) Proactive Routing Protocols: 

Irrespective of repeated communication requests. These 

routing protocols maintain the next forwarding hop in the 

environment. The final route is keep in the environment, there 

is no route finding and that is the influence of proactive 

routing protocol. But the drawback of the protocol is that it 

gives the low inactivity for real time utilization. The different 

types of proactive routing are FSR, DSDV, OLSR, CGSR, 

WRP, and TBRPF. 

2) Reactive Routing Protocols: 

 In MANET Reactive Routing Protocols locate the route at 

any time require to the final node. The source node broadcast 

the route desire in the whole network. The data sender wait 

for reply from destination node or some list routes which 

having the nearest acquaintance nodes from source to 

destination. This is known as global flood search, which 

authority few important of time delay before packet data can 

transmitted. It also require few significant number of control 

traffic. 

Accordingly, in these reactive protocols are 

satisfactory for MANETs even the node mobility or speed 

node data transmission infrequently. Examples of Reactive 

MANET Protocols are Temporally Ordered Routing 

Algorithm (TORA), Dynamic Source Routing (DSR), Ad 

Hoc On-Demand Distance Vector (AODV), Dynamic 

MANET on Demand (DYMO). 

3) Hybrid Routing Protocols 

Purely proactive or purely reactive protocols work well 

within limited region of network setting. Combinations of 

proactive and reactive protocols, where nearby routes (for 

example, maximum two hops) are kept up-to-date 

proactively, while far-away routes are set up reactively, are 

also possible and fall in the category of hybrid routing 

protocols. Both proactive and reactive routing protocols 

prove to be inefficient under these circumstances. Hybrid 

routing protocol combines the advantages of the proactive 

and reactive approaches. Hybrid protocols include: ZRP, 

ZHLS routing protocol. 

B. Routing Protocols Based on Position: 

These routing protocols are used the information of 

geographic position of nodes in order to select the next 

forwarding hops. There are various types of position based 

routing protocols such as GPSR , GSR, GPCR  etc 

Security: 

For security sensitive applications like adhoc networks, we 

consider the following attributes. 

1) Availability: Only authorized entities should be allowed 

to access the information created and stored by an 

organization. 

2) Confidentiality: Ensures that unauthorized entities never 

access the certain information. 

3) Integrity: To ensure that transmitted message is never 

altered. 

4) Authentication: When two parties are communicating 

with each other they must be identify each other. This 

will prevent gaining unauthorized access to resource and 

sensitive information and interfering with operation of 

other nodes. 

5) Non-repudiation: Ensures that the sender cannot deny the 

message is sent by him. 

Cryptography can be used to provide security in 

routing protocol by achieving confidentiality, integrity, 

authentication, and non-repudiation for communications in 

public networks, storage, and more. Cryptographic 

algorithms, in general, are divided into the following: 

1) Symmetric key algorithms: These algorithms share the 

same key for encryption and decryption. Examples 

include Triple Data Encryption Standard (3DES) and 

Advanced Encryption Standard (AES). 

2) Public key algorithms: These algorithms use pair of keys 

for encryption and decryption. Examples include Digital 

Signature Algorithm (DSA) and the Rivest Shamir 

Adleman (RSA) algorithm 

3) Elliptic curve algorithms: The difficulty of elliptic curves 

is based on computing discrete logarithms in the group 

of points on an elliptic curve defined over finite field. 

Examples include Elliptic Curve Diffie-Hellman 

(ECDH), Elliptic Curve Digital Signature Algorithm 

(ECDSA) and Elliptic Curve Nyberg Rueppe (ECNR). 

4) Hash: These algorithms transform original string into 

shorter fixed length value or key and their most 

important property is irreversibility. Irreversibility and 

collision resistance are necessary attributes for 

successful hash functions. Examples of hash functions 

are SHA-1, SHA-256, SHA-384, MD5, HMAC. 

As we known, asymmetric cryptography approach 

such as public-key cryptography (PKC) can achieve 

authentication, integrity and confidentiality in wired 

networks. But it is too complicated and expensive for wireless 

networks. Asymmetric key cryptography algorithm is slow 

and requires more CPU processing power and battery power 

which is not feasible in MANET as nodes have limited 

memory, battery power and CPU computation power. 

Because of its low computational and 

communication overhead symmetric-key approach is 

preferred in wireless network. In symmetric-key approach, 

two communicating parties need to share a secret key before 

they communicate with each other. Due to the unpredictable 

network topology, it is big challenge to distribute the secret 

keys into the wireless nodes securely and efficiently. 

II. LITERATURE SURVEY 

 Kejun Liu et al. [1] propsed the Two Acknowledgement 

(TWO ACK) scheme to mitigate the undesirable effects of 

misbehaving nodes. The basal idea of the TWO ACK scheme 

is that, when a node forwards a data packet successfully over 

the next hop, the destination node of the next-hop link will 

send back a special two-hop acknowledgment called TWO 

ACK which indicates that the data packet has been received 

successfully.  R. Rajamohamed et al.[2] Author proposed 

security to the Variable bit rate source routing protocol 

(VBSR)i.e. hashed VBSR. Which gives a better security to 

key management as well as to data transmission. Ramya K et 

al.[3] proposed hybrid security protocol which is a 

combination of Elliptic Curve Cryptography MD5 and RSA 

used to achieve both the Confidentiality, Integrity and 

Authentication. Author also used digital signature in EAACK 

to ensure the integrity of the intrusion detection system. 

Kamal Kumar Chauhan et al.[4] used Public Key 

Cryptography (PKC), nodes can negotiate the session key for 

secure communication that fulfills the requirement of 
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confidentiality. Source, destination and intermediate nodes in 

route list authenticate others nodes by verifying signature. 

Gandhi Krunal et al.[5] proposed double digest 

symmetric key distribution based algorithm for detecting and 

defending against malicious nodes in MANET. Author used 

SHA (Secure Hash Algorithm) for creating digest. 

K.Sangeetha et al.[6] proposed use of Elliptic curve 

cryptosystems instead of DSA/RSA. Time taken for 

transmitting via AODV is less than the DSR. The throughput 

is also AODV outperforms than the DSR Routing protocol. 

ECC is used because of high security level with smaller key 

size. A.Rajaram et al.[7] proposed high certificate 

authentication scheme having three components Monitoring 

Routing cum forwarding (RCF) behavior, Certificate revival 

and Certificate revocation. Author also used Shamir’s secret 

sharing scheme which provides extendable as well as flexible 

security. 

Kimaya Sanzgiri et al.[8] proposed Authenticated 

Routing for Ad hoc Networks (ARAN), uses public-key 

cryptographic mechanisms to defeat all identified attacks. 

Author describes the threats, specifically showing their 

effects on AODV and DSR. Stephan Eichler et al.[9] 

proposed a novel secure routing protocol based on AODV for 

infrastructure-based MANETs. In this paper author gives 

extension to AODV protocol by using digital signature which 

is a combination of RSA and SHA-1. 

Tameem Eissa et al.[12] proposed new 

KeyManagement System which consists of four keys: 

identity key, public key, private key, symmetric key. This 

research proposed to use this idea in MANET system by 

hiding the public keys and making them visible only to the 

trusted nodes. This research also proposed using RSA since 

it is one of the most secure schemes. Zahra Moradlu et al.[14] 

proposed scheme distributes the role of the key generation 

center (KGC) among all nodes, therefore the private key is 

issued by distributed KGCs (DKGCs) and the node itself. 

Each pair of nodes can share a symmetric key in a non-

interactive way. 

III. ZONE-BASED HIERARCHICAL LINK STATE (ZHLS) 

ROUTING PROTOCOL  

Zone-based Hierarchical Link State routing protocol formally 

known as the ZHLS, due to different approach to the routing 

protocol, is a hierarchical protocol, where the network is 

divided into non-overlapping zones. In addition, mobile 

nodes are assumed to know their physical locations with 

assistance from a locating system like GPS. Each node only 

knows the node connectivity within its zone and the zone 

connectivity of the whole network. The zone level topological 

information is distributed to all nodes as shown in Fig 3.1. All 

network nodes in ZHLS construct two routing tables, an 

intrazone routing table and an interzone routing table. ZHLS 

uses a hierarchical address scheme which contains zone ID 

and node ID. It is assumed that a virtual link connects two 

zones if there exists at least one physical link between the 

zones. A two-level network topology structure is defined in 

ZHLS-the node level topology and the zone level topology. 

In the same way, there are two kinds of link state updates- the 

node level LSP (Link State Packet) and the zone level LSP. 

A node periodically broadcast its node level LSP to all other 

nodes in the same zone. In ZHLS, gateway nodes broadcast 

the zone LSP throughout the network whenever a virtual link 

is broken or created. Consequently, every node knows the 

current zone level topology of the network. Before sending 

packets, a source firstly checks its intra-zone routing table. If 

the destination is in the same zone as the source, the routing 

information is already there. Otherwise, the source sends a 

location request to all other zones through gateway nodes. 

After a gateway node of the zone, in which the destination 

node resides, receives the location request, it replies with a 

location response containing the zone ID of the destination. 

The zone ID and the node ID of the destination node will be 

specified in the header of the data packets originated from the 

source. During the packet forwarding procedure, intermediate 

nodes except nodes in the destination zone will use inter-zone 

routing table, and when the packet arrives the destination 

zone, an intra-zone routing table will be used. 

 
Fig. 3.1: Topology of ZHLS 

SHA-256 Algorithm Flow: 

SHA-256 transforms an input message into the 256 bits 

message digest. According to Secure Hash Signature 

Standard the input message whose length are shorter than 264 

bits, should be operated by 512 bits in group and becomes a 

256-bit message digest. The algorithm is summarized as 

follows 

Step 1: Message Padding: Input binary message is 

appended with 1 & padded with O‟s until length = 448 mod 

512.The original message length is then appended as 64-bit 

binary number. The padded message's length is a multiple of 

512 bits, which decides how many '0' to be padded 

Step 2: Parsing: The padded message is then parsed 

into N 512-bit blocks: 𝑀(1), 𝑀(2), … . . 𝑀𝑁.These 

𝑀(𝑖)message blocks are passed individually to the message 

expander. 

  Step 3: Message Expansion (Scheduler): Each 512 

bit block can be divided into 16 32-bit words:𝑀1
(𝑖)

, 𝑀2
(𝑖)

, ….., 

𝑀15
(𝑖)

which are then expanded into 64 words labeled W0, 

W1… W63 under the certain rule prescribed by SHA-2 

standard 

Step 4: Message Compression: The Wt words from Message 

expansion stage are then passed to the SHA compression 

function or the “SHA core”. The core utilizes 8 working 

variables labeled A, B,……,H which are then initialized to 

predefined values 𝐻0
(0)

, 𝐻0
(7)

 at the start of each call to the 

hash function. 
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` Table 1: Initial Hash Value of SHA-256 

These working eight variables are updating the value 

during the 64-cycle iterative computation each block. This 

SHA-256 compression algorithm then repeats and begins 

processing another 512-bit block from message padder. Once 

all data blocks have been processed, final 256-bit output H_N 

is calculated as follows 

H(N)= 𝐻0
𝑁 & 𝐻1

𝑁   & 𝐻7
𝑁 

IV. RESULT AND DISCUSSION 

The performance of the propose Zone Based Hierarchal Link 

State Routing Protocol (ZHLS) using SHA algorithm was 

estimated by means of Network Simulator-2 version 2.35. 

Network simulator is one of the simulation tool where it 

simulates wired and wireless systems with some facility for 

impersonation. With the help of oTcl script to NS-2.35 

executable, the different states of will be presented. The 

outcome can be obtained directly or post-processed by a 

communicating graphics observer called NAM. 

The nodes are spatially located in the circular area 

of 840 units. The communication range of each node in set to 

84 units. The complete network is divided in 9, 16, 25 Zones 

(M) and executed the simulation for Nodes N=100, 200, 300. 

The preliminary locations of the nodes were arbitrary. Node 

flexibility was simulated where each node moves to an 

arbitrarily designated position at an aligned swiftness and 

then suspends for a mentioned pause time period prior to the 

selection of alternative arbitrary position that repeat the 

identical steps. The simulation of the proposed methodology 

is performed for a constant node speeds of 0, 1, 5 and 10 m/s, 

with pause time fixed to 30 seconds. 

So as to estimate the performance of Zone 

Hierarchal Link State Routing Protocol (SZHLS) using SHA 

algorithm, both ZHLS and SHA-ZHLS are executed and 

compared with each other under similar mobility conditions 

and traffic scenarios. The simplest form of ZHLS was 

employed that does not have any optimization strategy. This 

facilitates a reliable assessment of results. Four performance 

metrics are used to evaluate and to relate the proposed 

protocol with ZHLS beneath a trustworthy atmosphere where 

some of the nodes in the system are presumed to be benign or 

malicious.  

 
Fig. 4.1: Apply Hash Algorithm in Malicious Node 

 
Fig. 4.2: Packet Delivery Ratio 

It is defined as the segmentation of the data packets 

produced by the CBR sources that are provided to the 

destination. 

 
Fig. 4.3: Secure ZHLS algorithm 

The graph shows that for both schemes the 

communication overhead maintained smoothly and for SHA-

ZHLS using SHA it gives the less amount of communication 

overhead in terms of packet loss ratio at malicious nodes even 

for 300 nodes. 

V. CONCLUSION 

In the proposed SHA Zone Based Hierarchical Link State 

Routing Protocol (SHA-ZHLS) proposed a secure routing 

approach creates healthy environment to user. The cost-

effective cryptographic primitives are carefully formfitting to 

every portion of the protocol functionality to create an 

effective protocol that is dynamic in distinction to many 

outbreaks in the network by using this SHA-ZHLS. The 

simulation results showed that the enhanced protocol attained 

a reasonable cooperation in efficiency in terms of security and 

global network performances. The suggested methodology 
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provides an enhanced solution on the way to achieve the 

security objectives like message authentication, message 

integrity, and data confidentiality by means of an integrated 

procedure of hashing. The experimental results showed that 

average packet delivery fraction, communication overheads 

in network construction and route acquisition latency are high 

when compared to the Traditional ZHLS. 
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