
IJSRD - International Journal for Scientific Research & Development| Vol. 4, Issue 08, 2016 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 353 

A Survey on Logarithm based Encryption/Decryption Techniques 
R. JeyaSundari1 V.G. Sri Devi2 

1PG Scholar 2Assistant Professor 
1,2Department of Computer Engineering 

1,2PET Engineering College, Vallioor
Abstract— Cryptography play a important role in the field of 

system security. There are many encryption/decryption 

strategies accessible right now to secure the information. In 

this survey paper we will have a review of encryption/ 

decryption strategies of audio information. 
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I. INTRODUCTION 

Cryptography is the study of techniques for secure 

communication in the presence of third parties called 

adversaries. In general, cryptography is about constructing 

and analyzing protocols that prevent third parties or the 

public from reading private messages. Encryption is the 

process of encoding messages or information in such a way 

that only authorized parties can read it. Cryptographic 

systems can be classified into two categories: Secret-key 

(Symmetric) cryptosystems and Public-key (Asymmetric) 

cryptosystems. Encryption does not of itself prevent 

interception, but denies the message content to the 

interceptor. In an encryption scheme, the intended 

communication information or message, referred to as 

plaintext, is encrypted using an encryption algorithm, 

generating cipher text that can only be read if decrypted. 

Decryption is the process of taking encoded or encrypted 

text or other data and converting it back into text that you or 

the computer can read and understand. This term could be 

used to describe a method of un-encrypting the data 

manually or with un-encrypting the data using the proper 

codes or keys.  

A. Symmetric Encryption 

The term Symmetric states that both encryption and 

decryption of the data are carried out with the same secret 

key. Hence, the key must be known to both sender and the 

receiver in order to perform any secure communication. The 

major advantage of using symmetric encryption is for its 

fastness. 

B. Asymmetric Encryption 

In terms of asymmetric encryption, the key used for 

encryption is different for it is used in decryption procedure. 

The encryption key is public as the decryption key remains 

private. Since there is no need of sender or receiver to agree 

on the sharing of secret key, these schemes are more 

functional than the symmetric techniques. 

C. Cryptography Goals 

 Authentication: This means that before sending and 

receiving data using the system, the receiver and 

sender identity should be verified. 

 Secrecy or Confidentiality: Usually this function 

(feature) is how most people identify a secure system. 

It means that only the authenticated people are able to 

interpret the message (date) content and no one else. 

 Integrity: Integrity means that the content of the 

communicated data is assured to be free from any type 

of modification between the end points (sender and 

receiver). The basic form of integrity is packet check 

sum in IPv4 packets. 

 Non-Repudiation: This function implies that neither 

the sender nor the receiver can falsely deny that they 

have sent a certain message. 

 Service Reliability and Availability: Since secure 

systems usually get attacked by intruders, which may 

affect their availability and type of service to their 

users. Such systems should provide a way to grant their 

users the quality of service they expect. 

II. LITERATURE SURVEY 

R.Gnanajeyaraman, K.Prasadh, Dr.Rama (2009) proposed a 

novel higher dimensional chaotic framework for sound 

encryption, in which variables are dealt with as encryption 

keys keeping in mind the end goal to accomplish secure 

transmission of sound signs. The higher dimensional of the 

calculation is utilized to improve the key space and security 

of the calculation. The examinations demonstrate that the 

calculation has the characteristic for delicate to starting 

condition, high key space; advanced sound sign dispersion 

consistency and the calculation won't soften up 

chosen/known-plaintext attacks. 

V. J. Rehna, M. K. Jeya Kumar (2012) developed a 

secure sound steganographic strategy, a calculation which 

could encode a photo into sound and after that read it again 

keeping in mind the end goal to get picture through sound. 

The calculation utilized is basic and ideal, named the 

shading palette substitution. Sound steganography is 

actualized in two phases, to be specific picture 

cryptography, where the picture is encoded to sound, being 

the first and perusing the sound in a frequency spectrum, 

being the second. Additionally the picture changed over 

sound is inserted over another music record to shape a 

stronger encryption. 

Sheetal Sharma and Lucknesh Kumar (2013) 

isolate the sound sign into various recurrence frequency bins 

with respect to phase and magnitude values by applying 

DFT on the audio signal and RSA strategy is applied for the 

encryption and decoding on the lower recurrence groups 

since all the recurrence don't take part similarly in the 

correspondence. After applying the encryption on different 

frequency bands, the encryption on the lower frequency 

band is more effective than the higher one. 

JingliZheng, Zhengbing Hu, Chuiwei Lu (2014) 

proposed a light-level symmetrical encryption calculation: 

LWSEA, which receive minor encryption rounds, shorter 

information packet and improved scrambling capacity. So 

the estimation expense of LWSEA is low and receives 

longer-piece Key and round interjection technique to deliver 

Child-Key, which raised the security of LWSEA. The 
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investigations exhibit that the LWSEA have better 

avalanche effect and information perplexity degree, besides, 

its count pace is far quicker than DES, yet its asset expense 

is low. Those brilliant exhibitions make LWSEA is 

tremendously suited for asset limited WSNs. 

KoumalKaushik and Suman (2015) proposed a 

video steganography strategy utilizing hash based round 

Least Significant Bit strategy. Video steganography is a 

more secure than some other steganography method 

secluded from everything data on the grounds that of its 

unpredictable structure it impairs the interloper to assault. In 

this paper secret instant message is inserted in the video 

document utilizing proposed hash based round Least 

Significant Bit technique. This work will enhance the data 

security and inserting limit. The method used in this paper is 

broke down in term of Peak Signal to Noise Ratio, Mean 

Square Error and Embedding limit. 

AnupamMondal and ShiladityaPujar I (2015) show 

a novel methodology of Image based steganography plan 

where a pseudorandom arrangement generator capacity is 

utilized to randomize the mapping grouping in a 

pseudorandom style. The inserting procedure of the secret 

message is done by pseudo-arbitrary succession and 

extraction is done utilizing the same arrangement at the flip 

side. At the base level, 2D-DCT is utilized to shroud the bits 

of mystery message inside the stego picture by supplanting 

the LSBs of DCT coefficients and 4-2 swap content 

randomization calculation is used to alter the secret message 

before implanting. 

Ali M. Meligy, Mohammed M. Nasef, Fatma T. 

Eid (2015) utilize the sound steganography where the secret 

message disguise in sound record and proposed a sound 

steganography calculation, for installing content, sound or 

picture taking into account Lifting Wavelet Transform 

(LWT) change with alteration of Least Significant Bit (LSB) 

method and three irregular keys where these key is utilized 

to expand the heartiness of the LSB strategy and without it 

nobody can know the kind of secret message sort, the length 

of the secret message and the underlying position of the 

inserted secret message in LSB. The execution of our 

calculation is computed utilizing SNR. 

RiteshD.Yelane, Nitiket. N. Mhala and B. J. Chilke 

(2015) proposed the data security component by utilizing 

visual cryptography plan (VCP) on condition that 

Authentication, approval, Confidentiality, Privacy and 

security are kept up in VCP and this framework works with 

computerized grey scale pictures for secrete and covering 

picture, information privacy utilizing asymmetric cover 

image encryption and it will enhance the complexity of the 

recuperated secret picture and deliver clear resultant picture. 

III. RESULT AND DISCUSSION 

In DCT Techniques[1] input as an image and perform 

steganography, the calculation of PSNR,MHC,MSE values 

can be displayed below .here the value of PSNR,MSE is 

maximum.  

Image block size Technique 
MHC 

% 
PSNR MSE 

150*150 DCT 57 37.82 32.38 

200*200 DCT 48 32.62 32.14 

Table 1: Calculation of PSNR and MSE 

A review of cryptography techniques [6] has an 

different algorithm, the performance parameters of each 

algorithm and its security levels can be discussed. This 

paper provides the review of various cryptography 

techniques like DES, RC4, Blowfish and AES for images. 

Algorithm Block size Security 

DES 64bits Inadequate 

3DES 64bits Inadequate 

RC2 64bits vulnerable 

RC4 Byte oriented Weak security 

RC6 128 bits vulnerable 

Table 2: Review of Different Algorithm 

In Light weight symmetric key technique [4] text 

as input and produce cipher output. It gives more secure 

than the DES technique. In DES algorithm, the changed 

content in the cipher text respectively achieve 61 bit and 62 

bit. It is proved that the LWSEA algorithm has a very good 

avalanche effect, and its encrypting intensity is close to DES 

algorithm. While LWSEA algorithm has much less 

encryption rounds than DES, and the scrambling function S 

is also simple than that of DES. So the cost of the former 

will be smaller than the latter. 

Encryption 

algorithm 

Encryption 

key 

Plaintext 

(letter) 

Ciphertext 

(number) 

LWSEA QWERTY wwwww 9750DA3BD 

Table 3: Performance of LWSEA 

In survey paper [3] novel higher dimensional 

chaotic system use  the number of keys are increased so the 

key space and the complexity of the algorithm although 

increases accordingly. 

In video steganography [5] compare two technique 

and related PSNR, MSE value can be displayed. 

Technique Video file PSNR MSE 

H-LSB Xylophone 13.4594 9.4 

H-Round LSB Xylophone 44.7740 0.2 

Table 4: Calculation of PSNR & MSE 

IV. CONCLUSION 

In this paper, we have examined different encryption/ 

decryption techniques for audio signal which are utilized for 

Network security. With the assistance of these calculations, 

one can produce its own calculation by making adjustments 

into existing calculations to make audio signal with high 

level of security. In future develop more secure and faster 

encryption techniques. 
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