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Abstract— The cloud computing nature is shared resource, 

identity management, privacy and access control; these all 

parameters are the area of concern in cloud computing. The 

most widely used of cloud and its resources is to store data 

and prime concern is data security. The data security means 

data should be as same as we had stored on cloud. Our 

proposed work provides security at block level and help 

auditor to find infected block. The objective of this approach 

is to identify exact block which is tampered for integrity 

violation. The proposed scheme is compared with algebraic 

signature approach. It is found that proposed scheme 

performs well enough than previous method. This procedure 

will be helpful for the auditor because with the help of it we 

can calculate which block is infected. This will be very useful 

according to the purpose of security. 

Key words: Cloud, Hypervisor, Malware, Side Channel 

Attack. 

I. INTRODUCTION 

Some decades ago when Internet was not introduced, 

companies ran e-mail as an application where data was stored 

in the hardware or in a secure place only. All the files, 

documents, messages and other important information were 

stored in a protection on the company’s premises only [5]. 

However, it was not possible to store the huge amount of data 

due to lake of storage space. By moving forward into the 20th 

century, when companies like Google started showing up and 

email system has been started [4,11]. Then it became easy, it 

would have been a great invention of Google, that cause more 

subscribers, however these companies choose to open their 

own servers to store e-mail information for customers. 

However, to access that data, user has to adopt their 

applications like Gmail, Yahoo Mail and so many others. 

Further to open own servers and access all these applications 

to store the information of customers, Internet arrived. 

Moving further, if describe practically about cloud 

computing, adopting other people’s servers to run 

applications for the organization, remotely is called as cloud 

computing system. For example, with cloud computing, 

different applications and services can be accessed without 

ever buying an extra piece of hardware or software. 

Whenever user required any changes to the cloud data, there 

needs an Internet connection [13,15]. Organizations are 

increasing day by day for computation of applications in the 

cloud, this is necessary to deal with cloud computing security 

issues. 

A. Cloud Computing: 

The Pinterest is an example of cloud computing, it is a free 

website that requires registration to access, where users can 

upload, save, sort and manage images known as pins and 

other media content such as videos and images, through 

collections known as pinboard. It is viewed by approximately 

17 million people per month and has a great storage capacity. 

It is hosted on Amazon’s cloud platform. Initially, due to 

absence of cloud computing, maintaining security of the 

information had been very difficult task. However, 

introduction of the cloud computing has made life easy. The 

cloud consists of certain elements such as clients, servers and 

the main centrewhere all servers are managed [8]. Figure 1.1 

shows the architecture of cloud computing system, where the 

data owner stores the data and applications to the cloud 

storage. Whenever user needed to access data and 

applications, the owner provide access to the user through the 

cloud. 

 
Fig. 1: Cloud Computing Architecture 

B. Types of Cloud: 

There are four types of cloud computing exists which are 

described as follows.  

1) Public cloud:In public cloud, any subscriber can access 

information from the cloud space with an Internet 

connection. 

2) Private cloud: A private cloud is for specific group or 

organization and restrict access to just that group. 

3) Community cloud: In community cloud, two or more 

organizations that have similar cloud requirements, share 

their intelligence. 

4) Hybrid cloud: Hybrid cloud comprises of the 

combination of minimum two clouds , can be a mixture 

of public, community or private cloud. 
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Table 1: Security Issues In Different Types Of Cloud 

II. GARTNER  SEVEN CLOUD COMPUTING SECURITY RISKS 

According to ‘Gartner’ the cloud computing has "unique 

attributes that require risk assessment in areas such as data 

integrity, recovery, privacy and an evaluation of legal issues 

in areas such as e-discovery, regulatory compliance and 

auditing”.  

The following seven specific security issues should 

customers rise with vendors before selecting a cloud vendor. 

1) Privileged user access: The customer should have 

knowledge about those users who have given privileged 

access, to supply specific information.  

2) Regulatory compliance: Customers have the 

responsibility for security and confidentiality for their 

own data, even when it is held by a service provider.  

3) Data location: The cloud only stores user’s data in its 

own storage space, user exactly does not know the 

location of data that where is it stored? User should find 

the data source report from the cloud provider. 

4) Data segregation: The cloud providers should have 

ability for secure delivery of cloud data, for privacy the 

best encryption techniques applied on cloud data; this 

must be ensured by cloud provider. 

5) Recovery: The backup or restoration process should be 

available in the system in the case of any disaster or 

failure. 

6) Investigative support: Investigation of cloud data are 

latterly difficult process because of signing in and using 

data for various customers might be co-located and also 

may spread over different hosts and data centers.  

7) Long-term viability: If the cloud provider gets acquired 

and swallowed, the user must be sure that the data will 

remain available even after such an event. 

III. ATTACKS ON CLOUD 

1) Denial of Service (DoS) attacks: A denial of service 

(DoS) attack is a malicious attempt to make a server or a 

network resource unavailable to users, usually by 

temporarily interrupting or suspending the services of a 

host connected to the Internet [3,7]. 

2) Breach of confidentiality: With collocation-based 

breaches of confidentiality, attackers attempt to use 

collocation in order to compromise the confidentiality of 

a virtual machine (VM). Information about the data 

stored inside a VM can be inferred by noticing patterns 

of resource usage, particularly CPU usage.  

3) Cloud Malware Injection Attack: A first considerable 

attack attempt aims at injecting a malicious service 

implementation or virtual machine into the cloud system. 

Such kind of cloud malware can serve any particular 

purpose the adversary is interested in, ranging from 

eavesdropping via subtle data modifications to full 

functionality changes or blockings [10]. 

 

4) Side Channel Attacks: Side-channel attacks have 

emerged as a kind of effective security threat targeting 

system implementation of cryptographic techniques. 

Evaluating a cryptographic system’s resilience to side-

channel attacks is therefore important for secure system 

design 

5) Authentication Attacks: Authentication is a weak point 

in hosted and virtual services and is frequently targeted. 

There are many different ways to authenticate users [12]. 

6) Man-In-The-Middle Cryptographic Attacks :  This attack 

is carried out when an attacker places himself between 

two users. Anytime attackers can place themselves in the 

communication path, there is a possibility that this can 

lead to interception and modification of the message 

[13,14]. 

IV. LITERATURE REVIEW 

Data Integrity technique PreetiGarg et al [3] worked on data 

confidentiality and access control. Author proposed a scheme 

for trusted authority. It provide key to data owner (DO) and 

generates incremental message authentication code (MAC) of 

the file provided by DO. DO request storage service provider 

(SSP) for a file. It access policy then encrypted file is send to 

Decryption Service provider (DSP). DSP send this file to DO 

as well as trusted authority.TP again generate MAC and 

check it for equality with previous MAC stored. If these two 

MAC are matched then integrity of file is verified and result 

is transferred to DO.  

PP-CP-ABE scheme and ABDS system:  Z. Zhou et 

al [9] present a compressive security data inquiry framework 

for mobile cloud computing. It consists of two schemes such 

as CP-ABE scheme and ABDS system.  

 Aprivacy preserving CP-ABE (PP-CP-ABE) 

scheme:- CP-ABE used to facilitate key management and 

cryptographic access control in an expressive and efficient 

way. An attribute descriptive string assigned to a user and 

each user may be tagged with multiple attributes under the 

construction of CP-ABE. Multiple users may share common 

attribute which allow sensors to specify a data access policy 

by composing multiple attribute through logical operators 

such as “AND”, “OR”.  

ABDS System scheme:- ABDS system achieves 

scalable and fine-grained data access control, using public 

cloud services. Based on ABDS, user’s attributes are 

organized in carefully constructed hierarchy. So the cost of 

membership revocation can be minimized. ABDS is suitable 

for mobile computing to balance communication and storage 

overhead. Thus reduces the costs of data management 

operations for both the mobile cloud nodes and storage 

service providers. The proposed solution is computation 

efficient for lightweight mobile devices and it is storage 

efficient of ABDS scheme where both data inquires and 

sensors only need to store log2(N) private key while N key 

are require when using CP-ABE scheme. 

Flavio Lombardi and Roberto Di Pietro has 

discussed [8] about a secure virtualization technique for 

ensuring security at hypervisor level. In a general system at 

base OS level, there is a problem like a user at one guest OS 

may interact with other Guest OS, which may lead to data loss 

if they are any attackers. So the new proposal ACPS 

(Advanced Cloud Protection System) was introduced. This 

will maintain security by preventing unnecessary logins into 
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the other guest OS by weak passwords or weak SSH. Cong 

Wang [5] has proposed their work on Data Storage security 

with respect to Quality of service. They have proposed 

approach which checks whether their data has been attacked 

or any integrity loss is done or not over the cloud. They will 

generate a homomorphism token which will ensure that the 

data is not lost. It is like a simple hash function which will be 

enabled to fast recover and storage errors. These works help 

in securing the cloud systems, Virtualization, Data 

confidentiality and data storage security, there are still issues 

need to be discussed in secure data transmission between 

cloud Provider, service provider and cloud User. The secure 

data transmission is anyhow achieved by protocols like 

IPSec, SSL over web and the data over are also through web 

applications these current methods can be used for secure data 

transmission. The secure data transmission works designed 

for storage networks are discussed by KikukoKamiasaka who 

discussed in his paper for secure data transmission over IP 

Networks by developing Middleware works below 

application layer and selects suitable security approach based 

on the cluster of data items available in Application. This was 

proved that will help in securing the data as well as this works 

well than IPSec. Sudha M  has proposed an idea for secure 

data transmission in cloud computing using transport layer 

techniques, the idea proposed in that is used is socket 

programming for secure data transmission over the client and 

server. This paper has compared the general secure data 

transmission by applying socket programming, a key 

exchange and secure data over cloud. The comparison is done 

response time and processing time. 

V. PROPOSED AUDIT APPROACH FOR DATA INTEGRITY 

The cloud computing is a computing technique in which large 

groups of remote servers are networked to allow centralized 

data storage and online access to computer services or 

resources. It provides flexibility and different computing 

platform for organizations. Since data over cloud is stored in 

the form of blocks, so it may happen that some of the block 

may be infected and other blocks may not be infected. These 

non-infected blocks may be useful for the user when it would 

retrieve the data for any purpose. So we need to check the 

integrity of individual block rather than complete message.  

Here we are proposing a technique that is based on 

digest of message. In our proposed technique third party 

auditor would be able to find the block which was tempered 

due to mishandling or attacks on the message over the cloud. 

In previous approach (algebraic signature) if the 

message is tempered due to any reason and user retrieve it 

from cloud and if it is not actual data then it will discard 

whole message. 

In this condition, it would be very helpful for user, 

if he was able to retrieve the corrected block from the entire 

message.  

A.  Digest Of Digest Method: 

In our proposed work we are extending multiple digest 

approach to digest of digest approach. In the multiple digest 

approach data is divided into blocks and digest is calculated 

for each block and all the digest and digital signatures are 

added and resulting digest is stored for auditing purpose. As 

shown in the fig.2 

.  

 
Fig. 2: Message Digest Method 

Now here we are using the approach digest of digest 

which again calculate the digest of digested message and 

improve confidentiality and security. In this approach User 

hires a third party auditor and puts data on cloud provided by 

cloud service provider. Then Auditor submits program to 

calculate digest for each block of data. Digest of each block 

is returned by cloud service provider to the Auditor. Auditor 

appends every digest into a single file and calculate digest of 

digest. It matches digest of digest at regular interval of time. 

Whenever digest of digest is not matched it alarms the user. 

Since our proposed approach matches digest of 

digest at regular interval of time so integrity can be 

maintained. 

 
Fig. 3: Digest Of Digest Method 

In the above diagram data is divided into blocks and 

for each block digest is calculated and all the blocks are 

combined into a single file and then digest of that file is 

calculated called digest of digest. 

Step wise review of digest of digest method:- 

1) Data is divided in the form of blocks in cloud. 

2) Generate public and private key pair using RSA method 

for encryption and decryption purpose. 

3) Calculate the message digest of each block and then 

again calculate the digest of digest and give it to 

certification authority. 

4) Now transmit data with message digest to the user. This 

step and previous step will maintain the integrity of data. 

5) User will digitally sign data+MD using its private key 

(Kpri) this step will provide non repudiation. Because 

this signature is a type of security. 
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6) Now encrypt sign[data+MD] using kpri’ this step will 

provide confidentiality because digitally signed data is 

also encrypted. 

7) Finally put the data on cloud. 

This all process is done when we want to ensure that 

we are storing our data on a secure cloud. 

 
Fig. 4: Process Chart Of Data Storage Over Cloud 

Algorithm  

{ 

1) For each dataset put on cloud by user generate key pair 

using RSA algorithm. 

2) Divide data into blocks. 

3) Calculate message digest for each block. 

4) Append all the message digest in a single  block and 

calculate digest of that message digests block. 

5) Assign digital signature to this digest along with data.  

} 

B. How to Perform Auditing: 

If we want to check out the security then following steps are 

used at auditing side. 

1) User asks for the data to the cloud. This data may be send 

in two way either whole data or any specific part of data. 

2) If whole data is asked then match that with complete MD. 

3) Else if specific block is required then match that block 

with appropriate MD. 

If the MD is matched with that block then data is not 

changed or corrupted and if it is not matched it shows data is 

corrupted. 

C. Role of Auditor: 

Normally data is stored on cloud provided by cloud service 

provider and a third party auditor is hired. This Auditor 

submits program to calculate digest for each block of data. 

Then message digest calculated by cloud service provider is 

send to the Auditor. Auditor stores every digest into a single 

file and calculate digest of digest. It also matches digest of 

digest at regular interval of time. 

1) Advantages: 

 In this scheme exact block can be identified in which 

tampering is done. 

 Integrity violation can be identified by checking a single 

digest of digest. 

2) Disadvantages: 

 Digest for each block is to be stored to identify the exact 

block. So memory requirements will be more. 

 
Fig. 5: Operation Performed Over Cloud 

VI. EXPERIMENTAL SETUP AND RESULTS 

In this paper cloudsim is used for simulation purpose. This 

technique have been implemented on virtual cloud. Virtual 

cloud is formed using simulator jar named CloudSim. In this 

CloudSim is configured using integrated development 

environment eclipse 3.8. CloudSim contains all the necessary 

java classes for providing cloud functionality. 

No. of data blocks Multiple digest Digest of digest 

5 5 2 

10 12 7 

15 17 10 

20 29 14 

25 46 21 

30 67 29 

Table 2: no. of data blocks and digested message calculated 

in both methods. 

As we have described that we are using cloudsim for 

simulation purpose here above table.2 shows resultant 

comparison of our approach with previous approach (multiple 

digest). Here no of block shows the parameter  on which we 

are calculating message digest, of multiple digest method and 

digest of digest method (proposed approach)and we see that 

when we take no of block 5 then message digest calculated 

by the multiple digest are 5 and message digest calculated by 

the digest of digest are 2 it shows that digest of digest method 

requires less no of message digest similarly when we take no 

of blocks 10,15,20,25,30 and so on their resultant study is  

shown in above  table2. 
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Fig. 5: Comparison Graph of Execution Time for Digest 

Calculation 

Graph shows the comparison of execution time of 

digest calculation. This compression graph is plot between 

execution time of digest calculation and no of block used as 

the no of block increase the execution time will also increase 

very fastly in the multiple digest scheme and similarly in the 

digest of digest procedure it will increase slightly it simply it 

shows that digest of digest scheme require less time as 

comparison to multiple digest scheme. 

VII. CONCLUSION AND FUTURE SCOPE 

In this paper a new scheme for third party audit for data 

integrity of cloud data stored is proposed. The proposed 

scheme is compared with algebraic signature approach in 

which all the digest and signatures can be added with each 

other. It is found that proposed scheme performs better and 

has advantages over algebraic approach. 

In Future this scheme can be applied with actual 

cluster of machines to form a cloud in local area network 

using tool like Hadoop. Then the results can be captured in 

real time. 
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