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Abstract— Cloud computing is a group of IT services that 

are given to a user over an internet network  with the 

capability of manipulating their service needs .Mostly cloud 

computing services  are provided by a third party who hold 

the framework. Its advantage to acknowledge but a few 

include changeability , efficiency ,scalability , resilience and 

other non-core exertions .For  organization to adopt IT 

services without upfront investment cloud computing offers 

creative business model. The organization are slow in 

accepting the possible gains achieved from cloud computing 

due to its security issues and challenges associated with it 

.One of the most important issue that hinder the growth of 

cloud is its security issue .The thought of giving the data to 

other organization is worrisome because the consumer has to 

alert about the risk of the data violation in the new 

atmosphere. This paper introduce an analysis of architectural 

challenges of cloud computing and its security issue solution 

focusing on cloud computing types. 
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I. INTRODUCTION 

In simple words cloud computing means network computing 

can be defined as use of the internet by people and 

organisation to provide technology enable services. With the 

help of cloud computing the consumers can access the 

resources online via internet .Cloud computing mainly 

provide three types of services  i.e. Software as a service 

(SaaS), Network as a cloud service(NaaS), Platform as a 

service(PaaS) and Infrastructure as a service (IaaS). There 

are various reasons for organizations to move towards IT 

solutions that include cloud computing as they are just 

required to pay for the resources on consumption basis. In 

addition, organizations can easily meet the needs of rapidly 

changing markets to ensure that they are always on the 

leading edge for their consumers[5]. 

 
Fig. 1: Cloud Storage Environment 

According to the definition of[4], cloud computing 

is “it is a significant distributed computing model that is 

directed by financial prudence of balance. 

The mechanism [6] model of cloud storage consists 

of four layers: storage layer which stores the data, basic 

management layer which ensures security and stability of 

cloud storage itself, application interface layer which 

provides application service platform, and access layer 

which provides the access platform. The below fig shows 

the basic of cloud storage environment. 

II. ARCHITECTURAL CHALLENGES 

Cloud Computing research addresses the challenges of 

meeting the requirements of next generation private, public 

and hybrid cloud computing architectures, also the 

challenges of allowing applications and development 

platforms to take advantage of the benefits of cloud 

computing[1]. The research on cloud computing is still at an 

early stage[1]. Many existing issues have not been fully 

addressed, while new challenges keep emerging from 

industry applications[1]. There are mainly Four types of 

cloud services models they are:- 

 Infrastructure as a service (IaaS) 

 Platform as a service(PaaS) 

 Software as a service (SaaS) 

 Network as a cloud service(NaaS) 

A. Cloud Services Models Cloud Infrastructure as a service 

(IaaS) 

In this composition of implemented environment for their 

system a supplier must be supply a different computing 

resources which include loading, processing unit[2]. Client 

has flexile to achieve and switches a software multilated to 

be implemented and vary between different applications like 

operating system etc.[2] Following are the various issues of 

IaaS. 

 
Fig. 2: Issues of IaaS 
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B. Cloud Platform as a service (PaaS) 

 
Fig. 3: Issues of PaaS 

This software supplies client with the ability to establish and 

extended applications that are mainly positioned on 

equipment and programming languages promoted by the 

suppliers[2]. In this the client has no containment over the 

different organization but has containment over the extended 

applications[2]. Examples of this class of services include 

Google App Engine, Windows Azure Platform and rack 

space[2] Following are the various issues of PaaS  

C. Cloud Software as a service (SaaS) 

This software supplies the ability to usage the appliances 

which implemented on cloud organization[2]. With the 

usage of standard interfaces like web browser or online(e-

mail) client, these appliances are obtainable[2]. SaaS 

appliances are obtained from different devices like mobile, 

workstation from anywhere at anytime[2]. There are several 

cloud management techniques that includes infrastructure 

management, Cloud Resource usage management, cloud 

security management, management as a service. 

D. Cloud Network as a service (NaaS) 

NaaS provides the capability to use the network services and 

inter-cloud network connectivity services[2]. Improvement 

of possession allocation services include in view of network 

and computing resources[2]. These type of services involved 

extensible, enhanced virtual private network[2]. 

 
Fig. 4: Cloud Computing Map 

III. SECURITY ARCHITECTURE 

The main issue is the security providing in the cloud 

computing, this is because of the reality that the devices 

through which the services are provided do not belong to the 

users .The user do not have any idea or control of what 

could happen to their data. Users will not compromise their 

privacy so cloud computing service providers must ensure 

that the customers’ information is safe [1].This is however 

somewhat challenging, as there are always the way to break 

the security and take the advantage of information. Some of 

the important components of Service Provider Layer are 

SLA Monitor, Metering, Accounting, Resource 

Provisioning, Scheduler & Dispatcher, Load Balancer, 

Advance Resource Reservation Monitor, and Policy 

Management [1]. Virtual Machine Layer are VM Sprawl, 

VM Escape, Infrastructure, Separation between Customers, 

Cloud legal and Regularity issues, Identity and Access 

management Some of the important components of Data 

Center (Infrastructure) Layer contains the Servers, CPU's, 

memory, and storage, and is henceforth typically denoted as 

Infrastructure-as-a-Service (IaaS)[1]. Some of the security 

issues related to Data Center Layer are secure data at rest, 

Physical Security: Network and Server[1]. 

 
Fig. 5: High level security architecture of cloud computing 

IV. SECURITY ISSUE 

The security of corporate data in the cloud is difficult, as 

they provide different services like Network as a service 

(NaaS), Platform as a service (PaaS), Software as a service 

(SaaS), Infrastructure as a service (IaaS). Each service has 

their own security issues [3] 

There are mainly 4 types of issues they are  

1) Data issue 

2) Secrecy  issue 

3) Infected issue 

4) Data  security 

 
Fig. 6: Cloud Security Issue 
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A. Data Issue 

To provide the security in cloud based system sensitive data 

in the cloud computing plays the important role. Whenever 

the data is on cloud computing any one from anywhere and 

at any time can take the data from it so there is no privacy in 

it. And another main reason is the data stealing due to which 

there is no security in cloud computing and the common 

problem is the data loss problem in cloud computing 

B. Secrecy Issues 

The cloud computing service provider must make sure that 

the customer personal information is well secured from 

other providers, customer and user.[3] As most of these 

servers are external, the cloud service provider should make 

sure who is accessing the data and who is maintaining the 

server so that it enable the provider to protect the customer’s 

personal information[3]. 

C. Infected Application 

Cloud computing service provider should have the complete 

access to the server with all rights for the purpose of 

monitoring and maintenance of server[3]. So this will 

prevent any malicious user from uploading any infected 

application onto the cloud which will severely affect the 

customer and cloud computing service[3]. 

D. Data Security 

Data Security refers as a confidentiality, integrity and 

availability[2]. These are the major issues for cloud vendors. 

Confidentiality is defined as a privacy of data. 

Confidentiality are designed to prevent the sensitive 

information from unauthorized or wrong people[2]. In this 

stores the encryption key data from enterprise C, stored at 

encrypted format in enterprise D. that data must be secure 

from the employees of enterprise D. Integrity is defined as 

the correctness of data, there is no common policies exist for 

approved data exchanges. Availability is defined as data is 

available on time[2].  

V. SECURITY SOLUTIONS 

There is need for advanced and extended technologies, 

concepts and methods that provide secure server which 

leads to a secure cloud. For this a layered framework is 

available that assured security in cloud computing 

environment. It consists of four layers as shown in 

 
Fig. 7: Layered framework for cloud security 

First layer is secure virtual machine layer. Second 

layer is cloud storage layer. This layer has a storage 

infrastructure which integrates resources from multiple 

cloud service providers to build a massive virtual storage 

system. Fourth layer is virtual network monitor layer. This 

layer combining both hardware and software solutions in 

virtual machines to handle problems such as key logger 

examining XEN [12]. 

However, there are several groups working and 

interested in developing standards and security for clouds. 

The Cloud Standards web site is collecting and coordinating 

information about cloud-related standards under 

development by other groups. The Cloud Security Alliance 

(CSA) is one of them. CSA gathers solution providers, non-

profits and individuals to enter into discussion about the 

current and future best practices for information assurance 

in the cloud. Another group is Open Web Application 

Security Project (OWASP). OWASP maintains a list of 

vulnerabilities to cloud-based or Software as a Service 

deployment models which is updated as the threat landscape 

changes. The Open Grid Forum publishes documents to 

containing security and infrastructural specifications and 

information for grid computing developers and researchers. 

There are some tips and tricks that cloud security solution 

providers should kept in mind when they delivers their 

service to cloud service consumer in a public cloud solution. 

A. Verify the Access Controls 

Set up data access control with rights and then verify these 

access controls by the cloud service provider whenever data 

is being used by cloud service consumer. To implement 

access control methods for consumer side, the cloud service 

provider must describe and ensure that the only authorized 

users can access the user or consumer’s data. 

B. Control the consumer access devices 

Be sure the consumer’s access devices or points such as 

Personal Computers, virtual terminals, gazettes, pamphlets 

and mobile phones are secure enough. The loss of an 

endpoint access device or access to the device by an 

unauthorized user can cancel even the best security 

protocols in the cloud. Be sure the user computing devices 

are managed properly and secured from malware 

functioning and supporting advanced authentication 

features. 

C. Monitor the Data Access 

Cloud service providers have to assure about whom, when 

and what data is being accessed for what purpose. For 

example many website or server had a security complaint 

regarding snooping activities by many people such as 

listening to voice calls, reading emails and personal data etc. 

D. Share demanded records and Verify the data deletion 

If the user or consumer needs to report its compliance, then 

the cloud service provider will share diagrams or any other 

information or provide audit records to the consumer or 

user. Also verify the proper deletion of data from shared or 

reused devices. Many providers do not provide for the 

proper degaussing of data from drives each time the drive 

space is abandoned. Insist on a secure deletion process and 

have that process written into the contract [13]. 

E. Security Check Events 

Ensure that the cloud service provider gives enough details 

about fulfillment of promises, break remediation and 

reporting contingency. These security events will describe 

responsibility, promises and actions of the cloud computing 

service provider. 
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VI. CONCLUSION 

Sharing of resources is one of the major security worries 

with the cloud computing. In this paper we first discuss 

various architectural challenges of cloud computing, 

security architecture and security issues related to cloud 

computing. There are several security worries including 

security aspects of internet. This paper has highlighted 

various solution to overcome security worries .New 

techniques should be provided to overcome the difficulty 

faced due to data loss and data stealing. As the cloud 

computing is still in its developing stage, we hope our work 

will give a better understanding of the various issues and 

design challenges of the cloud computing 
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