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Abstract— Cloud storage is a storage service provide to user, 

where they can transfer their data anytime and any- where. 

With the great development of cloud computing in modern 

era, the massively increasing number of data, the chunk of 

information storage and the application requirement for high 

availability of data, network backup is facing an 

extraordinary challenge. On the other hand, a cloud server 

normally performs a data compression technique (data 

deduplication) to eliminate duplicate data because the storage 

is not infinite. Data deduplication, which makes possible for 

data holder to share a copy of the duplicate data, can be 

performed to reduce the consuming of storage space. Due to 

the issues, there is a some research on encrypted data 

deduplication. Data deduplication is one of fundamental data 

compression techniques for eliminating multiple copies of 

repeating data, and has been widely used in cloud storage to 

miniaturize the volume of storage space and bandwidth. 

Deduplication is storage optimization technique that avoids 

keeping duplicate copies of data. Presently, to provide 

security, data stored in cloud also other large storage areas 

are in an encrypted format and one issue with that is, we 

cannot apply deduplication over such an encrypted data. 

Thus, performing deduplication on the encrypted data in 

cloud surface to be a challenging task. 
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I. INTRODUCTION 

In modern days, cloud computing has become an important 

topic and gives many advantages through various services. 

The many database, device, hardware, and operating system 

can be handled by a cloud server. Users only need some 

devices, which can connect to the cloud. But, in the 

environment, the cloud server can gather and control all the 

transmitted data because all the data are stored the cloud. 

The security and privacy are major cloud computing. 

Cloud computing gives a new way to transport 

services by reorganize resources over the Internet and 

providing them to users on requirement. It plays a vital role 

in supporting data storage, processing, and managing in the 

Internet of Things (IoT). Numerous cloud service providers 

(CSPs) offer huge size of storage to maintain and manage 

IoT data, which can combine videos, photos, and personal 

health records. 

We mainly focus on the cloud storage. Users can 

save their data (videos, photos, and personal health records) 

in the cloud storage and download the stored data anyplace. 

Even if users impoverish their own storage spaces, the cloud 

server can increase their storage spaces without spoiling the 

stored data. However, the fast improvement of storage 

requirements responsibility the cloud storage, which is not 

infinite. The cloud storage server normally applies the data 

deduplication to reduce the utilization of storage space. 

Cloud service providers such as Drop box, one 

drive and Google drive massively rely on data deduplication 

to save storage by only saving one copy of each that 

uploaded file. While recent studies report that whole file 

deduplication can achieve up to 50% storage space, users do 

not directly profit from these savings as there is no clear 

relation between the prices offered to the users and effective 

storage costs. 

Also, the use of social media sites such as 

Facebook, instagram, YouTube to name a few and digital 

cameras, have give to a fast growth of data which known as 

Big Data problem. In, it has been said that the global data 

supply hiked 3.7 trillion GB in 2013 - but just 0.5% of it was 

used for analysis. In the same having, the volumes of data 

are projected to reach 50 ZB per individual by 2020. A 

study  has also tell that only 25% of data is exclusive in data 

warehouses; and only 35 GB of the entire data for each 

individual user are exclusive and the other ones are similar 

data that are shared with various cloud users. 

Data deduplication is a data compression technique 

which makes all the data owners, who upload the same data, 

shared a single copy of duplicate data and removes the 

duplicate copies in the storage. When users transmit their 

data, the cloud storage server wills analysis whether the 

transmitted data have been saved or not. If the data have not 

been saved, it will be actually written in the storage; any 

other way, the cloud storage server only stores a pointer, 

which points to the first saved copy, rather than saving the 

whole data. Hence, it can avoid the same data being saved 

frequently. 

II. COMPARATIVE STUDY 

1) A Data Deduplication Method in the Cloud Storage 

Based on FP-tree 

 Publish year: 2015 

 Author: Wan Haoran, Tong Weiqin 

 Algorithm: 

1) FP-Tree 

2) FP-storage 

3) CRUSH algorithm 

 Technique 

1) FP-tree and Data Compression 

2) Deduplication 

3) Hashing 

 Application: cloud storage 

Cloud computing provides a virtual, flexible, 

scalable resource manage mode for Internet enterprises. As 

the fundamental storage architecture of cloud computing, 

cloud storage is proposed separately to achieve the high 

available, scalable storage. However, with the amount of 

redundant business data, more and more cloud space was 

occupied and more network bandwidth cost was bought in. 

To utilize cloud storage efficiently, we proposed a method 
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based on FP-tree in this paper by which we can delete the 

underlying redundant data in cloud storage. The present 

work proves this method can save large amount of disk 

space and can be combined with cloud storage hash location 

function 

2) Secure Image Deduplication in Cloud Storage : 

 Publish year: 2015 

 Author: Han Gang, Hongyang Yan and Lingling Xu 

 Algorithm: polynomial algorithms 

1) Setup 

2) Encrypt 

3) Key-Gen 

4) De-crypt 

 Technique 

1) Image deduplication 

2) Digital watermarking 

3) Content addressable 

 Application: to reduce the storage space and costs 

With the great improvement of cloud computing in 

current years, the explosive increasing of photograph 

information, the mass of data storage and the software 

demands for high availability of records, network backup is 

facing an remarkable project. Photograph deduplication 

generation is proposed to lessen the garage area and 

expenses. To shield the confidentiality of the image, the 

perception of convergent encryption has been proposed. 

Inside the deduplication gadget, the image may be 

encrypted/ decrypted with a convergent encryption key that 

is derived via computing the hash value of the photograph 

content material. It manner that equal image copies will 

generate the equal ciphertext, which used to check the 

reproduction photo reproduction. Security evaluation makes 

positive that this device is comfortable. 

3) Proof of Storage for Video Deduplication in the Cloud 

 Publish year: 2015 

 Author: Fatema Rashid, Ali Miri, 

 Algorithm: 

1) H.264 compression algorithm 

2) OOP based algorithm 

3) MPEG algorithm 

 Technique: 

1) Data deduplication technique 

2) Core technique. 

 Application: In social media sites 

1) Facebook 

2) YouTube 

With the incidence of cloud computing and its 

technologies, such as records the statistics deduplication, 

greater freedom are provided to the customers like in cloud 

data storage, processing electricity and performance and 

cloud statistics accessibility. The data in digital form has 

attained unremarkable increase because of the generally use 

of net and digital devices will generate massive information 

hassle round world clever. These huge extents of facts need 

a few feasible structures for the storage, processing and 

availability offers all the potentials to meet those necessities. 

data deduplication is referred to as a strategy allowed to 

cloud storage companies (CSPs) to remove the replica data 

and hold only a unmarried particular statistics document of 

it for garage space saving characteristic to lessen big facts 

troubles. but these benefits also include records privateness 

and protection troubles related to the cloud technology since 

the information owner looses the bodily manage of its 

records files first uploaded inside the cloud information 

storage and the CSP get a entire possession of the 

information. on this paper, assuming it these CSP is semi-

sincere, a proof of retrievability (POR) and a proof of 

possession (POW) are recommended for video 

deduplication in cloud garage elements. The POW protocol 

is supposed to be used by the CSP to authenticate the actual 

proprietor of the information video earlier than liberating it 

while the POR protocol is meant to allow the consumer to 

test that his/her records video saved within the cloud is 

secured against any malicious person or the semi-honest 

CSP. Those schemes are proposed as supplement to our 

earlier proposed scheme for securing the video 

deduplication within the cloud storage thru the H.264 

compression algorithm. a few experimental consequences 

are provided, displaying the effectiveness of our proposed 

POR and POW protocols. 

4) Secure deduplication for multimedia data with user 

revocation in cloud storage : 

 Publish year: 2015 

 Author: Hyunsoo Kwon,  Changhee. 

 Algorithm: 

1) Keygen algorithm 

2) RSA-1024 algorithm 

 Technique: .Deduplication 

 Application:  .scalable management of cloud data 

Increment of multimedia statistics motivates 

customers to utilize cloud garage (CS) to take advantage of 

its massive length. For this extensible storage gadget, there 

are applicable necessities: (1) the users need to be able to 

make sure that their outsourced statistics is securely 

protected and (2) the cloud provider company must be 

capable of eliminate redundant copies of statistics for 

improvement of storage usage. Traditional encryption 

scheme does now not satisfy the deduplication on ciphertext 

because it destroys message equality. Recent study, 

DupLESS, has improved Convergent Encryption (CE) and 

provided sturdy privateness. But, CE-based scheme allows 

the customers to probable decrypt cloud statistics despite the 

fact that the person loses his possession to the data. as a way 

to remedy this trouble, we propose a secure deduplication 

scheme with person revocation. Our scheme leverages 

oblivious pseudo-random feature to generate encryption key. 

The CS enforces records get right of entry to coverage the 

usage of privilege-primarily based encryption to offer user 

revocation. The security evaluation proves that the proposed 

scheme is comfy against unauthorized decryption through 

revoked customers or the cloud server, and brute-force 

assault on predictable set of data. 

III. CONCLUSIONS 

Deduplication is storage optimization technique that avoids 

keeping duplicate copies of data. But, deduplication is less 

beneficial with encrypted data since, different key 

encryption convert same data into various formats. In this 

paper different methods are examined where deduplication 

methods are implementing on encrypted data in a large 

storage area. Most of the technique studied here work on the 

basis of concurrent encryption, which is a simple way that 

makes deduplication adaptable with encrypted data. In this 
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information intense world, we cannot compromise on both 

security and duplication of data across storage areas. A 

procedure needs to be formulated which will increase 

storage optimization without negotiating on encryption 

method; by giving deduplication technique in data storage 

servers where the available data is encrypted. 
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