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Abstract— IP address spoofing or IP Spoofing refers to “the 

creation of Internet protocol (IP) packets with forged source 

IP address with the intention of concealing the identity of the 

sender and impersonate other computing system”. Most 

spoofing is done for illegitimate purposes—attackers usually 

want to hide their own identity and somehow damage the IP 

packet destination. There are many types of Spoofed attacks 

which are often use IP spoofing to overload networks and 

devices with packets that appear to be from legitimate source 

IP addresses. This paper describes about IP spoofing, Way of 

Spoofing an IP Datagram, Popularity of IP Spoofing, Issues 

of IP Spoofing, Different types of Spoofed Attacks and 

Spoofing Attack Prevention Methods. 
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I. INTRODUCTION 

In the past few years, Internet plays a prominent role due to 

its contribution in everyday life. Over one-third of the world 

populations utilize Internet for daily activities. More 

services including shopping, transport, health 

communications, social networking and bank transaction are 

administrated using the Internet. In general, Internet is the 

client server architecture. Therefore, it is significant to 

maintain efficient usage of the servers. Shifting to the 

internet era has increased the context of network intrusions 

and attacks to hack into servers. But in the current scenario, 

there is no integrated application that provides a network 

administrator to manage the network from the server or host 

machine. 

A. IP [Internet Protocol] 

The Internet Protocol, or IP, is the main protocol used to 

route information across the Internet. IP makes no effort to 

validate whether the source address in the packet generated 

by a node is actually the source address of the node, you can 

spoof the source address and the receiver will think the 

packet is coming from that spoofed address. 

II. IP SPOOFING DEFINITION 

IP address spoofing or IP Spoofing refers to “the creation of 

Internet protocol (IP) packets with forged source IP address 

with the intention of concealing the identity of the sender 

and impersonate other computing system” [5]. 

IP spoofing, also known as IP address forgery or a 

host file hijack, is a hijacking technique in which a cracker 

masquerades as a trusted host to conceal his identity, spoof a 

Web site, hijack browsers, or gain access to a network. 

Here's how it works: The hijacker obtains the IP address of a 

legitimate host and alters packet headers so that the 

legitimate host appears to be the source 

Spoofing IP datagram is a well-known problem.  

Most spoofing is done for illegitimate purposes—attackers 

usually want to hide their own identity and somehow 

damage the IP packet destination. 

 
Fig 1 IP spoofing Diagram 

III. WAY OF SPOOFING AN IP DATAGRAM 

IP packets are used in applications that use the Internet as 

their communications medium. These IP packets have the 

proper source and destination addresses for reliable 

exchange of data between two applications. The IP stack in 

the operating system takes care of the header for the IP 

datagram. However, one can override this function by 

inserting a custom header and informing the operating 

system that the packet does not need any headers. One can 

use raw sockets in UNIX-like systems to send spoofed IP 

datagram, and one can use packet drivers such as WinPcap 

on Windows. Some socket programming knowledge is 

enough to write a program for generating crafted IP packets. 

One can insert any kind of header, so, for example, one can 

also create Transmission Control Protocol (TCP) headers. If 

one does not want to program or have no knowledge of 

programming, one can use tools such as hping, sendip, and 

others that are available for free on the Internet, with very 

detailed documentation to craft any kind of packet. Most of 

the time, one can send a spoofed address IP packet with just 

a one-line command [1].  

IV. POPULARITY OF IP SPOOFING 

IP spoofing will remain popular for a number of reasons. 

First, IP spoofing makes isolating attack traffic from 

legitimate traffic harder: packets with spoofed source 

addresses may appear to be from all around the Internet. 

Second, it presents the attacker with an easy way to insert a 

level of indirection. As a consequence, substantial effort is 

required to localize the source of the attack traffic. Finally, 

many popular attacks such as man-in-the-middle attacks, 

reflector-based attacks, and attackers use IP spoofing and 

require the ability to forge source addresses. Security for IP 

Spoofing is essential and demanding [9]. 

http://searchsecurity.techtarget.com/definition/hijacking
http://searchsecurity.techtarget.com/definition/cracker
http://searchcio-midmarket.techtarget.com/definition/host
http://searchsecurity.techtarget.com/definition/spoof
http://searchwindevelopment.techtarget.com/definition/IP-address
http://searchnetworking.techtarget.com/definition/packet
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V. ISSUES OF IP SPOOFING 

It is that the sender has some kind of malicious intention and 

does not want to be identified. You can use the source 

address in the header of an IP datagram to trace the sender's 

location. Most systems keep logs of Internet activity, so if 

attackers want to hide their identity, they need to change the 

source address. The host receiving the spoofed packet 

responds to the spoofed address, so the attacker receives no 

reply back from the victim host. But if the spoofed address 

belongs to a host on the same subnet as the attacker, then the 

attacker can "sniff" the reply. You can use IP spoofing for 

several purposes; for some scenarios an attacker might want 

to inspect the response from the target victim (called 

"nonblind spoofing"), whereas in other cases the attacker 

might not care (blind spoofing).  

A. Scanning 

An attacker generally wants to connect to a host to gather 

information about open ports, operating systems, or 

applications on the host. The replies from the victim host 

can help the attacker in gathering information about the 

system[1].  

B. Sequence-Number Prediction 

If establish the connection between two hosts by using TCP, 

the packets exchanged between the two parties carry 

sequence numbers for data and acknowledgments. The 

protocol uses these numbers to determine out-of-order and 

lost packets, thus ensuring the reliable delivery to the 

application layer as promised by TCP. These numbers are 

generated pseudo-randomly in a manner known to both the 

parties. An attacker might send several spoofed packets to a 

victim to determine the algorithm generating the sequence 

numbers and then use that knowledge to intercept an 

existing session. Again it is important for the attacker to be 

able to see the replies [1].  

C. Hijacking an Authorized Session 

An attacker who can generate correct sequence numbers can 

send a reset message to one party in a session informing that 

party that the session has ended. After taking one of the 

parties offline, the attacker can use the IP address of that 

party to connect to the party still online and perform a 

malicious act on it. The attacker can thus use a trusted 

communication link to exploit any system vulnerability [1].  

D. Determining the State of a Firewall 

A firewall is used to protect a network from Internet 

intruders. Packets entering a firewall are checked against an 

Access Control List (ACL). TCP packets sent by a source 

are acknowledged by acknowledgment packets. If a packet 

seems like an acknowledgement to a request or data from 

the local network, then a stateful firewall also checks 

whether a request for which this packet is carrying the 

acknowledgment was sent from the network. If there is no 

such request, the packet is dropped, but a stateless firewall 

lets packets enter the network if they seem to carry an 

acknowledgment for a packet. Most probably the intended 

receiver sends some kind of response back to the spoofed 

address. Again, for this process to work, the attacker should 

be able to see the traffic returning to the host that has the 

spoofed address—and the attacker generally knows how to 

use the returned packet to advantage [1].  

E. Other Issues 

When IP spoofing is used to hijack a browser, a visitor who 

types in the URL (Uniform Resource Locator) of a 

legitimate site is taken to a fraudulent Web page created by 

the hijacker.  

If a user interacts with dynamic content on a 

spoofed page, the highjacker can gain access to sensitive 

information or computer or network resources. He could 

steal or alter sensitive data, such as a credit card number or 

password, or install malware. The hijacker would also be 

able to take control of a compromised computer to use it as 

part of a zombie army in order to send out spam. 

VI. DIFFERENT TYPES OF SPOOFED ATTACKS 

A. DDoS Attack 

DDoS attack is the most dangerous threat to the Internet and 

it uses IP spoofing as its attacking tool. An attacker imposes 

a large volume of network traffic towards the Internet server 

to degrade its performance. The source broadcast the IP 

packet to the target using source and target IP address and 

there is no assurance for the correctness of these IP 

addresses [7].  

Distributed Denial of Service attacks have become 

a weapon of ideological attacks, causing damages in the 

millions of dollars to commercial, government and personal 

sites. In DDoS attack, goal of the attacker is to tie up chosen 

key resources at the victim, usually by sending a high 

volume of seemingly legitimate traffic requesting some 

services from the victim[8].  

B. Two types of DDoS attacks 

There are two types of DDoS attacks: a network-centric 

attack which overloads a service by using up bandwidth and 

an application-layer attack which overloads a service or 

database with application calls.  

C. Reflection and amplification DDoS Attack 

A typical reflection and amplification DDoS attack exploits 

a common scenario: a compromised host emits packets with 

source IP addresses set to the IP address of the target of the 

attack, directed at a so-called reflector – a remote 

application that will respond to these packets/requests 

directing traffic to the victim. In many cases the size of the 

response is several times larger than the request itself, thus 

not only reflecting, but also amplifying the traffic toward the 

victim. Usually such attacks have a distributed nature – 

packets are sent from multiple sources to multiple reflectors, 

all configured with the same target. The volume of such 

attack can reach several hundred Gbps [6].  

D. Replay Attack 

A replay attack is defined as “a type of network attack in 

which data transmission is maliciously repeated”. 

Theoretically, this issue can be handled using session id. A 

packet with a session id is valid only for a particular period 

of time after which the packet is considered invalid and is 

not fit for transmission. An intruder or malicious user copies 

a stream of messages between the sender and receiver (two 

parties) and replay the stream to one or more of the parties 

[5]. 

http://searchnetworking.techtarget.com/definition/URL
http://searchmidmarketsecurity.techtarget.com/definition/malware
http://searchsecurity.techtarget.com/definition/botnet
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E. ARP Spoofing Attacks 

ARP is short for Address Resolution Protocol, a protocol 

that is used to resolve IP addresses to MAC (Media Access 

Control) addresses for transmitting data. In an ARP spoofing 

attack, a malicious party sends spoofed ARP messages 

across a local area network in order to link the attacker’s 

MAC address with the IP address of a legitimate member of 

the network. This type of spoofing attack results in data that 

is intended for the host’s IP address getting sent to the 

attacker instead. Malicious parties commonly use ARP 

spoofing to steal information, modify data in-transit or stop 

traffic on a LAN. ARP spoofing attacks can also be used to 

facilitate other types of attacks, including denial-of-service, 

session hijacking and man-in-the-middle attacks. ARP 

spoofing only works on local area networks that use the 

Address Resolution Protocol [4]. 

F. DNS Server Spoofing Attacks 

The Domain Name System (DNS) is a system that 

associates domain names with IP addresses. Devices that 

connect to the internet or other private networks rely on the 

DNS for resolving URLs, email addresses and other human-

readable domain names into their corresponding IP 

addresses. In a DNS server spoofing attack, a malicious 

party modifies the DNS server in order to reroute a specific 

domain name to a different IP address. In many cases, the 

new IP address will be for a server that is actually controlled 

by the attacker and contains files infected with malware. 

DNS server spoofing attacks are often used to spread 

computer worms and viruses [4]. 

G. Blind Spoofing 

In this type of attack, a cracker outside the perimeter of the 

local network transmits multiple packets to his intended 

target to receive a series of sequence numbers, which are 

generally used to assemble packets in the order in which 

they were intended - Packet 1 is to be read first, then Packet 

2, 3 and so on.  

The cracker is blind to how transmissions take 

place on this network, so he needs to coax the machine into 

responding to his own requests so he can analyze the 

sequence numbers. 

By taking advantage of knowing the sequence 

number, the cracker can falsify his identity by injecting data 

into the stream of packets without having to have 

authenticated himself when the connection was first 

established. (Generally, current operating systems employ 

random sequence number generation, so it's more difficult 

for crackers to predict the correct sequence number).  

Attackers send random packets to the end system to 

identify the sequence numbers. Random sequence number is 

specified by the operating System and is difficult to predict. 

If the sequence number is compromised, data could be sent 

to the target machine [3]. 

H. Nonblind Spoofing 

In this type of attack, the cracker resides on the same subnet 

as his intended target, so by sniffing the wire for existing 

transmissions, he can understand an entire 

sequence/acknowledge cycle between his target and other 

hosts (hence the cracker isn't "blind" to the sequence 

numbers). Once the sequence is known, the attacker can 

hijack sessions that have already been built by disguising 

himself as another machine, bypassing any sort of 

authentication that was previously conducted on that 

connection [3].  

I. Man-in-the-Middle Attack 

Imagine two hosts participating in normal transmissions 

between each other. In a man-in-the-middle attack, a 

malicious machine intercepts the packets sent between these 

machines, alters the packets and then sends them on to the 

intended destination, with the originating and receiving 

machines unaware their communications have been 

tampered with; this is where the spoofing element enters the 

equation.  

Typically, this type of attack is used to get targets 

to reveal secure information and continue such 

transmissions for a period of time, all the while unaware that 

the machine in the middle of the transmission is 

eavesdropping the whole time. 

Spoofing, while mostly negative, has some more or 

less legitimate applications. Satellite Internet access is one. 

Packets going to orbit and coming back have a relatively 

long latency, and there are a lot of protocols in common use 

that doesn’t take well to this delay. 

Satellite providers may spoof these protocols, 

including IP, so that each end of a packet flow receives 

acknowledgment packets without much delay. Also, since 

VPN applications are particularly prone to problems with 

latency, special software from these providers generally 

performs more "accepted" spoofing [3]. 

J. Flooding 

In this type of attack an attacker sends a packet with the 

source address of the victim to multiple hosts. Responses 

from other machines flood the victim. For example, if an 

attacker uses the IP address of source A and sends a 

broadcast message to all the hosts in the network, then all of 

them will send a reply back to A, hence flooding it [1].  

VII. SPOOFING ATTACK PREVENTION METHODS 

There are many tools and practices that organizations can 

employ to reduce the threat of spoofing attacks. Common 

measures that organizations can take for spoofing attack 

prevention include: 

A. Packet Filtering 

Packet filters inspect packets as they are transmitted across a 

network. Packet filters are useful in IP address spoofing 

attack prevention because they are capable of filtering out 

and blocking packets with conflicting source address 

information (packets from outside the network that show 

source addresses from inside the network and vice-versa). 

B. Avoid Trust Relationships 

Organizations should develop protocols that rely on trust 

relationships as little as possible. It is significantly easier for 

attackers to run spoofing attacks when trust relationships are 

in place because trust relationships only use IP addresses for 

authentication. 

C. Use Spoofing Detection Software 

There are many programs available that help organizations 

detect spoofing attacks, particularly ARP spoofing. These 

http://www.veracode.com/security/man-middle-attack
http://www.veracode.com/security/computer-worm
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programs work by inspecting and certifying data before it is 

transmitted and blocking data that appears to be spoofed. 

D. Use Cryptographic Network Protocols  

Transport Layer Security (TLS), Secure Shell (SSH), HTTP 

Secure (HTTPS) and other secure communications protocols 

bolster spoofing attack prevention efforts by encrypting data 

before it is sent and authenticating data as it is received [4]. 

E. Tracing Spoofed IP Packets 

IP traceback technology plays an important role in 

discovering the source of spoofed packets. Hop-by-hop 

traceback and logging of suspicious packets in routers are 

the two main methods for tracing the spoofed IP packets 

back to their source [1].  

VIII. CONCLUSION 

The aim of this paper is to make one can understand the 

mechanism of IP Spoofing, which helps them knowing 

about vulnerabilities that may happen while using internet 

and can take prevention activities. This paper leads us in to a 

technology of IP Spoofing. 
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