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Abstract— Mobile ad-hoc networks allow easy, fast and 

inexpensive network operation. An ad-hoc network is a 

collection of mobile nodes that dynamically form a 

temporary network and are infrastructure less. Nodes of the 

network communicate with each other directly or through 

intermediate nodes. Routing protocols are requisite to 

discover a best possible path between source and destination 

node. Mobile Ad-hoc Networks have many security 

vulnerabilities due to which ad-hoc networks are isolated to 

attacks of the malicious nodes. One of these attacks is the 

Black Hole attack against network veracity. During this 

attack, nodes absorb all data packets in the network. And the 

data packets do not reach to the destination which results 

loss of data. This paper compares the corresponding 

simulation result in Ns2.35 and demonstrates that our 

technique not only prevents black /gray hole but also 

improves performance. 
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I. INTRODUCTION 

Mobile  Ad  Hoc  Network  (MANET)  is a   collection  of  

mobile  nodes  (users)  that  communicate  over   wireless  

links,  without  any fixed  infrastructure. MANETs are 

particularly vulnerable to security attacks due to its 

fundamental characteristics, such as open medium, dynamic 

topology, and distributed cooperation. 

There is no fix topology in these networks, so are 

highly vulnerable to attacks such as gray hole, black hole. A 

particular severe attack among several routing attacks is 

called black hole attack. Black hole attack is Denial of 

Service (DoS) attack on routing traffic. Black hole attack 

can occur when the malicious node on the path directly 

attacks the data traffic and deliberately drops, delay or alter 

the data traffic passing through it. The malicious node 

launches this attack by advertising fresh route with least hop 

count and highest destination sequence number to the node 

which starts the route discovery.  In gray hole attacks, 

malicious node selectively discards/forwards the data 

packets. 

II. RELATED WORK 

Ketan S. chanda, Ashish V. Nimavat, “Removal of black 

hole attack in ADOV Routing Protocol of MANET”. In this 

paper, a novel approach is proposed that makes a 

modification in existing AODV routing protocol. A novel 

approach finds the safe route between sending and receiving 

node. Ad hoc on-demand distance vector routing (AODV) is 

demand driven one of the best and popular routing 

algorithm. AODV is severely affected by well-known black 

hole attack in which a malicious node injects a fake route 

reply message that it has a fresh route towards destination. 

The simulations show that the proposed approach is efficient 

than normal AODV with high packet delivery ratio and 

throughput. 

Atul Gupta, Vivek Dimri, Vipan Chander Sharma, 

“Detection of Black Hole Attack in MANET under AODV 

Routing Protocol”. In this paper we proposed a solution for 

identifying the malicious node in AODV protocol suffering 

from Black Hole attack. In Mobile Ad-hoc Networks 

(MANET), each mobile node acts as a host as well as a 

router. There are a lot of routing protocol for Ad-hoc 

network like Ad-hoc On Demand Distance Vector Routing 

(AODV), Dynamic Source Routing (DSR), Destination 

Sequence Distance Vector Routing (DSDV) and Temporally 

Ordered Routing Algorithm. AODV is an on-demand 

reactive routing protocol for mobile ad hoc networks. But in 

existing AODV, there is no security provision against a 

well-known “Black Hole” attack. Black Hole nodes are 

those malicious nodes that agree to forward packet to 

destination but do not forward packet intentionally. These 

Black Hole nodes participate in the network actively and 

degrade the performance of network. 

Satoshi Kurosawa1, Hidehisa Nakayama, Nei Kato, 

Abbas Jamalipour, and Yoshiaki Nemoto, “Detecting 

Blackhole Attack on AODV-based Mobile Ad Hoc 

Networks by Dynamic Learning Method”. This paper 

analyzes the blackhole attack which is one of the possible 

attacks in ad hoc networks. In a blackhole attack, a 

malicious node impersonates a destination node by sending 

a spoofed route reply packet to a source node that initiates a 

route discovery. In this paper, we propose an anomaly 

detection scheme using dynamic training method in which 

the training data is updated at regular time intervals. The 

simulation results show the effectiveness of our scheme 

compared with conventional scheme. 

Latha Tamilselvan, Dr. V Sankaranarayanan, 

“Prevention of Co-operative Black Hole Attack in 

MANET”. In this paper our approach to combat the Black 

hole attack is to make use of a ‘Fidelity Table’ wherein 

every participating node will be assigned a fidelity level that 

acts as a measure of reliability of that node. In case the level 

of any node drops to 0, it is considered to be a malicious 

node, termed as a ‘Black hole’ and is eliminated. Computer 

simulation using GLOMOSIM shows that our protocol 

provides better security and also better performance in terms 

of packet delivery than the conventional AODV in the 

presence of Black holes with minimal additional delay and 

Overhead.  

Payal N. Raj, Prashant B. Swadas, “DPRAODV: A 

Dynamic learning system against blackhole attack in AODV 

based Manet”. In this paper, we proposed a DPRAODV 

(Detection, Prevention and Reactive AODV) to prevent 

security threats of blackhole by notifying other nodes in the 

network of the incident. The simulation results in ns2 (ver- 
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2.33) demonstrate that our protocol not only prevents 

blackhole attack but consequently improves the overall 

performance of (normal) AODV in presence of black hole 

attack..  

Humayun Bakht, “Survey of Routing Protocols for 

Mobile Ad-hoc Network”, International Journal of 

Information and Communication Technology Research, 

Volume 1 No. 6, October 2011. Routing is a challenging 

issue in mobile ad-hoc network. Concerning routing various 

solutions have been reported. In this context, only few of the 

proposed solutions are commonly evaluated and less 

attention has been paid to mention some other schemes. The 

contribution of this paper is to critically analyze most of the 

routing protocols which are reported in the available 

literature. This will help in having a wider understanding of 

the problem domain and can also be used to develop or 

some new or to extend already proposed schemes. 

AL-Gabri Malek, Chunlin LI, Zhiyong Yang, Naji 

Hasan.A.H, Xiaoqing Zhang, “Improved the Energy of Ad 

Hoc On-Demand Distance Vector Routing Protocol” . This 

paper proposes simple but efficient algorithm to balance 

energy consumption among all participating nodes will 

extending the network lifetime of the batteries that power 

these mobile ad hoc network based on one of the most 

important routing protocols Ad hoc On-Demand Distance 

Vector. Our approach is a dynamic distributed load 

balancing approach that avoids power congested nodes and 

chooses paths that are easily loaded.  

Antony Devassy, K. Jayanthi, “Prevention of Black 

Hole Attack in Mobile Ad-hoc Networks using MN-ID 

Broadcasting” Black hole is a malicious node that always 

gives the false replay for any route request without having 

specified route to the destination and drops all the received 

packets. This can be easily employed by exploiting 

vulnerability of on demand routing protocol AODV. In 

mobile Ad hoc networks black hole attack is a severe threat 

which can be prevented by broadcasting the MN-ID 

(malicious node id) to the whole nodes in the network. The 

existing method identified the attacked node, retransmit the 

packets and again find a new route from source to 

destination. 

Jaspinder Kaur, Birinder Singh, "Detect and Isolate 

Black hole attack in MANET using AODV Protocol". In 

AODV routing protocols many loop hole are there, these 

loop holes can gave arise to different type of active and 

passive attacks which are triggered by various inside and 

outside malicious nodes. Among all the type of attacks, 

black hole attack is the most common of attack which is 

possible in AODV protocol. Black hole attack is the denial 

of service attack. In this paper, we are proposing 

modifications in traditional AODV protocol to prevent black 

hole attack. The basic idea to detect and isolate malicious 

nodes is which the use of fake messages. The technique has 

been implemented in NS2 and a result of new technique has 

been compared with the existing techniques. 

Neha Choudhary, Dr. Sudhir Agrawal, “Analysis of 

Black-Hole Attack in MANET using AODV Routing 

Protocol”. MANET is an infrastructure less, dynamic, 

decentralized  network. Any node can join the network and 

leave the network at any point of time. Due to dynamic 

infrastructure-less nature and lack of centralized monitoring 

points, the ad hoc networks are vulnerable to attacks. The 

network performance and reliability is break by attacks on 

ad hoc network routing protocols. AODV is a important on-

demand reactive routing protocol for mobile ad hoc 

networks. There is no any security provision against a 

“Black Hole” attacks in existing AODV protocol. Black 

hole nodes are those malicious nodes that conform to 

forward packet to destination. But they do not forward 

packet intentionally to the destination node. The black hole 

nodes degrade the performance of the severe attacks of 

MANET. This paper discusses some of the techniques put 

forwarded by researchers to detect and prevent Black hole 

attack in MANET using AODV protocol. 

III. COMPARISON 

A. Packet Delivery Ratio Graph 

The values of packet delivery ratio for the proposed scheme 

at different time intervals has been shown to exhibit similar 

curve as existing scheme but the value is higher. The 

proposed scheme achieved the value of 60 percent whereas 

the same value was found at 40 percent for the existing 

scheme. That would mean more successful delivery of the 

packets and less packet dropping using the proposed 

scheme. 

 
Fig. 1: Packet Delivery Ratio Graph 

B. Packet Drop Graph 

While the former parameter, packet delivery ratio, would 

only represent percentage of the packets dropped or 

delivered successfully, this parameter accurately describes 

how much packet dropping has occurred in the network. The 

value for this parameter (600 for the proposed scheme) also 

showed an improvement over the existing scheme (2100 for 

the existing scheme). 

 
Fig. 2: Packet Drop Graph 
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C. Throughput Graph 

Since the former two parameters indicated that packet 

dropping has reduced using the existing scheme, the values 

for the throughput also support the same. The throughput 

which indicates amount of data received at the destination 

node, showed a value of 72 Kbps for the proposed scheme 

and 52 Kbps for the existing scheme. 

The reason for improvement is attributed to the fact 

that the existing scheme would require packets to be 

forwarded to each suspected node to check if it is malicious. 

This would lead to dropping of the packets by the attackers 

thus degrading the performance of the network. 

 
Fig. 3: Throughput Graph 

IV. CONCLUSION 

The aim of this study was to reduce the packet loss in the 

network occurred due to presence of the malicious black 

hole nodes in the network. The existing cooperative bait 

detection scheme would use the reverse tracing procedure to 

confirm the presence of the malicious nodes that would 

reply back in the first phase (initial bait process). The 

existing scheme as well as proposed scheme were simulated 

on Ns2.35 and the results were analyzed on the basis of the 

throughput, packet delivery ratio and the number of packet 

drops in the network. All the three parameters showed an 

improvement over the existing scheme. The throughput for 

the proposed scheme was achieved at 72 Kbps while the 

same value was found at 52 Kbps for the existing scheme. 

However the existing scheme was required to check on all 

the nodes by sending the test packets which would result in 

more dropping, the proposed scheme on the other hand 

would modify the reverse tracing phase. Few nodes would 

be check by sending the test packets in the network. This 

was justified by the output values of the packet delivery 

ratio and packet drops which were 60 percent for the 

proposed scheme and 40 percent for the existing scheme, 

while the number of packets dropped were recorded at 2100 

for the existing scheme and 600 for the proposed scheme. 

Thus it can be fairly concluded that the modified reverse 

tracing phase has reduced the packet dropping in the 

network and hence improved the performance of the 

network. 
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