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Abstract— Study from security firms, research institutions 

and government organizations show that the number of data-

leak instances has grown rapidly in recent years. Among 

various data-leak cases, human mistakes are one of the main 

causes of data loss. There exist solutions detecting 

inadvertent sensitive data leaks caused by human mistakes 

and to provide alerts for organizations. A common approach 

is to screen content in storage and transmission for exposed 

sensitive information. Such an approach usually requires the 

detection operation to be conducted in secrecy. However, this 

secrecy requirement is challenging to satisfy in practice, as 

detection servers may be compromised or outsourced. A 

privacy preserving data-leak detection (DLD) solution to 

solve the issue where a special set of sensitive data digests is 

used in detection. The advantage of this method is that it 

enables the data owner to safely delegate the detection 

operation to a semi honest provider without revealing the 

sensitive data to the provider.   
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I. INTRODUCTION 

Privacy is an increasing concern in the marketplace. Although 

enterprises promise sound privacy practices to their 

customers, there is no technical mechanism to enforce them 

internally. To improve the privacy, such a privacy policy 

model that protects personal data from privacy violations by 

means of enforcing enterprise-wide privacy policies, that 

model has been planned to implement.  

As per the survey report of Risk based security [1], 

there is increase in leakage of sensitive data records. It is very 

crucial for the sensitive data owners such as any private or 

government organizations to protect sensitive data exposure. 

This data exposure is kind of data loss and can happen in 

many ways; this data can be lost due to human mistake, 

inadvertent users or by third parties snooping. Using fuzzy 

fingerprint technique and detection method, the DLD 

provider, who is modeled as an honest-but-curious adversary, 

can only gain limited knowledge about the sensitive data from 

either the released digests, or the content being inspected. 

Using the   techniques, an Internet Service Provider (ISP) can 

perform detection on its customer’s traffic securely and 

provide data-leak detection as an add-on service for its 

customers.  

Network data-leak detection (DLD) typically 

performs deep packet inspection (DPI) and searches for any 

occurrences of sensitive data patterns. DPI is a technique to 

analyze payloads of IP/TCP packets for inspecting 

application layer data, e.g., HTTP header/content. Alerts are 

triggered when the amount of sensitive data found in traffic 

passes a threshold. The detection system can be deployed on 

a router or integrated into existing network intrusion 

detection systems (NIDS). 

This project proposes a data-leak detection solution 

which can be outsourced and be deployed in a semi-honest 

detection environment. This design implements, and 

evaluates fuzzy fingerprint technique that enhances data 

privacy during data-leak detection operations. This approach 

is based on a fast and practical one-way computation on the 

sensitive data. 

II. LITERATURE REVIEW 

1) According to Risk Based Security, report the number of 

leaked sensitive data records has increased dramatically 

during the last few years and A closer look at breaches 

over time reveals the risk from the insider threat is not 

nearly as significant as attacks from the outside[1]. 

2) M. O. Rabin exploited fingerprinting by random 

polynomials algorithm and Rabin fingerprints are 

computed as polynomial modulus operations, and can be 

implemented with fast XOR, shift and table look-up 

operations. The Rabin fingerprint algorithm has a unique 

min-wise independence property [2]. 

3) A. Z. Broder, M. Charikar, A. M. Frieze, and M. 

Mitzenmacher developed. The classic hashing schemes 

often entails the assumption that the hash functions used 

are random [3]. 

4) M. O. Rabin introduced digitalized signatures and 

public-key functions as intractable as factorization for 

padding,which is necessary in shinghals [1][4]. 

5) According to J. Jung, A. Sheth, B. Greenstein, D. 

Wetherall, G. Maganis, and T. Kohno, a Privacy oracle 

system helps for finding application leaks with black box 

differential testing [5]. 

6) According to K. Xu, D. Yao, Q. Ma, and A. Crowell data 

leak can be avoided by Detecting infection onset with 

behavior-based policies [3][6]. 

III. PROPOSED WORK 

 
Fig. 1: System Architecture 

  Two most important players in abstract model. First 

is the organization (i.e., data owner) and second is the data-

leak detection (DLD) provider. 
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Organization owns the sensitive data and authorizes 

the DLD provider to inspect the network traffic from the 

organizational networks for anomalies, namely inadvertent 

data leak. However, the organization does not want to directly 

reveal the sensitive data to the provider. 

            DLD provider inspects the network traffic for 

potential data leaks. The inspection can be performed offline 

without causing any real-time delay in routing the packets. 

However, the DLD provider may attempt to gain knowledge 

about the sensitive data. 

   The DLD provider obtains digests of sensitive data 

from the data owner. The data owner uses a sliding window 

and Rabin fingerprint algorithm [2] to generate short and hard 

to reverse (i.e., one-way) digests through the fast polynomial 

modulus operation. The sliding window generates small 

fragments of the processed data (sensitive data or network 

traffic), which preserves the local features of the data and 

provides the noise tolerance property. Rabin fingerprints are 

computed as polynomial modulus operations, and can be 

implemented with fast XOR, shift, and table look-up 

operations. The Rabin fingerprint algorithm has a unique 

min-wise independence property [3], which supports fast 

random fingerprints selection (in uniform distribution) for 

partial fingerprints disclosure. The implementation of Rabin 

fingerprint is based on cyclic redundancy code (CRC). The 

padding scheme used mentioned in [4] to handle small inputs.  

               As shown in fig 1, system architecture consists of 

following three modules. 

A. Security Goal Module: 

In security goal module there are two causes for sensitive data 

to appear on the outbound traffic of an organization, 

including the legitimate data use by the employees. First is 

inadvertent data leak. In this the sensitive data is accidentally 

leaked in the outbound traffic by a legitimate user. 

Inadvertent data leak may be due to human errors such as 

forgetting to use encryption, carelessly forwarding an internal 

email and attachments to outsiders, or due to application 

flaws [5]. 

Malicious data leak, a rogue insider or a piece of 

stealthy software may steal sensitive personal or 

organizational data from a host. Because the malicious 

adversary can use strong private encryption, steganography 

or covert channels to disable content-based traffic inspection, 

this type of leaks is out of the scope of our network-based 

solution. Host-based defenses (such as detecting the infection 

onset [6]) need to be deployed instead. 

B. Privacy Goal Module: 

Privacy goal is defined as; The DLD provider is given digests 

of sensitive data from the data owner and the content of 

network traffic to be examined. The DLD provider should not 

find out the exact value of a piece of sensitive data with a 

probability greater than 1/K, where K is an integer 

representing the number of all possible sensitive-data 

candidates that can be inferred by the DLD provider. 

C. Privacy-Enhancing DLD Module: 

A privacy-preserving DLD model with a new fuzzy 

fingerprint mechanism to improve the data protection against 

semi-honest DLD provider. Generate digests of sensitive data 

through a one-way function, and then hide the sensitive 

values among other non-sensitive values via fuzzification. 

IV. METHODOLOGY 

A. Security Goal Module consists following steps: 

1) PREPROCESS:  

This operation is run by the data owner on each piece of 

sensitive data. 

a) he data owner chooses four public parameters (q, 

p(x), pd, M). q is the length of a shingle. p(x), is an irreducible 

polynomial (degree of p f + 1)used in Rabin fingerprint. Each 

fingerprint is p f’ bit long and the fuzzy length is pd. M is a 

bitmask, which is p f' bit long and contains pd0’s at random 

positions. The positions of 1’s and 0’s in M indicate the bits 

to preserve and to randomize in the fuzzification, 

respectively. 

b) The data owner computes S, which is the set of all 

Rabin fingerprints of the piece of sensitive data. 

c) The data owner transforms each fingerprint f ∈S into 

a fuzzy fingerprint f ∗with randomized 

bits (specified by the mask M). The procedure is 

described as follows: for each f ∈S, the data owner generates 

a random p f' bit binary string f˙, mask out the bits not 

randomized by f’= (NOT M) AND f˙ (1’s in M indicate 

positions of bits not to randomize), and fuzzify f with f∗ = f 

XOR f. The overall computation is described in (2). 

f∗ = ((NOT M) AND f˙) XOR f (2) 

All fuzzy fingerprints are collected and form the 

output of this operation, the fuzzy fingerprint set, S∗. 

2) RELEASE:  

This operation is run by the data owner. The fuzzy fingerprint 

set S∗ obtained by PREPROCESS is released to the DLD 

provider for use in the detection, along with the public 

parameters (q, p(x), pd, M). The data owner keeps S for use 

in the subsequent POSTPROCESS operation. 

B. Privacy Goal Module consists following steps: 

1) MONITOR:  

This operation is run by the DLD provider. The DLD provider 

monitors the network traffic T from the data owner’s 

organization. Each packet in T is collected and the payload of 

it is sent to the next operation as the network traffic (binary) 

string T˜. The payload of each packet is not the only choice 

to define T˜. A more sophisticated approach could identify 

TCP flows and extract contents in a TCP session as ˜T. 

Contents of other protocols can also be retrieved if required 

by the detection metrics. 

2) DETECT:  

This operation is run by the DLD provider on each T˜ as 

follows. 

a) The DLD provider first computes the set of Rabin 

fingerprints of traffic content T˜ based on the public 

parameters. The set is denoted as T. 

b) The DLD provider tests whether each fingerprint f’∈ 

T is also in S∗ using the fuzzy equivalence test (3).E(f’, f ∗) 

= NOT (M AND ( f’ XOR f ∗)) (3) E(f’, f ∗) is either True or 

False. f’ XOR f ∗gives the difference between f ’and f ∗.M 

AND ( f’ XOR f ∗) filters the result leaving only the 

interesting bits (preserved bits with 1’s in M).Because XOR 

yields 0 for equivalent bits, NOT is used to turn 0-bits into 

1’s (and 1’s into 0’s). The overall result from (3) is read as a 

Boolean indicating whether or not f ’is equivalent to a fuzzy 

fingerprint f ∗∈S∗.(2) and (3) are designed in a pair, and M 

works the same in both equations by masking out fuzzified 
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bits at same positions in each f , f ∗and f’. All f’ with True 

values are record in a set ˆT. 

c) The DLD provider aggregates the outputs from the 

preceding step and raises alerts based on a threshold.   

C. Privacy-Enhancing DLD Module 

1) REPORT:  

If DETECTION on T˜ yields an alert, the DLD provider 

reports the set of detected candidate leak instances ˆT to the 

data owner. 

2) POSTPROCESS:  

After receiving ˆT, the data owner test every f’∈ ˆT to see 

whether it is in S. A precise likelihood of data leaking is 

computed at the data owner’s.   

V. CONCLUSION 

Fuzzy fingerprint technique is been proposed, a privacy-

preserving data-leak detection model and present its 

realization. Using special digests, the exposure of the 

sensitive data is kept to a minimum during the detection. We 

have conducted extensive experiments to validate the 

accuracy, privacy, and efficiency of our solution. 
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