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Abstract— Digital forensics is the process of uncovering and 

interpreting electronic data. The goal of the process is to 

preserve any evidence in its most original form while 

performing a structured investigation by collecting, 

identifying and validating the digital information for the 

purpose of reconstructing past events. Goals of digital 

forensic are to investigate and assist in the prosecution of 

cases involving digital evidence and to preserve the integrity 

of seized digital evidence. This paper presents the survey on 

digital forensic for different platforms like android, windows, 

etc. 
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I. INTRODUCTION 

Cloud computing is an internet-based computing in which 

large groups of remote servers are networked so as to allow 

sharing of data-processing tasks, centralized data storage, 

and online access to computer services or resources. here are 

three major type of cloud services delivery model: 

Infrastructure as a service (IaaS), Platform as a service 

(PaaS), and Software as a service (SaaS). Different type of 

delivery model provides different convenience. 

Mobile device forensics [4] is used to recover 

digital evidence or data from a mobile device under 

forensically sound conditions. The process of Mobile 

Forensic has four steps Data Preservation, Data Acquisition, 

Data Examination and Analysis and Reporting. 

Mobile forensics is a branch of digital forensics 

which concerns with retrieving the data from a mobile 

device under forensically sound conditions. The revolution 

in mobile forensics is completely due to the invention of the 

smart phones which are equipped with the complete 

operating system, software applications and look and feel 

which make the interaction with the user easy and 

comfortable. Mobile forensics consists of the methods 

which describes how to take evidence from the mobile 

phones and how to analyze them for information retrieval. It 

consists of analysis of SIM and the phone memory. Mobile 

phone are capable of storing information just like we store it 

on our computers and therefore recovering the deleted 

information from a phone is as similar as to recover it from 

a hard disk. 

Operating System is a collection of software that 

directs a computer's operations, controlling and scheduling 

the execution of other programs, and managing storage, 

input/output, and communication resources. There areopen-

source operating systems as well as proprietary, each with 

own unique features. This paper will examine four of the 

most popular mobile device operating systems. [4] 

A. Android 

Android OS [3] relies on the Linux 2.6 kernel, which acts as 

an abstraction layer between the hardware and the rest of the 

hardware stack. The Linux kernel provides access to core 

services such as security, memory management, process 

management, network stack, and driver model. Android can 

run multiple instances of the VM efficiently. 

B. iPhone 

The iPhone operating system derives from Mac OS X 

desktop operating system with the 3 base layers being ported 

over from the OS X architecture to the iPhone OS. The 

iPhone OS has four layers: the core OS, core services, 

media, and Cocoa Touch. 

C. Blackberry 

Blackberry phone that was originally geared towards 

business professionals as a way to stay connected while 

traveling. The Blackberry OS [9] that powers Blackberry 

phones is a proprietary system, with little information about 

it publicly. 

D. Symbian 

Symbian is open source so developers and any individual 

can design applications for the operating system. Symbian is 

a mobile operating system (OS) targeted at mobile phones 

that offers a high-level of integration with communication 

and personal information management (PIM) functionality. 

Symbian OS combines middleware with wireless 

communications through an integrated mailbox and the 

integration of Java and PIM functionality (agenda and 

contacts). The Symbian OS is open for third-party 

development by independent software vendors, enterprise IT 

departments, network operators and Symbian OS licensees. 

E. Windows Mobile 

Windows Mobile is a Windows OS for mobile devices. 

They are structured similarly, with some of the same 

protocols in regards to user info and activities such as 

registry entries, files, and web activities (web browsing, 

recently connected computers, Wi-Fi access points), but 

there are substantial differences that distinguish Windows 

Mobile from Windows OS. 

II. BASIC CONCEPTS 

A forensic Investigation is a process that creates and tests 

hypotheses to answer questions about an incident that 

happened. For instance, questions include “what caused the 

incident to occur”, “where did the incident occur”, “when 

did the incident occur”, and “who is/are responsible for the 

incident and what is the evidence to approve the 

responsibility”. 

A. Forensic Process Analysis [1, 2] 

Mobile forensics is the process to analyses the mobile phone 

to detect and collect the evidences related to the crime. A 

method is proposed to analyze the mobile phone to detect 

crime, main focus of the method is to analyze mobile phone 

internal and external memory and SIM card. Mobile forensic 

process of mobile devices. 
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There are four phases in mobile forensic process 

1) Seizure 

This phase is very important in digital forensics; It Collects 

the digital evidence provided in the mobile device. In this 

phase the investigator preserve the device in its original 

stage. As in this phase the cell phones are seized that are 

involved in the activity, so that there should not be any 

change in the evidences. Seize the mobile device means to 

cut off all the wireless networks. Any failure in this stage 

will result in the failure of all the rest stages. The goal of 

seizure is to preserve the evidence as it avoids shut down the 

device. 

2) Acquisition 

Once exhibits have been seized an exact sector level 

duplicate of the media is created, usually via a write 

blocking device, a process referred to as Imaging or 

Acquisition. The acquired image is verified by using the 

SHA-1 or MD5 hash functions. In this phase the model and 

type of device is identified. 

3) Analysis 

After acquisition the contents of (the HDD) image files are 

analyzed to identify evidence that either supports or 

contradicts a hypothesis or for signs of tampering. During 

the analysis an investigator usually recovers evidence 

material using a number of different methodologies (and 

tools), often beginning with recovery of deleted material. 

Various types of techniques are used to recover evidence, 

usually involving some form of keyword searching within 

the acquired image file; either to identify matches to 

relevant phrases or to parse out known file types. 

4) Reporting 

Presentation phase shows the result of the analysis phase. 

The forensic examiner should know the expectations of the 

audience as different audience have different expectations. 

Reports may also include audit information and other meta-

documentation. The report package will consist of a written 

expert conclusion of the evidence as well as the evidence 

itself. 

III. LITERATURE SURVEY ON FORENSIC TOOLS  

There are bunch of tools that are dedicated for performing 

digital investigation for android smartphones. Some of these 

tools are integrated in a framework with other digital 

forensic tools that serves other type of smartphones 

platforms.  

The following are the main tools that are used for 

investigating android smartphones [10] 

A. Android Debug Bridge (ABD) 

ABD is a multipurpose command line tool that lets you 

communicate with connected Android-powered device. 

Throughout a forensics examination the investigator may 

come across and need to interact with debugging mode of 

the android platform to pull out some files or to check the 

value of a certain parameter.  

Open Source Android Forensics (OSAF):is an open 

source unified android forensic that its main focus on 

investigating malware with in android applications. It 

follows a standardized process for forensic investigation and 

a set of best practices for analyzing Android applications 

OSAF can be used for forensic analysis and presentation of 

evidences steps. 

B. Andriller 

Andriller is a utility with a group of forensic tools for 

smartphones. Parts of these bundled tools are specialized in 

android forensic. It performs read-only, forensically sound, 

non-destructive acquisition from Android devices.  

It has other features, such as powerful Lock screen 

cracking for Pattern, PIN code, or Password; custom 

decoders for applications from android smartphones. 

Bulk_extractor [3] is a computer forensics tool that 

scans a disk image, a file, or a directory of files and extracts 

useful information without parsing the file system or file 

system structures. The results can be easily inspected, 

parsed, or processed with automated tools. bulk_extractor 

also creates a histograms of features that it finds, as features 

that are more common tend to be more important. The 

program can be used for law enforcement, defense, 

intelligence, and cyber-investigation applications. 

bulk_extractor is distinguished from other forensic tools by 

its speed and thoroughness. Because it ignores file system 

structure, bulk_extractor can process different parts of the 

disk in parallel. 

XRY is a forensic software toolkit that supports a 

variety of mobile phone devices. It uses SyncML and OBEX 

for Series60 based devices and a connection agent for UIQ 

based Symbian devices version 3 was tested and it is able to 

retrieve the following data when using SyncML and OBEX: 

1) Contacts 

2) Notes 

3) Videos 

4) Audio 

5) Pictures 

6) A subset of the filesystem. 

SyncML was used to retrieve all the above items 

except for the filesystem. OBEX was used to retrieve the 

files and only a very small subset of the filesystem was 

retrieved. When the connection agent was used with a UIQ 

based device, most of the files were retrieved. Some files 

however could not be retrieved and this is probably because 

of operating system restrictions. All the files which could 

not be retrieved using the on-phone tool, also could not be 

retrieved using the XRY connection agent. The connection 

agent, like the on-phone tool, could not retrieve deleted 

information. 

Oxygen Phone Manager II: Forensic Edition for 

Symbian Devices 

The original Oxygen Phone Manager (OPM) is a 

cellphone management tool; the difference between the 

standard and the forensic version is that the forensic version 

prohibits modifications to the target device. OPM uses a 

connection agent [Software, 2007] to enable interaction with 

the device. There are six versions of the agent, one for each 

flavor of the operating system. OPM allows the extraction of 

the following data: 

1) Call information 

2) Messages 

3) Connection logs (Wi-Fi, CSD and GPRS) 

4) PIM related data 

5) Installed applications and games information 

6) Multimedia 

7) Flash card files 

When evaluated against the requirements for a 

mobile phone examination tool, OPM and XRY do not fare 
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very well in fulfilling the requirements. They both require 

an agent to be placed on the device, which violates the first 

requirement; and they also require a lot of interaction with 

the device to get the agent to connect with the workstation. 

This is especially true for OPM, which requires the most 

amount of interaction to successfully establish a connection. 

Encase [9] is a commercial forensic tool developed 

by Guidance Software. It was introduced to the forensics 

market in 1998. Encase’s functionalities include disk 

imaging, data verification and data analysis. An important 

feature is the recovery of data through the inspection of 

unallocated spaces. We must remember that these 

unallocated spaces could contain information relevant to an 

investigation. A CFS using Encase would typically begin an 

investigation by seizing and imaging the storage device to 

be investigated. Encase refers to the resulting image file as 

an “Evidence File”. The Evidence File is a bit -stream image 

of the storage device. The software then verifies the 

integrity of the image file and the original storage media 

using the MD5 hash function. In order for the investigation 

to proceed, the imaged file is mounted by the tool to 

eliminate the need to restore the seized storage device. 

Forensic Tool Kit is a commercial forensics tool 

developed by Access Data. This tool allows the CFS to view 

all files on the chosen storage device. A function of this tool 

includes immediate generation of hash values for files that 

are viewed within an investigation. The most effective 

functionalities offered by this tool are the hashing functions. 

From the user-interface, it is apparent that the tool’s 

developers intend the tool to be as simple and interactive as 

possible. Unlike the above mentioned forensic tools, 

Forensic Tool Kit does not support data recovery. Since the 

data discovery functionality of the tool is not effective, data 

analysis and recovery are both affected. In light of all this, it 

is important to mention that all investigations were 

conducted on a trial version of Forensic Tool Kit. Therefore, 

it is our view that the full version does incorporate more 

effective and comprehensive functionality. 

FTK Imager is a commercial tool offered by 

Access Data. Its main function is to view and to image 

storage devices. Data recovery can be attained in most 

instances as a result of the tool’s ability to effectively 

preview these storage devices. It is worth noting that the 

tool’s effectiveness at data recovery depends largely on the 

time when the file was actually deleted. The tool is also able 

to generate either MD5 or SHA hash values of all visible 

and accessible files. In particular, the MD5 hash value is 

generated and presented to the investigator as part of the 

completed process notification to guarantee the integrity of 

the original files.  

IV. CONCLUSION 

The information may be useful as a guide for forensic 

examiners and digital investigators in the development of 

processes that fit the needs of their workplace. Variety of 

tools from different vendors and expertise on various levels 

of extraction will help forensic investigators a great deal to 

extract all possible evidentiary items available on these 

devices. 
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