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Abstract— Nowadays, all banks offer their banking services 

over the Internet in addition to traditional banking. As a 

result, user may access their accounts, transfer funds 

between accounts, view their online bank account 

statements, Pay their bills and conduct another banking 

transaction electronically through the bank’s Website 24 

hours a day and all 7 days in a week. As the number of 

customers using Internet banking increases, internet banking 

system are becoming more desirable targets for cyber 

criminals to attack. This makes the task for protecting 

messages confidentiality is a greater challenge for the 

banking Industry. In this research paper, we review current 

scenario (cases reported, motives) of cybercrimes. In next 

section, we use Paired t-test to check significant difference 

between the reported cases of cybercrime in the year 2015 

over 2014.  To review and analyze the current scenario of 

cybercrimes, we used reports of National Crime Record 

Bureau (NCRB) as secondary data. In the last, we have 

given preventive measures and some suggestions for the 

safely use of Internet banking services. 
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I. INTRODUCTION 

Internet Banking has been popular from quite a few years. 

Actually, it was introduced in the 1980s and has come a 

long way since then. The last decade has seen a dynamic 

growth in internet banking transactions. Though it began in 

the 1980s, it was only in 1990s that Internet banking really 

caught on. Internet Banking is an electronic payment system 

that enables customers of a financial institution to conduct 

financial transactions on a website operated by the 

institution, such as a retail bank, virtual bank, credit union or 

building society [1]. Over all services that the bank has 

permitted on the internet are displayed in menu bar. Any 

service can be selected and further interaction is dictated by 

the nature of service. The traditional model of bank is now 

giving place to an alternative delivery channels with ATM 

network. Once the branch offices of bank are interlinked 

through satellite links, there will be no physical identity for 

any branch. It would a borderless banking entity 

permitting anytime and anywhere banking. What attracts 

customers to online banking is the 24 hours availability and 

ease of transactions. Studies estimate that online banking 

still has a long way to go. There are different other banks 

that have customers who prefer banking in the traditional 

ways. Mostly customers have been turned to internet 

banking due to dissatisfaction with standard procedures and 

practices of traditional banking. As the numbers of 

customers using Internet banking increases, internet banking 

system are becoming more desirable targets for cyber 

criminals to attack. Cyber Criminal is a person who commits 

an illegal act with a guilty intention or commits a crime in 

context to cyber crime [2]. This makes the task for 

protecting messages confidentiality is a greater challenge for 

the banking Industry. Security breaches are not only because 

of banks faults and banks inadequate polices but customers 

are equally responsible for it, because customer’s awareness 

regarding security is equally important [3].  

II. OBJECTIVES 

1) To describe different types of Cyber Crimes. 

2) To review the current Scenario of Cyber Crime. 

3) To suggest the preventive measures and safety tips to 

control and prevention of cybercrimes. 

III. METHODOLOGY USED 

This study is based on secondary data. To fulfill the 

objectives of the study the category of cyber crimes is 

analyzed by reviewing various reports as well as the web 

site of cyber crime investigation cell. To review the current 

Scenario of Cyber Crime various research papers are 

referred. To review the status of cyber crimes in India and 

Rajasthan the data is gathered from annual reports of 

National Crime Record Bureau (NCRB). 

A. Types of Cyber Crimes 

 Hacking: Hacking is a type of crime in which personal 

or sensitive information of a person may be accessed 

from his personal computer.  

 Phishing: Phishing attacks are designed to steal a 

person’s user name and password to access the victim’s 

bank accounts. 

 Theft: This crime occurs when a person violates 

copyrights and download software, music, movies or 

games. Today, the justice system is addressing this 

cyber crime and there are laws that prevent people from 

illegal downloading. 

 Cyber Stalking: This is a kind of online harassment in 

which the victim is harassed by online messages and e-

mails.  

 Identity Theft: In this cyber crime, a criminal may 

accesses data of a person’s bank account information 

like credit cards, Social Security, debit card number or 

any other sensitive information to siphon money or to 

buy things online in the victim’s name.. 

 Child soliciting and Abuse: Child soliciting and Abuse 

is also a type of cyber crime in which cyber criminal 

solicit child via chat rooms for the purpose of child 

pornography. 
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B. Current Scenario of Cyber Crime 

1) No. of Cyber Crime Cases under different acts reported 

in India in the year 2015  

 
Fig. 1: No. of Cyber Crime Cases reported in India 2015 

(Source: NCRB Report) 

The above graph shows the information about 

cybercrime cases under different acts registered in the year 

2015. From the above graph it is seen that maximum 

cybercrimes cases are registered under IT act (i.e. 8045)  

2) Cases Reported under Cyber Crime in Rajasthan and 

India in the Years 2014 and 2015 

 
Fig. 2:  

The above graph shows the information about 

cyber crime cases registered in Rajasthan and India during 

the year 2014 & 2015. From the above graph it is seen that 

cyber crime cases registered in both Rajasthan and India are 

increase from 2014 to 2015. (Source: SCRB,Rajasthan)[4] 

Cyber Crime motives in India (Year 2015) 

 
Fig. 3: 

The above graph shows, the information about 

cyber crime motives registered in India during the year 

2015. From the above graph it is seen that cyber crimes 

motives are categorized in many categories but maximum 

number of cases registered are because of motive of 

financial gain. (Source: NCRB Report)[5] 

3) Cyber Crime cases reported and their Percentage 

Variation in the year 2015 over 2014, of 5 highest recorded 

states 

S.No State Cases Reported under Cyber Crime 

1 Karnataka 2014 2015 %variation 

2 Assam 1020 1447 41.9 

3 Maharastra 379 483 27.4 

4 U.P. 1879 2195 16.8 

5 West Bengal 1737 2208 27.1 

  355 398 12.1 

Table 1: 

(Source: NCRB Report) 

 
Fig. 4: Cases Reported under Cyber Crime 

The above graph shows the information about cyber cases 

reported in India during 2014 and 2015 in 5 maximum 

reported states. From the above graph it is seen that cyber 

crimes reported in all these 5 states increases from 2014 to 

2015. 
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4) To check significant difference between the reported 

cases under cybercrime in the year 2015 over the year 2014, 

we use paired t-test 

H0: There is no significant difference in the no. of cases 

reported in year 2015 over 2014. 

H1: No. of cases reported in year 2015 is more than the no. 

of cases reported in year 2014.  

Year 2014 

(X1) 

Year 2015 

(X2) 
D=(X2)- (X1) D2 

1020 1447 427 182329 

379 483 104 10816 

1879 2195 316 99856 

1737 2208 471 221841 

355 398 43 1849 

  ∑D=1361 ∑D2= 516691 

Table 2: 

Now D=∑D/n=1361/5=272.2 

σdiff=√((∑D2-n(D)2)/(n-1)) 

σdiff=√((516691-5(272.2)2)/(5-1)) 

σdiff=191.198 

Now tcal =| (D-0)/(σdiff/√n)| 

tcal =|(272.2-0)/(191.198/√5)| 

tcal =3.18329 

ttab: At 5% significance level and degree of freedom (4)= 

2.132 

as tcal > ttab, so H0 is rejected and H1is accepted. 

Conclusion H1 is accepted means the number of cases 

reported under cyber crime in the year 2015 is more than the 

number of cases reported in the year 2014.  

C. Preventive Measures to Control Cyber Crimes in 

Banking Sector 

In Cyberspace, Cyber Crime replaces the bytes with bullets 

[6]. Preventing cybercrime is a very serious challenge to our 

law and enforcement agencies. It is often difficult to 

determine the cybercriminal and their community. The 

techniques used by cyber criminals are continuously 

evolving and making it more challenging. The following are 

some challenges of cybercrimes related to Internet Banking. 

 Tracking the origin of crime- Tracing cyber criminals is 

very difficult because criminal investigations and 

criminal activity itself is borderless by nature. 

 Shortage of skilled cybercrime fighters- skilled 

manpower is requiring implementing cyber security 

measures and encountering such cyberattacks. 

 Widespread use of pirated software-As pirated software 

has greater chance to attacks by viruses, malware and 

Trojans. 

1) Safety Tips for Online Secure Transaction 

 If the network is not properly secured- Avoid shopping, 

entering credit card details etc, Check your online 

account frequently and make sure all transactions 

entries are valid. 

 Never ever click on a link- Be extremely wary of e-

mails asking for confidential information they could be 

phishing, e-mails from fraudsters. Don’t click on link 

given in a spam e-mail. 

 Always delete spam e-mails -Delete spam e-mails 

immediately and empty the trash box to prevent 

clicking on the same link accidentally. 

 Beware of lotteries- Beware of lotteries that charge a 

fee prior to delivery of your prize. Do not respond to 

lottery messages or call on the numbers provided in the 

text message. 

 Notify your bank/credit card issuer -If a credit card is 

misplaced or lost, if you do not receive the monthly 

credit card statement on time, immediately inform to 

your bank/ credit card issuer. 

 Do not share bank credentials in public or over phone. 

IV. CONCLUSIONS 

Internet banking facilities give users the flexibility to 

undertake their baking at any time that best suits them and 

also saves time but it also gives various security threats. In 

India the cyber crimes are rising significantly. Cyber crimes 

cases registered are increases in both Rajasthan and India 

from 2014 to 2015. Cyber crimes motives are many but 

maximum numbers of cases registered are because of 

financial gain. The offences such as credit card fraud, 

phishing, Malware, Denial of services, Gambling, Personal 

data breach, corporate data breach and virtual currency are 

repeatedly done by cyber criminals. It is not possible to 

dismissal cyber crime from the cyber space but it is quite 

possible to prevent them. So 100% security guarantee that is 

given by banks for users transactions is possible if both 

banks and users together give flawless security posture to 

online banking by removing all the possible security flaws. 

It is necessary to strong enforcement of cyber crime rules 

and regulations. 
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