
IJSRD - International Journal for Scientific Research & Development| Vol. 4, Issue 07, 2016 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 431 

An Analysis of Mobile Cloud Computing and Security Issues 
Ms.J.Valarmathi1 Dr.B.Jagadhesan2 

1Reasearch Scholar 2Associate Professor  
1,2Department of Computer Science 

1,2D. B. Jain (Autonomous) Chennai-97, Tamil Nadu, India
Abstract— Mobile phone is growing at a very high speed. 

Everyone has a mobile. Mobile Cloud Computing (MCC) 

provides a platform where mobile users make use of cloud 

services on mobile devices. The use of MCC minimizes the 

performance, compatibility, and lack of resources issues in 

mobile computing environment. The intend of this paper an 

information about mobile cloud computing, and to present 

overview of security issues in MCC. 
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I. INTRODUCTION 

A. Cloud Computing 

Cloud computing is defined as provision of resources, 

application and information as a service over the cloud on 

demand. It supports the high storage capabilities and 

computational power. Today small and medium size 

companies are moving to Cloud due to various reason like 

reduced hardware, maintenance cost, pay-for use scalability, 

accessible location independent, on-demand security 

controls, fast deployment, flexibility and the highly 

automated process i.e. he customer need not worry about 

software up-gradation. 

B. Cloud Service Delivery Models 

The cloud computing model is based on three service 

delivery models and three cloud deployment models. 

The three service delivery models are:  

1) Infrastructure as a service (IaaS) 

In this model the cloud providers offers the cloud services 

like hardware resources, storage and network infrastructure 

services. The virtualization is the base of this model.  

2) Platform as a service (PaaS) 

In this model the cloud service providers provide application 

development platform for the developers. They also deliver 

a set of APIs for the developers to develop and launch their 

own customized applications. They do not need to install 

development tools on their local devices and machines.  

3) Software as a service (SaaS) 

This model facilitates the customers to access the 

applications hosted on the cloud. Instead of installing the 

applications on their own machines, the users access these 

applications installed on the cloud using their own browsers. 

This model can be hosted directly on the cloud or may be 

PaaS and IaaS. 

C. Cloud Deployment Models  

The cloud has three different deployment models and each 

model has its own benefits and trade-offs. There is also 

another model called community model but it is used in rare 

cases.  

1) Private Cloud 

This cloud is setup specifically for an organization within its 

own data center. The organizations manage all the cloud 

resources which are owned by them. The private cloud 

offers more security as compared to other two.  

2) Public Cloud 

This cloud is available to all the external users through 

internet who can register with cloud and can use cloud 

resources on a pay-per-use model. This cloud is not secure 

like private cloud because it is accessible to the internet 

users.  

3) Hybrid Cloud 

This is a type of private cloud which uses the resources of 

one or more public clouds.  

D. Mobile Cloud Computing 

The Mobile Cloud Computing Forum defines MCC as 

follows [2]: “Mobile Cloud Computing at its simplest, refers 

to an infrastructure where both the data storage and the data 

processing happen outside of the mobile device. Mobile 

cloud applications move the computing power and data 

storage away from mobile phones and into the cloud, 

bringing applications and mobile computing to not just 

Smartphone users but a much broader range of mobile 

subscribers”. 

E. Advantages of Mobile Cloud Computing 

1) Businesses Save Money with Mobile Cloud Computing 

By enabling employees and other users to share applications 

and resources with minimal investment on software and/or 

hardware, mobile cloud computing tools help reduce capital 

expenditures. Less technical setup and operations equal 

lower price structures, plain and simple, whether you’re an 

enterprise or individual user. 

2) Consumers Have Access to More Features on their 

Mobile Phones 

Cloud computing has changed the mobile market by making 

previously unthinkable applications possible, such as 

location-based social networks and home security tools. 

There’s no telling what kinds of features we’ll have access 

to in the near future. The possibilities are endless. 

3) Developers Reach Greater Markets through the Mobile 

Cloud 

This is due to the fact that all cloud applications go through 

the same browser and should work seamlessly regardless of 

the mobile operating system the end user has on their phone 

or other mobile computing device. While there used to be 

great challenges in creating applications that worked on 

every mobile operating system, the newest mobile browsers 

from the likes of Google and Apple have made access to 

large consumer markets much more attainable. 

4) Developers cut costs and increase revenues with mobile 

computing 

Not only do developers reach larger markets thanks to 

advances in mobile cloud computing—they also reduce 

expenditures while being able to keep a bigger chunk of the 

profits. Gone are the days when programmers needed to 

build separate versions of applications for every mobile 
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device and work within the limitations of monopolizing 

application stores. 

5) More new mobile network providers can join the game 

Thanks to mobile cloud computing, the market of mobile 

network providers has expanded and become a more equal 

playing field. All sorts of new providers have developed 

their own mobile cloud computing service offerings. And, as 

we all know, competition is good for consumers because it 

keeps prices fair, and it’s also good for the marketplace 

because it increases the drive for innovation. 

While there are clearly many different advantages 

that have emerged since the advent of mobile cloud 

computing, there are also some small but persistent 

challenges that businesses, end users and developers should 

be aware of before fully embracing this technology. The 

first and most obvious challenge is that you can only access 

a mobile cloud application when you have access to a 

functioning network. Even the most trustworthy of mobile 

networks will occasionally be unavailable, of course, but 

developers are already devising solutions to this problem—

at least for short-term connectivity losses. As time goes by, 

it seems that developers should be able to address all the 

challenges of mobile cloud computing with new and more 

innovative solutions. This means more advantages are sure 

to emerge as the technology is further refine. 

II. ISSUES IN MOBILE CLOUD COMPUTING 

Cloud is extremely powerful to perform computations while 

computing ability of mobile devices has a limit so many 

issues occur to show how to balance the differences between 

these two. So there are some issues in implementing cloud 

computing for mobile. These issues can be related to limited 

resources, related to network, related to security of mobile 

users and clouds [4]. Some issues are explained as follows: 

A. Limited Resources 

Having limited resources in mobile device make use of 

cloud computing in mobile devices difficult. Basic 

limitations related to limited resources are limited 

computing power, limited battery and low quality display. 

B. Network Related Issues 

All processing in MCC is performed on the network. So 

there are some issues related to the network like Bandwidth, 

latency, availability and heterogeneity 

C. Security 

Most of mobile devices have almost same functionalities 

like a desktop computer. So mobile devices also have to face 

a number of problems related to security and privacy. To 

overcome this problem threat detection services are now 

performed at clouds but this also has to face a lot of 

challenges. Some security issues are like device security, 

privacy of mobile user and securing data on cloud etc. There 

are so many security threats like viruses, hacking, Trojan 

horses in mobile devices also. The use of global positioning 

system (GPS) in mobile devices gives birth to the privacy 

issues. 

D. Low Bandwidth 

Bandwidth is one of the big issues in MCC since the radio 

resource for wireless networks is much scarce as compared 

with the traditional wired networks. A solution to share the 

limited bandwidth among mobile users who are located in 

the same area (e.g., a workplace, a station, and a stadium) 

and involved in the same content (e.g., a video file). The 

authors model the interaction among the users as a 

coalitional game. For example, the users form a coalition 

where each member is responsible for a part of video files 

(e.g., sounds, images, and captions) and transmits/exchanges 

it to other coalition members. This results in the 

improvement of the videoquality. However, the proposed 

solution is only applied in the case when the users in a 

certain area are interested in the same contents. Also, it does 

not consider a distribution policy (e.g., who receives how 

much and which part of contents) which leads to a lack of 

fairness about each user’s contribution to a coalition 

.considers the data distribution policy which determines 

when and how much portions of available bandwidth are 

shared among users from which networks (e.g., WiFi and 

WiMAX). It collects user profiles (e.g., calling profile, 

signal strength profile, and power profile) periodically and 

creates decision tables by using Markov Decision Process 

(MDP) algorithm. Based on the tables, the users decide 

whether or not to help other users download some contents 

that they cannot receive by themselves due to the bandwidth 

limitation, and how much it should help (e.g., 10% of 

contents). The authors build a framework, named RACE 

(Resource-Aware Collaborative Execution), on the cloud to 

take advantages of the computing resources for maintaining 

the user profiles. This approach is suitable for users who 

share the limited bandwidth, to balance the trade-off 

between benefits of the assistance and energy costs. 

E. Availability 

Service availability becomes more important issue in MCC 

than that in the cloud computing with wired networks. 

Mobile users may not be able to connect to the cloud to 

obtain service due to traffic congestion, network failures, 

and the out-of-signal. 

F. Mobile Cloud Communication Channel Issues  

A lot of improvement needs to be done at the mobile cloud 

communication channel. The following attacks which exist 

at communication channel are:  

 Access Control Attacks  

 Data Integrity Attacks  

 Attacks on Authentication  

 Attacks on Availability  

Some generic mobile communication side issues 

have also been pointed out.  

 Low Bandwidth and Latency problems 

 Availability of Desired Services  

 Limited Resources  

III. SECURITY IN MOBILE CLOUD COMPUTING 

A. Security framework in Mobile Cloud Computing 

Mobile cloud computing is growing day by day due to the 

popularity of cloud computing and increasing uses of mobile 

devices. Many researchers are showing their interest 

towards this technology. There are many issues in mobile 

cloud computing due to many limitations of mobile devices 

like low battery power, limited storage spaces, bandwidth 

etc. Security is the main concern in mobile cloud computing. 



An Analysis of Mobile Cloud Computing and Security Issues 

 (IJSRD/Vol. 4/Issue 07/2016/103) 

 

 All rights reserved by www.ijsrd.com 433 

Security in mobile cloud computing can be explained by 

broadly classifying it into 2 frameworks [5]. 

1) Security of data 

The main issue in using mobile cloud computing is securing 

the data of mobile user stored on mobile cloud. The data/file 

of a mobile user is very sensitive; any unauthorized person 

can do changes in it, to harm the data. So the main concern 

of cloud service provider is to provide the security of 

data/files created and manipulated on a mobile device or 

cloud server. The data/file security is very essential for 

owner of the data/file as it can contain any confidential 

information of his. 

2) Security of mobile applications 

Securing the mobile applications or application model is 

also important because these provide better services to 

mobile users by utilizing cloud resources. These mobile 

application models use the services of the cloud to increase 

the capability of a mobile device. In this paper we are going 

to discuss the security of data or files of mobile users stored 

on mobile cloud. 

B. Why Data Storage Security Is Needed 

The data of owner is stored on the cloud server; once the 

data is stored the owner does not have that data on his own 

device. Thus, there is risk related to data security and 

confidentiality of the data. It is not accepted by the owner 

that his data/file is disclosed to someone who is not an 

authorized person. Before discussing why data security is 

needed there is a need to discuss the security threats to the 

data stored on the cloud. There are following security risk 

related to data stored on the cloud server. These attacks 

affect the data stored on the cloud. For owner the integrity 

of the data is very important. If any unauthorized person 

performs changes in data of other person then it can harm 

the integrity of the data. Any person after finding 

confidential information of other person can harm that 

person. So, data confidentiality is also a concern of data 

owner. Authentication of user is also important to verify 

who the originator of the file is. 

IV. CONCLUSION 

We conclude with that we can implement security in cloud 

by providing a shared access token. We have also talked 

about different types of security available in mobile cloud 

computing. This research is particularly useful for mobile 

service providers. So, that they can improve the security 

technologies and mechanisms used for mobile cloud 

computing MCC). On the basis of the review conducted in 

this paper, we conclude that M CC is regarded to be a 

potential technology in coming years but currently facing 

some serious security issues related to the  MCC should be 

the  focused of  future work. 
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