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Abstract— Exponential growth of online social networks 

resulted in fundamental shift in status of end users. Individual 

end users become content managers instead of just being 

content consumers. Today, for every single piece of data 

shared on online social networks, the uploader must decide 

which of his friends should be able to access the data. In 

Online Social Networks, term "friend" has become all-

encompassing, it has become increasingly difficult for users 

to control which friends get to see what personal information. 

There is a need for to quantify the privacy risk attributed to 

friend relationship in online social networks. Hence it 

becomes absolutely necessary to enhance the safety and 

reduce the risk associated with the usage of social networks. 

The aim of this paper in exploring the consequences of the 

adoption of social networks by employees working in 

enterprises. The methodologies to answer questions related to 

the risks incurred in an organization due to the usage of social 

network by its employees, efficient approaches that can be 

taken to mitigate the different risks and the financial and 

organizational implications for an organization in 

implementing any of the possible risk mitigation approaches. 

aims at exploring the consequences of the adoption of social 

networks by employees working in enterprises. The 

methodologies to answer questions related to the risks 

incurred in an organization due to the usage of social network 

by its employees, efficient approaches that can be taken to 

mitigate the different risks and the financial and 

organizational implications for an organization in 

implementing any of the possible risk mitigation approaches. 
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I. INTRODUCTION 

The Internet has become an inevitable part of lives of people 

today. Online social networks (Facebook, LinkedIn, Twitter 

etc) are top most visited sites on internet. These sites are an 

easy and cost effective way for people to reach out to their 

classmates, friends and family from across the globe. A large 

percentage of success of these social networking sites can be 

attributed to a fact that they give users the opportunity to 

create their own space and a great way to connect with 

likeminded people, learn and share knowledge. Online social 

networks are one of the most popular fora for self 

representation and user interactions. Individuals join social 

networks to present themselves. In OSNs user can present 

themselves by constructing a profile. The audience of social 

networks is so broad that besides customers and business 

competitors, hackers may also access such information. Thus 

the enterprises are subjected to serious security threats given 

the amount of accessible data available on the social network 

and the wide range of motivated attackers trying to access this 

data.CEOs and other decision makers of an enterprise are 

now getting serious about the social networks to understand 

its possible benefits and risks for the business. Enterprises are 

now realizing the potential risks that the social network sites 

expose their enterprise to and are looking for possible 

mitigation approaches. 

II. LITERATURE SUPPORT 

Exponential growth of online social networks resulted in 

fundamental shift in status of end users. Individual end users 

become content managers instead of just being content 

consumers. Today, for every single piece of data shared on 

OSNs, the uploader must decide which of his friends should 

be able to access the data. Several studies on Facebook usage 

have shown that the average number of friends per user is 

approximately 150. Anyone can make a request to join a 

user's friend circle{family members, colleagues, classmates, 

acquaintances, strangers etc. Current literature support the 

claim that users are willing to add strangers to their friend 

circle. Dissimilar communities of interests of computer 

science investigators consume undertook some of the troubles 

that grow in Social Networks, and stretched a various wander 

of “privacy problem solutions”. These are accept intention 

precepts to address Social Network privacy consequences. 

Each of these solutions is formulated with a particular type of 

user, use, and privacy problem in bear in mind. We recognize 

three types of privacy problems that investigators in computer 

science fishing tackle. They are Social Privacy, Institutional 

Privacy and Surveillance Privacy troubles. The first approach 

“social privacy” addresses problems related to users fear of 

intrusion induced by other users. They capture, for example, 

the fear of constituting haunted, hectored, made turn of, or 

constituting exhibited to bitter content. Some users have a 

firm awareness of social privacy. Many of them demonstrate 

rigorous privacy settings, potently governing the access to 

and visibility of their profiles. The second approach 

“institutional privacy” analysed in Kate Raynes-Goldie’s 

work addresses problems related to a)users fear about Private 

and Public institutions expend personal data for undesired 

intentions. b) users missing assure and supervision over the 

accumulation and processing of their data in Social Networks. 

The consciousness of institutional privacy is much less 

labeled. Only a small minority of study participants concern 

about institutions bothering and using their personal data. The 

third approach “surveillance privacy” addresses problems 

related to people’s fear about when the personal data and 

social fundamental interaction of Social Network users are 

rendered by governments and service suppliers. 

III. IMPLICATIONS OF RISKS IN OSN 

The number of social networks and its users has been on an 

increase over the past couple of years. Social networks have 

been used by a wide range of users, in different contexts to 

fulfill various tasks and in the process expose both personal 
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and work related information. Recent surveys show that over 

the past couple of months there has been a steep increase in 

the amount of work related information on the social network 

Employee’s involvement in social network not only 

leads to a drop in the enterprise’s productivity, but also poses 

a greater threat of information leakage. The risks associated 

with an individual and an enterprise increases with the 

amount of personal and professional information available on 

the social network. Recent surveys have shown that the 

amount of sensitive information exposed on the social 

network depends primarily on the users’ security awareness 

and their education. 

The exposure of sensitive data on the social 

networks can happen by the employee involving in any/all of 

the following activities 

1) User’s activity streams: An activity stream is a collection 

of events associated with a user. These streams may 

capture the changes that the user made to their profile 

page, applications added and their recent 

communications. 

2) Media content and text files: Users may post media 

content that may reveal personal and/or professional 

information. Files such as resume, job descriptions and 

business itinerary would fall under this category. 

3) User’s Group: User’s social network groups may reveal, 

either directly or indirectly, social and professional 

information of the users. In order to assess an enterprises’ 

risk exposure, it is important for the decision maker to be 

aware of all these potential threats. This being an 

emerging issue, the precautionary measures that the 

enterprise needs to take is not evident. Some measures 

like banning access to social network could affect the 

enterprises’ productivity and might not be completely 

effective. Other measures like control points to intercept 

and block data disclosure could have only limited effects. 

Educating, monitoring and punishing employees have 

their own pros and cons. 

Attack 

Goal-

Possibility 

Approach Impact 

Level of 

Aggregatio

n 

 

Identity 

theft, 

Blackmail 

Collect 

confidential 

data of 

employees 

and misuse 

this 

information 

Informatio

n 

can be 

exploited 

from 

a single 

social 

network or 

from 

multiple 

social 

networks. 

Multi-site 

analysis 

leads 

to higher 

risk 

for the 

enterprise 

and the 

individual. 

No 

aggregation 

– 

data of the 

same 

user is 

combined 

to generate 

a 

user’s 

profile 

Financial 

gain, 

Blackmail, 

Damage to 

company’s 

reputation, 

Obtain 

Competitiv

e insights 

Get sensitive 

information 

related to the 

company. 

Analyze 

employees’ 

posts/commen

t 

s/ updates 

about ongoing 

projects etc. 

Can be 

done 

on single 

or 

multi-site. 

Multi-site 

analysis 

leads 

to higher 

risk 

for the 

enterprise 

and 

the 

individual 

Aggregatio

n of 

the 

different 

types of 

data (job 

applications

, 

comments, 

photos) 

Sell 

confidentia

l 

data to 

competitors 

Get info about 

Projects 

Can be 

Multi- 

Sites Or 

Single 

Site 

---- 

Table 1: Goals of attackers 

IV. FRAMEWORK FOR QUANTITATIVE RISK ANALYSIS 

The proposed model aims at addressing the following 

concerns to help the decision makers secure their enterprise: 

 The current level of risk and data exposure for a given 

organization and a threat environment. 

 The risks and costs involved in making the different 

choices of investment and policy decisions. 

 Most effective investment, given a limited set of 

resources. 

The model helps decision makers in analyzing the 

different risk mitigation options and in arriving at the most 

effective and cost efficient mitigation technique. While 

arriving at the risk mitigation techniques in the model, the 

attacker’s skill and motivation levels are also taken into 

account. While arriving at the risk mitigation techniques in 

the model, the attacker’s skill and motivation levels are also 

taken into account. 

The following actions, called levers are considered, 

which a decision maker can take to change the behavior of 

employees. 

Education: Investments could be made to create 

awareness and educate employees about the current threats 

and privacy issues on the social network. 

 Monitoring and Punishment: Investments could be made 

in monitoring 

 employees’ behavior, creating awareness of 

unacceptable behavior and punishing them based on the 

collected evidence. 

 Control Points: Investments could also be made on 

software and hardware control points to monitor, 

intercept and block data leakages. Examples of control 

points would be email interceptors, black-listing and 

blocking of web sites. 

Considering the practical resources available for an 

enterprise, the investments in the levers should be optimally 

chosen, to mitigate the risk up to a point where the 

marginal cost of implementing the lever is less than the value 

of additional savings from security incidents. 
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The overall investment cost for an enterprise and the 

total risk associated with an enterprise would be the two 

metrics that our model focuses on to help the decision makers 

arrive at such a conclusion. 

The overall investment cost is calculated as a 

weighted sum of Fixed/Initial cost and Variable/Maintenance 

cost. The Fixed cost is an initial cost resulting from making 

investments in specific control points. The Fixed/Initial cost 

has been modeled by the linear equation as 

Fixed Cost = A * CP_F + B * ED_F + C * MP_F. 

The variables CP_F, ED_F and MP_F can take values 0 or 1. 

These variables are set to 1 when the corresponding control 

levers are used by the enterprise and are set to 0 when the 

corresponding levers are not used by the enterprise. i.e. CP_F, 

ED_F and MP_F are 0 if the corresponding levers CP_L, 

ED_L and MP_L are 0; 1 otherwise. A, B and C are constant 

weights and are fixed at 50, 10 and 30 respectively in the 

model. The Variable/Maintenance cost is directly 

proportional to both the time duration for which the control 

levers are used and the number of employees in the enterprise. 

The linear equation used in calculating the Variable cost is 

based on the equation Variable_Cost(t) = D(t) * CP_L * t + 

E(t) * ED_L * t + F(t) * MP_L*t. The variables D(t), E(t) and 

F(t) are the variable weights reflecting the different impact 

and costs of the levers in different periods of time. The 

variables CP_L, ED_L and MP_L can take values between 

[0, 3]. The following would be the factors accounting for the 

variable/maintenance cost of an enterprise: Updating and 

renewing the license for software used to control the leakage 

of user information on the social network. 

 Conducting regular training/education sessions to keep 

the employees updated 

 with the current risk. The cost associated with this is also 

dependent on the 

 number of employees in the enterprise every year. 

 The employees might have found a way to bypass the 

monitoring system of the enterprise. Hence an upgrade 

of the monitoring system would be a mandatory 

requirement. 

V. CONCLUSION 

The work focused on the different risk mitigation techniques 

that a decision maker can take to enhance the security of the 

enterprise and its employees by modifying employees’ 

interaction with the social network. The techniques involved 

provide threat awareness through training, monitoring user 

behavior and installing control points to intercept and block 

data leakage. All of the above mitigation approaches are 

taken by the decision maker as a countermeasure to overcome 

the security risks incurred on the enterprise due to the 

immoral behavior and the negligence of the employee.  

The work illustrated how modeling can be used to 

simulate the user behavior on the social network and hence 

help the enterprise decision makers to explore the 

implications of employees using the social network and to 

arrive at their different investment choices on the control 

levers to mitigate these risks. 
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