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Abstract— In today’s world security become one of the 

important constraints in every research field. By increasing 

use of Wireless Sensor Networks (WSN) in various critical 

applications security of wireless networks is becoming more 

important day by day. Today almost every important area 

makes use of wireless sensor networks. As Wireless Sensor 

Network is infrastructure-less network; data moves explicitly 

from one node to another thus captured easily by attackers. 

To avoid data from being stolen security mechanism has to 

be functional. Many protocols are available for providing 

security on a wireless network. By performing a detailed 

study of different security mechanisms used in sensor 

network against some criteria such as nature of the algorithm, 

working, its benefits and some of the disadvantages of 

mechanism and also compare them. Some schemes use 

elliptic curve cryptography for better security but require 

sensors with strict resource constraint to perform 

computationally luxurious scalar-point multiplications; 

despite the increased computational requirements, these 

schemes do not provide user anonymity. The proposed work 

implements that salted hash based algorithm as a security 

concentrated work.  
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I. INTRODUCTION 

Wireless Sensor Networks has happen to one of the most 

important research fields for researchers due to its 

applications in various areas. There are many important 

applications where it can be deployed like military [2], 

surveillance, areas pain from natural disasters etc. Wireless 

Sensor Network is a type of ad hoc network where numbers 

of sensor nodes are related wirelessly to communicate with 

each other and carry information through electromagnetic 

waves. Nodes have the capability of receiving and sending 

information to each other. Wireless Sensor Network has 

characteristics like the flexibility of the network, low cost, 

and its small size. Though these sensors do not require any 

infrastructure for deployment, they can be deploy easily in the 

area where it is hard to establish a wired network. 

 
Fig. 1: Wireless Sensor Network 

Some applications like military require highly 

secure network as information is very crucial and has to be 

saved from the outsiders, so security [3] is the main reason. 

Information exploitation in various areas raises requirement 

of security so that information traveling between these nodes 

can be received only by the intended receiver and cannot be 

leaked. There are different types of security threats that exist 

in Wireless Sensor Network. These include black hole attack, 

worm hole attack, Sybil attack, denial of service attack [4] 

and much more which can harm the network if proper action 

is not taken. To provide security for Wireless Sensor Network 

various security mechanisms are provided so that nodes 

cannot be compromise and data transmits securely. There are 

many types of security mechanisms used among which some 

uses different types of key management techniques. 

 The quest to understand real-world phenomena at a 

fine spatial-temporal resolution has lead to a great increase in 

the interest in wireless sensor networks (WSNs) [1]. 

Providing an application service in a WSN environment 

introduces important security challenges for the involved 

parties: sensors, users, and gateways. One basic challenge is 

to establish a shared session key between a sensor and a user 

in an authenticated way (known as authenticated key trade via 

a gateway, and thereby to prevent unauthorized access to 

sensitive sensor data and their transmission  

Since sensors have severe resource constraints and 

due to network characteristics such as unattended operation 

and defective communication channel, authenticated key 

exchange in WSNs is generally regarded as more challenging 

to realize than in traditional networks with sufficient 

computing resources and pre-existing infrastructures. 

Achieve authenticated key exchange becomes even more 

complex when user anonymity is desired.  

II. LITERATURE SURVEY 

RSA [5] cryptosystem is one of the familiar security 

cryptographic algorithms, which is a collection of three 

phases- key making encryption process, and decryption 

process. Let’s reproduce on the procedure how keys are 

generated in RSA cryptosystem- RSA technique ensure that 

information is secret and genuine, thus it provides secure 

communication over the system. Its security is based on the 

complexity in factoring very huge numbers. Based on this 

principle, the RSA encryption uses main factorization as the 

trapdoor for encryption. It uses public key encryption in 

which anybody uses the public key to encrypt the data and 

hurl over the network.  

Mi Wen [6] et al. proposed a unified security 

framework with 3 key management protocols – MPKM, 

MGKM, and TKM. They achieve an evaluation on the basis 

of scalability, key connectivity and compromise resilience 

and also perform a comparison to current keying protocols for 

Wireless Sensor Network and WMN. A wireless mesh 

network (WMN) is an interactions network of radio nodes 

ordered in a mesh topology. It is also an outline of wireless 



Improved, Robust and Dynamic User Authentication Scheme by Using Secured Key Management in Wireless Sensor Network 

 (IJSRD/Vol. 4/Issue 06/2016/235) 

  

 All rights reserved by www.ijsrd.com 1025 

ad hoc network. Wireless mesh networks frequently consist 

of mesh clients, gateway routers and mesh routers. The mesh 

clients are frequently cell phones, laptops, and additional 

wireless devices even as the mesh routers advance traffic to 

and from the gateways which power, but require not, join to 

the Internet. The exposure area of the radio nodes operates as 

a single system is every so often called a mesh cloud.  

Cai-Xia Zhang [7] et al. described the source limits 

and vulnerabilities of the sensor nodes of Wireless Sensor 

Networks; we offer the novel kind of energetic key protocol 

for wireless sensor network, using the unidirectional property 

of hash function and the philosophy of Hill to learn the 

dynamic key matrix. The results explain that this protocol 

cuts off storage space and communication energy expenses 

also. The low power, low storage capacity, and high-security 

type of security management mechanism for the regular 

operation of wireless sensor networks is very important. 

Benamar Kardi [8] et al. proposes a trivial execution 

of public key infrastructure called cluster based public 

infrastructure (CBPKI), CBPKI is based on the safety and the 

force of the base station for executing a set of handshakes 

anticipated to start session keys amid the base station and 

sensors over the network used for ensure data privacy and 

reliability. 

III. ACCESS CONTROL AND AUTHENTICATION IN WSNS 

Authentication and authorization are the first step towards 

prevention of fraudulent accesses by unauthorized users in a 

network. Authentication ensures that an MC and the 

corresponding MR can mutually validate their credentials 

with each other before the MC is permitted to access the 

network services. In this section, we first present various 

attacks in WSNs that can be launch on the authentication 

services and then enumerate the requirements for 

authentication under various scenarios. 

A. Security Vulnerabilities in Authentication Schemes: 

Several vulnerabilities exist in diverse protocols for WSNs. 

These vulnerabilities can be suitably exploited by potential 

attackers to disgrace the network performance (Sen, 2011). 

The nodes in a WSN depend on the cooperation of other 

nodes in the network for their winning operations. as a result, 

the medium access control (MAC) layer and the network 

layer protocols for these networks frequently assume that the 

participating nodes are honest and well-behaving with no 

malicious or dishonest intention. In practice, however, some 

nodes in a WSN may behave in a selfish manner or may be 

compromised by malicious users.  

The implicit trust (which in reality may not exist) 

and the lack of accountability due to the lack of a central point 

of administration make the MAC and the network layer 

protocols vulnerable to various types of attacks. In this sub-

section, we present a complete discussion on various types of 

attacks on the existing authentication schemes of WSNs. A 

detailed list various attacks on the different layers of WSN 

communication protocol stack can be establish in (Sen, 2011; 

Yi et al., 2010).  

There are several types of attacks that are related to 

authentication in WSNs. These attacks are:  

1) unauthorized access,  

2) replay attack,   

3) spoofing attack,   

4) denial of service attack (DoS),  

5) intentional collision of frames,  

6) pre-computation and partial matching attack, and  

7) Compromised or forged nodes. These attacks are 

discussed in detail below.  

Unauthorized access: 

 In this attack, an unauthorized user get access to the network 

services by masquerading a legitimate user. 

Replay attack:  

The replay attack is a type of man-in-the-center attack 

(Mishra & Arbaugh, 2002) that can be launched by external 

as well as internal nodes. It can then transmit legitimate 

messages at a later point of time to gain access to the network 

resources. usually, the authentication information is replayed 

where the attacker cheats a node to believe that the attacker is 

a legitimate node. On a similar note, an internal malicious 

node, which is an intermediate hop between two 

communicating nodes, can maintain a copy of all transmitted 

data. It can then retransmit this data at a shortly point in time 

to gain unauthorized access to the network resources. 

Spoof attack:  

Spoofing is the act of forge a legitimate MAC or IP address. 

IP spoofing is quite common in multi-hop communications in 

WSNs. In IP spoofing attack, an opponent inserts a false 

source address (or the address of a legitimate node) from the 

packets forwarded by it. Use such a spoofed address, the 

malicious attacker can intercept a termination request and 

hijack a session. In MAC address spoofing, the attackers 

modify the MAC address in transmitted frames from a 

legitimate node. MAC address spoofing enables the attacker 

to avoid intrusion detection systems (IDSs) that may be in 

place.  

1) Dos Attack:  

In this attack, a malicious attacker sends an overflow of 

packets to an MR thereby making a buffer overflow in the 

router. Another well-known security flaw can be broken by 

an attacker. In this attack, a malicious attacker can send false 

termination messages on behalf of a legal MC thereby 

preventing a legitimate user from accessing network services. 

2) Pre-computation and partial matching attack:  

Unlike the attacks mention above, where the MAC protocol 

vulnerabilities are exploited, these attacks use the 

vulnerabilities in the security mechanisms that are employed 

to secure the MAC layer of the network. Precipitation and 

partial matching attacks exploit the cryptographic primitives 

that are used at the MAC layer to secure the communication. 

In a pre-addition attack or time-memory trade-off (TMTO) 

attack, the attacker guesses a large amount of information 

(e.g., key, plaintext, and the corresponding cipher text) and 

stores that information before introduction the attack. When 

the real transmission starts, the attacker uses the pre-

computed information to speed up the cryptanalysis process. 

B. User Privacy Requirement in WSN: 

Privacy provision is an important issue to be careful for WSN 

deployment. However, privacy is difficult to achieve even if 

messages are confined, as there are no security solutions or 

mechanisms which can guarantee that data is not exposed by 

the authorized parties themselves (Moustafa, 2007). Thus, it 

is important that complementary solutions are in place. This 

makes personal information susceptible to disclosure and 

subsequent misuse even when encryption mechanisms are in 
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place. Besides, users in WMNs can be easily monitored or 

traced with regard to their presence and location, which 

causes the experience of their personal life. Unauthorized 

parties can get access to the location information about the 

MC’s positions by observe their communications and traffic 

patterns.  

The following approaches can be useful in 

information defeat, depending on what is needed to be 

protected:  

 Anonymity: this is concerned with hiding the identity of 

the sender or receiver of the message or both of them. In 

fact, defeat the identity of both the sender and the 

receiver of the message can promise communication 

privacy. Thus, attackers monitoring the messages being 

communicated could not know who is communicate with 

whom, thus no personal information is disclosed. Secure 

and Privacy-Preserving Authentication Protocols for 

Wireless Mesh Networks.  

 Confidentiality: it is concerned with hiding the 

transferred messages by using appropriate data 

encryption algorithms. Instead of hiding the identity of 

the sender and the receiver of a message, the message 

itself is concealed in this approach. 

 Use of pseudonyms: this is concerned with replacing the 

identity of the sender and the receiver of the message by 

pseudonyms which function as identifiers. The 

pseudonyms can be used as a position to the 

communicating parties without infringing on their 

privacy, which helps to ensure that the users in the WSNs 

cannot be traced or identified by malicious adversary. 

However, it is important to ensure that there exist no 

indirect ways by which the adversary can link the 

pseudonyms with their corresponding real world entities. 

 Therefore, privacy in WSNs has two different 

dimensions: (i) data confidentiality (or privacy) and 

traffic confidentiality. These issue are briefly described 

below: 

 Data confidentiality: it is obvious that data content 

reveals user privacy on what is being communicated. 

Data confidentiality aim to protect the data content and 

prevent eavesdropping by intermediate MRs. Message 

encryption is a conservative approach for data 

confidentiality. 

 Traffic confidentiality: traffic information such as with 

whom, when and how frequently the user are 

communicating, and the pattern of traffic also reveal 

critical privacy sensitive information. The broadcast 

environment of wireless communication makes 

acquiring such information easy. In a WSN, attackers can 

conduct traffic analysis as MRs by simply listening to the 

channels to identify the “ups and downs” of the target’s 

traffic. Although data confidentiality can be achieved via 

message encryption, it is much harder to defend traffic 

confidentiality (T. Wu et al., 2006). 

IV. EXISTING APPROACH 

The issue of user privacy in WSNs has also attracted the 

attention of the research community. In, a light-weight 

privacy preserve solution is presented to achieve a well-

maintained balance between network performance and traffic 

privacy conservation. At the middle of the solution is of 

information-theoretic metric called traffic entropy, which 

quantifies the amount of information required to explain the 

traffic pattern and to characterize the performance of traffic 

privacy preservation. The authors have also accessible a 

penalty-based shortest path routing algorithm that maximally 

preserves traffic privacy by minimize the mutual information 

of traffic entropy observed at each individual relaying node 

while controlling the possible degradation of the network 

within an acceptable region. Extensive simulation study 

proves the soundness of the solution and its flexibility to 

cases when two malicious observers collude. However, one 

of the major problems of the solution is that the algorithm is 

evaluate in a single-radio, single channel WSN. The 

Performance of the algorithm in multiple radios, multiple 

channels situation will be a really questionable issue. 

Moreover, the solution has a scalability problem. 

V. PROPOSED APPROACH 

Large-scale WSNs frequently use the hierarchical structure, 

and making the system divided into clusters. Each cluster 

have a cluster head and multiple cluster members the lower 

cluster is the member of high level and making the top cluster 

head nodes communicate with the base station. Basic idea is 

that the cluster head in clustered wireless sensor network has 

a superior capacity of information processing and storage 

capacity than normal nodes, which is responsible for node 

clustering. Cluster members make their individual key and a 

nearby key pair based on the in order of their geographic site 

and preloaded master key. Following key production, the 

master key repeatedly separated from memory. On the other 

hand, common nodes in the achievement of loading master 

keys to produce the key pair will be robotically deleted, in 

order to avoid a cluster node capture the whole security 

compromised. 

 The proposed authenticated GKA protocol is ID 

based and uses batch verification based on a variant of the GQ 

signature scheme. The complexity and energy cost analysis 

are based on the two communication transceivers commonly 

used in wireless networks. From the energy cost analysis, we 

show that our scheme is the most efficient. Next, we present 

four authenticated dynamic protocols, namely Join, Leave, 

Merge and Partition protocol to lever dynamic group 

membership events. Similarly, provide a complexity and 

power cost analysis of our dynamic protocols with the BD 

and show that the energy consumed by nodes running our 

dynamic protocols is significantly lower. 

A. Symmetric Cryptography in Wsns:  

The idea of the symmetric cryptography is to load secret 

information in the sensor nodes before their deployment in 

the network. This secret information may be the secret key 

itself or auxiliary information that helps the sensor nodes to 

derive the real secret key. With this secret key, nodes can 

securely communicate [23]. The main disadvantage of this 

solution is that compromise one node (access to the pre-

loaded key) might lead to compromise the entire network. To 

overcome this limitation, some researchers propose schemes 

that establish pair wise keys rather than a unique global key. 
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B. System Architecture: 

 
Fig. 2: System Architecture 

C. Proposed Algorithm: 

A cryptographic hash function is a arithmetic algorithm that 

maps data of arbitrary size to a bit string of a fixed size (a 

hash function) which is designed to also be a one-way 

function, that is, a function which is infeasible to invert. The 

only way to recreate the input data from an model 

cryptographic hash function's output is to try a large number 

of possible inputs to see if they produce a match. Bruce 

Schneider has called one-way hash functions "the workhorses 

of modern cryptography".[1] The input data is often called 

the message, and the output (the hash value or hash) is often 

called the message digest or simply the digest. 

The model cryptographic hash function has four 

main properties: 

 it is quick to calculate the hash value for any given 

message 

 it is infeasible to generate a message from its hash value 

except by trying all possible messages 

 a small modify to a message should change the hash 

value so extensively that the new hash value appear 

uncorrelated with the old hash value 

 it is infeasible to find two different messages with the 

same hash value 

Cryptographic hash functions contain many 

information-security applications, notably in digital 

signatures, message authentication codes (MACs), and other 

form of authentication. They can also be used as ordinary 

hash functions, to index data in hash tables, fingerprinting, to 

detect duplicate data or uniquely identify files, and as 

checksums to detect accidental data fraud Indeed, in 

information-security contexts, cryptographic hash values are 

sometimes called (digital) fingerprints, checksums, or just 

hash values although all these terms stand for more general 

functions with rather different properties and purposes. 

VI. CONCLUSION 

In this paper, the study of different security mechanisms is 

done on various parameters. Above table gives a brief 

description of different security technique.  

1) In WSN, Security Is One Of The Biggest Issues For 

Preventing Data To Be Discovered By An Unknown 

Source.  

2) There Are Many Security Mechanisms Among Which 

Some Provide Data Integrity, Confidentiality And Many 

Other Issue Related To Security. 

3) Some Use Symmetric Key Management, Some Use 

Asymmetric Key Management; Some Mechanism Can 

Be Applied To The Single Node While Some Can Be 

Applied Only For Clustered Network. 

To prevent data from being leak future work will 

design a new security mechanism which will be more secure 

than existing once and which can transmit data securely. 
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