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Abstract— Data mining is the method of extraction of hidden 

and useful information from huge data. It is a knowledge 

domain subfield of computer science and the computational 

process of discovering patterns in massive data sets. 

Classification is one of the ordinarily used tasks in data 

mining applications.  It is used to predict predict membership 

for data instances. For the past decade, due to the increase of 

various privacy problems, many theoretical and practical 

solutions to the classification drawback have been proposed 

under completely different security models. However, with 

the recent popularity of cloud computing, users currently 

have the opportunity to outsourced their data, in encrypted 

form, as well as the data mining tasks to the cloud. In 

existing the k-Nearest Neighbor (k-NN) classifier is used to 

encrypted data or information within the cloud. The k-NN 

classifier has less efficiency when compared to the fuzzy 

logic classifier. The protocols are used in the existing k-NN 

classifier has less efficiency. The proposed fuzzy logic 

classifier protects the high confidentiality of information, 

privacy of users input query, and hides the data access 

patterns. This paper reviews the cost and efficiency of the 

fuzzy logic classifier with k-NN classifier. 
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I. INTRODUCTION 

Classification is a data mining method used to predict group 

participation for information cases. Classification is an data 

mining function that assigns things items in a collection to 

target categories or classes. A classification model could be 

utilized to establish loan applicants as low, medium, or high 

credit risks. A few major types of classification technique 

including decision tree induction, Bayesian systems, k-

Nearest Neighbor classifier, case-based reasoning, genetic 

algorithm and fuzzy logic techniques. 

Encryption is a traditional technique used to ensure 

the confidentiality of sensitive data such as medical records. 

Because of, the procedure of query evaluation over 

encrypted data becomes challenging. Along this direction, 

different techniques have been proposed for processing 

range and aggregation queries for encrypted data. 

Fuzzy logic is a logical system, which is an 

expansion of multivalued logic. Be that as it may, in a more 

extensive sense Fuzzy Logic (FL) is just about on 

synonymous with the theory of fuzzy sets, a hypothesis 

which relates to classes of articles with unsharp boundaries 

limits in which enrollment includes degree. In this 

perspective, fuzzy logic in its narrow sense is a branch of 

fuzzy logic. Even in its more narrow definition, fuzzy logic 

differs both in idea and substance from traditional 

multivalued logical systems. 

II. LITERATURE SURVEY 

In this section discuss about various type of papers are 

classification in data mining. Here the following papers are 

based in k-Nearest Neighbor Classification (k-NN) 

algorithm and it can be used in different areas for the 

various purposes. 

Ahmad Basheer Hassanat, Mohammad Ali Abbadi 

and Ghada Awad Altarawneh has proposed a new solution 

for choosing the K parameter on the k-Nearest Neighbor 

(KNN) algorithm, the solution depending on the idea of 

ensemble  learning, in which a weak k-NN classifier is 

utilized every time with an different K, starting from one to 

the square  root of the size of the preparation or training set. 

The results of the weak classifiers are combined using the 

weighted aggregate rule. The proposed solution was tried 

and compared with different arrangements using a group of 

experiments in real life issues. The proposed classifier 

performs out the traditional k-NN classifier that uses a 

different range of neighbors, is competitive with different 

classifiers, and is a promising classifier with strong potential 

for an extensive range of applications [2]. 

Wang, Pingshui has define the explosive 

development in Internet, data storage and data processing 

technologies, privacy preservation have been one among the 

greater concerns in data mining. A various methods and 

techniques have been created for privacy preserving data 

mining. This paper provides a wide overview of various 

privacy preserving data mining algorithms and analyses the 

representative techniques for privacy preserving data 

mining, and points out their merits and demerits.  At last the 

present problems and directions for future research are 

discussed [6]. 

Yousef Elmehdwi, Bharath K. Samanthula and Wei 

Jiang define as the query processing on relational data has 

been studied extensively, and many practical and theoretical 

solutions to query processing have been proposed under 

various scenarios. With the recent popularity of distributed 

computing, users now have the opportunity to outsource 

their data as well as the data management tasks to the cloud 

in distributed computing. However, due to the rise of 

various privacy issues, sensitive data need to be encrypted 

before outsourcing to the cloud. To process queries over 

encrypted data without the cloud for ever decrypting the 

data is a very challenging task. In this paper, focusing to 

solving the k-NN query problem over encrypted database 

outsourced to the cloud. A user issues an encrypted query 

record to the cloud, and the cloud returns the k closest 

records to the user.  In this paper, first present a basic 

scheme and demonstrate that such a naive solution is not 

secure. In the proposed work a secure k-NN protocol is used 

to provide a better security that protects the confidentiality 

of the data, user’s input query, and data access patterns. 
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Also, empirically analyze the efficiency of protocols 

through various experiments. These results indicate the 

secure protocol is very efficient on the user end, and this 

lightweight scheme permits to a user to use in any mobile 

device to perform the k-NN query [1]. 

Mohammad Havaei, Pierre-Marc Jodoin, Hugo 

Larochelle has proposed for the problem as one of within 

brain generalization. Specifically, a semi-automatic method 

that segments a given brain by training and generalizing 

within that brain only, in view of some basic user 

interaction. Here the investigation is  how k-NN, arguably 

the simplest machine learning technique available, 

combined with the simplest feature vector potential can be 

combined into a method that is both simple, accurate and 

fast. Results obtained on the online BRATS dataset uncover 

the method is fast and second best in terms of the complete 

and center test set tumor segmentation [3]. 

K. Samanthula, Y. Elmehdwi, and W. Jiang has 

proposed in data mining applications, classification is one of 

the generally used tasks in data mining. Previously many 

solutions have been proposed to the classification problem 

under different security models. This paper proposed a 

secure k-NN classifier over encrypted data in the cloud. A 

novel privacy-preserving k-NN classification protocol, 

denoted by PPkNN is proposed. This is created using secure 

multiplication (SM), Secure minimum (SMIN), and Secure 

minimum out of n numbers (SMINn) protocols. PPkNN 

protocol safeguards the confidentiality of the data, users 

input query, and hides the data access patterns [4]. 

Shaneck M, Kim Y, Kumar V. Privacy preserving 

nearest neighbor search is to use the semantically secure 

homomorphic encryption scheme. The privacy preserving k-

nearest neighbor classification technique can classify large 

amounts of data in a very abundant secured fashion. In this 

technique, user gives a query xq wants to compute the 

distance between xq and each training instances. Each user 

handles only portion of the instances they compute the 

distance measure as indicated by their attribute values. 

Discover the k-nearest neighbour of xq all users to sum their 

distances together [5]. 

III. CONCLUSION 

In Data Mining several algorithms and techniques can be 

used. Different types of classification algorithms have been 

introduced in past few years. The k-NN classification is 

proposed an encrypted data in the cloud and it is used to 

provide privacy of the data, security of user query and hide 

the access pattern. k-NN classification has main drawbacks 

in existing when the data size is large then processing speed 

is very low. To overcome the drawbacks in k-NN, Fuzzy 

Logic may be used to improve or enhance the efficiency and 

speed.  
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