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Abstract— Wireless Sensor Network (WSN) is mainly 

concerned with energy efficiency and security. Power 

exhausting attacks such as denial of sleep shortens the 

lifetime of WSN rapidly. Some of the MAC protocols are 

proposed to protect the sensor networks and extend its 

lifetime. The existing security mechanism awakes the sensor 

nodes before the security processes are allowed to execute. 

The work aims to authenticate the process by reducing the 

energy consumption of sensor nodes and enhances the 

performance of MAC protocols for power exhausting attacks. 

The scheme aims at replaying the attack in an efficient way. 

The reduced energy consumption is the coordination between 

energy conserved and security requirements for the sensor 

network application. The elaborated analysis of energy 

distribution shows a reasonable decision rule for coordination 

between energy conserved and security needs for wireless 

sensor networks. By combination of low complex secure 

method and multiple check points, the proposed design can 

defense against DOS attacks. 
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I. INTRODUCTION 

Wireless Sensor Network (WSN) is a collection of spatially 

distributed, resource-constrained sensor nodes, deployed 

within an application area, to monitor a specific event or set 

of events. . These sensor nodes are standalone devices 

without access to a continuous energy source and are located 

either within or close to the phenomena they are observing.  

To save energy and extend the lifetime of WSNs, 

there are different schemes are proposed and researched[1]. 

The duty cycle based protocol is one of the schemes in energy 

conservation of WSNs. In the duty-cycle based WSN MAC 

protocols, the sensor nodes are switch between active and 

sleep state periodically and these nodes enter sleep mode after 

a certain period. In the Low Power Listening (LPL) based 

WSN MAC protocol, such as Berkely-MAC (B-MAC) [2], 

the receiver wakes up periodically to sense the preamble from 

the sender and then to receive and process the data and this 

type of LPL based MAC protocol are asynchronous, which 

decouples the sender and receiver with time synchronization. 

The X-MAC protocol improves LPL based MAC protocol by 

replacing the long preamble with shot preambles [3]. Fig. 1 

shows the timeline of X-MAC protocol, which allows the 

receiver to send acknowledgment (ACK) back to the sender 

as soon as it senses the preamble. 

The Denial-of-Sleep is one of the force depleting 

attacks of WSNs. This sort of attacks tries to keep the sensor 

hubs wakeful to expend more energy of the compelled power 

supply. In any security mechanism of WSNs, the sensor 

nodes must be walk before receiving data and checking 

security properties. Current layer-2 protocol designs are 

insufficient to protect a WSN from Denial-of-Sleep attack 

[4]. The energy conservation is one of the major goals of 

WSN design, whereas the security scheme always consumes 

more energy of system.  

 
Fig. 1: Timeline for X-MAC protocol 

Without security mechanism, an anti-node can 

broadcast a fake preamble frequently. If the receiver cannot 

tell the real preamble and the fake one, the receiver will 

receive and process the data from the anti-node. Such attack 

will keep the receiver awake as long as the data transmission 

sustains, which exhausts the battery of nodes rapidly. 

Moreover, an anti-node can replay a fake preamble ACK to 

the sender. Thus, the sender will start to send the data to the 

anti-node but it will never receive the right data ACK. 

Similarly, the sender may send data repeatedly and exhausts 

the battery of node rapidly. As a result, the sender and 

receiver need mutual authentication. 

In this paper, a cross layer design of secure scheme 

integrating the MAC protocol, Two-Tier Energy-Efficient 

Secure Scheme (TE2S), is proposed. to protect the WSNs 

from the above attacks. The practical design is to simplify the 

security process when suffering the power exhausting attacks. 

This cross-layer design involves coupling two layers at 

design time without creating a new interface for information 

sharing at runtime. The design principles and features of the 

proposed secure scheme are: 

 Low complexity 

 Energy conservation  

 Mutual authentication  

 Capability to counter the Denial-of-Sleep attack 

 Dynamic session key generated with challenge text 

 Integrating the MAC protocol. 

As per the proposed scheme, it uses hash chain to 

make dynamic session key, which is used for mutual 

authentication and symmetric encryption key. The cross-

layer design can check and disrupt multiple attacks at 

different check points. So that the combination of low 

complexity process and number of check points can protect 

against attacks. 

II. RELATED WORK 

In [5], a dynamic session key arrangement (DSKP) was 

proposed in view of a onetime watchword (OTP) framework 

to secure clients amid the validation procedure and session 
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key understanding procedure. The explanation behind 

utilizing OTP is that it shifts with sessions where the length 

is sufficiently long contrasted and a human-picked secret 

word [6]. Along these lines, it is difficult to follow and 

distinguish. By utilizing the counter showed hash-chain 

calculation, the DSKP is computational shabby. Be that as it 

may, the synchronized counter of hash-chain calculation may 

not be suited to the non concurrent LPL based MAC 

convention in WSNs.  

III. PROPOSED SYSTEM 

In this stage, the secure adaptive topology control algorithm 

(SATCA) is involved to form the hierarchical topology in 

four phases: (I) anti-node detection; (II) cluster formation; 

(III) key distribution; (IV) key renewal [7]. 

 
Sensor nodes        secure topology          Two-tiersecure scheme             

Fig. 2: System Architecture 

 In stage I, a validated television system is connected 

to distinguish the counter hubs. In stage II, the adaptive 

distributed topology control calculation (ADTCA) [8] 

performs the cluster head determination and the passage 

choice to shape the bunches. In the stage III, two symmetric 

keys, a group key and an entryway key, are dispersed locally 

under Fig. 2. Key conveyance for WSNs. group development. 

The securities of intra-and between group correspondence are 

set up upon the bunch key and the door key individually. In 

stage IV, the key restoring process renounces the old keys and 

performs the restoration of the keys. 

IV.  DESIGN OF TE2S 

After the safe topology development stage, there is a common 

mystery key between the substantial part hubs and cluster 

head of every bunch. A group key is a key shared by a cluster 

head and all its group individuals, which is basically utilized 

for securing neighborhood telecast messages (e.g. steering 

control data or sensor messages). In view of the safe group 

topology, a two-level security plan is performed to transmit 

data safely what's more, rapidly. This plan can help the hubs 

in choosing to switch into rest mode or to keep wakeful as 

quickly as time permits. In this work, the X-MAC convention 

is included as the essential design of the proposed security 

plan [9]. The conduct of bundle trade in the X-MAC 

convention is appeared in Fig. 3. 

 
Fig. 3: Exchange of packets in X-MAC protocol 

A. Tier 1: Session Key Agreement 

In Tier-1, a hash-chain is made by utilizing the group key Kc, 

which is the common mystery between the substantial 

individuals and the cluster head. This hash-chain is utilized 

for shared verification and symmetric encryption key. A point 

by point execution is depicted as takes after (Fig. 4):  

 
Fig. 4: Session Key Agreement 

Step 1: The sender chooses an arbitrary number Rs 

and registers the safe token (i.e. Token = h (Kc | Rs )).  

Step 2: The sender sends its ID, recipient's ID, 

secure    token also, arbitrary number Rs as the preface.  

Step 3: The recipient confirms the safe token. On the 

off chance that the token is not legitimate, the recipient does 

a reversal to rest mode instantly. In the event that the token is 

substantial, then beneficiary chooses an arbitrary number Rr 

and figures the session key Ks = h (Kc | Rs | Rr). The 

beneficiary moreover processes the hash chain h(Ks) and 

h(h(Ks)).  

Step 4: The beneficiary sends the h(h(Ks)) and 

irregular number Rr as the ACK.  

Step 5: The sender processes the session key Ks = h 

(Kc | Rs | Rr) and the hash chain h(Ks) and h(h(Ks)). The 

sender then confirms the h(h(Ks)). On the off chance that the 

h(h(Ks)) is not legitimate, the sender won't send the 

information. To check the protected token legitimate, the 

beneficiary executes 1 hash capacity registering and 1 

looking at processing. These 2 calculations are exceptionally 

straightforward and quick. In the event that the protected 

token is not legitimate, the beneficiary about-faces to rest 

mode instantly also, disposes of all the rest forms. To check 

the beneficiary is substantial, the sender registers and looks at 

the got h(h(Ks)). On the off chance that the h(h(Ks)) is not 

legitimate, the sender won't send the information. The hash 

chain h(Ks) and h(h(Ks)) are processed for shared 

confirmation. Along these lines, the sender and recipient 

achieve a dynamic session key concurrence with one and only 
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arbitrary number choice and three hash capacity calculations 

separately. This key understanding does not include any 

encryption/unscrambling registering. The irregular number is 

the capacity of clock to make the operation of the arbitrary 

number generator basic and quick. 

B. Tier 2: Data Transmission: 

With the new made element session key Ks, the sender can 

encode the transmission information through symmetric 

encryption. A point by point execution of this procedure is 

appeared in Fig. 5 and depicted as takes after:  

Step 1: The sender sends the h(Ks) and E SymKs 

(DATA | MACKs(DATA)) to beneficiary.  

Step 2: The beneficiary confirms the h(Ks). On the 

off chance that the h(Ks) is definitely not legitimate, the 

beneficiary does a reversal to rest mode promptly. On the off 

chance that the h(Ks) is substantial, the recipient unscrambles 

the information and checks the MAC of information.  

Step 3: The beneficiary sends the information ACK 

to sender. equipment. Henceforth, the sender processes h(Ks) 

from known Ks or Kc. To check the got bundle legitimate, 

the recipient just looks at h(Ks). In the event that the h(Ks) is 

not legitimate, the recipient about-faces to rest mode instantly 

and disposes of all the rest forms. It is infeasible to register 

the h(Ks) from h(h(Ks)). The sender must figure h(Ks) from 

known Ks or Kc. The hash chain h(Ks) and h(h(Ks) validate 

sender and collector commonly. 

 
Fig. 5: Data Transmission 

V. RESULTS ANALYSIS 

The above work has been simulated by using a network 

simulator-2(NS2) and plots are shown for some of the 

parameters such as throughput, packet delivery ratio (PDR) 

and energy. Fig. 6 shows the energy after the completion of 

the simulation which is retrieved from the trace file. The 

throughput of the nodes during the simulation shown in fig.7 

and fig.8 shows the PDR graph that the packets are delivered 

from source to destination successfully. 

 
Fig. 6: Energy graph 

 
Fig. 7: Throughput graph 

 
Fig. 8: PDR graph 

VI. CONCLUSION 

We propose a cross-layer design for an energy-efficient 

scheme by integrating the MAC protocol. Our scheme 

reduces the authenticating process as short as possible. The 

simulation results shows that the proposed scheme has better 

energy level to prolong the network life time. The analysis 

shows that the scheme is efficient in both sender-initiated 

scheme and receiver-initiated scheme. Our scheme provides 

a low complexity security method and multiple check points 

to defense against DOS attacks. The simulation is performed 

using the Network Simulator (NS2). The sensor nodes are 

deployed in the form of cluster and each of the clusters has a 

cluster head which is expected to ensure that only 

authenticated and verified nodes can send the data to the sink 

In future, energy consumption can be investigated 

under various duty cycle to provide more extensive 

simulation results and to provide efficiency of two-tier 

scheme. 
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