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Abstract— In this paper we are implementing a high-speed 

RS232 based CAN Bus Network analyzer based on PIC 

Microcontroller. Two PIC (16F877A) microcontroller having 

two interconnected CAN interfaces with acceptance filters 

are used. By using stand-alone CAN controller (MCP2515), 

microcontroller receive the data on CAN bus, convert the 

data in serial format and transfer the data to Personal 

computer (PC) or Laptop using RS232 serial port or virtual 

serial port. 
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I. INTRODUCTION 

The CAN BUS Analyzer is a simple to use low cost CAN 

bus monitor which can be used to develop and debug a high 

speed CAN network. The device supports CAN 2.0b and 

ISO11898-2 and a broad range of functions which allow it 

to be used across various market segments including 

automotive, industrial, medical and marine. Generally in 

industries there is traditional network communications like 

RS232, RS485 etc. are limited for short distances.  The 

CAN bus is also used as a field bus in general automation 

environments; primarily due to the low cost of some CAN 

Controllers and processors. CAN bus will be increasingly 

used in wide range of applications for its superiority. A need 

arises when using CAN buses to monitor the data on the bus 

as well as having the ability to inject further data onto it. 

This provides the ability to fully test a CAN network on 

both the frame level and the bit level. A low cost and 

portable CAN bus analyzer is requiring testing or 

Monitoring the CAN bus in the fields. Thus, we are 

implementing a RS232 based CAN Bus Network analyzer 

based on PIC (16F877A) microcontroller.  

A. History of Controller Area Network (CAN) 

The CAN bus was developed by BOSCH as a multi-master, 

message broadcast system that specifies a maximum 

signaling rate of 1 megabit per second (bps). CAN was 

introduced to be used in Automotive Application in order to 

reduce the complex wiring problems inside passenger cars. 

Most of the cars which are manufactured since 1980’s uses 

CAN as a standard for in vehicle communication. CAN is an 

International Standardization Organization (ISO) defined 

serial communications bus originally developed for the 

automotive industry to replace the complex wiring harness 

with a two-wire bus. CAN is documented as an International 

standard as ISO11898 for high speed applications and 

ISO11519 for low speed applications. 

Unlike a traditional network such as USB or 

Ethernet, CAN does not send large blocks of data point-to-

point from node A to node B under the supervision of a 

central bus master. In a CAN network, many short messages 

like temperature or RPM are broadcast to the entire network, 

which provides for data consistency in every node of the 

system. The specification calls for high immunity to 

electrical interference and the ability to self-diagnose and 

repair data errors. These features have led to CAN’s 

popularity in a variety of industries including building 

automation, medical, and manufacturing.  

The CAN communications protocol, ISO-11898: 

2003, describes how information is passed between devices 

on a network and conforms to the Open Systems 

Interconnection (OSI) model that is defined in terms of 

layers. Actual communication between devices connected 

by the physical medium is defined by the physical layer of 

the model. The ISO 11898 architecture defines the lowest 

two layers of the seven layer OSI/ISO model as the data-link 

layer and physical layer in Fig 1. 

 
Fig. 1: Layered ISO 11898 standard architecture. 

CAN communication takes the form of the 

ISO/OSI 7-layer model, where: 

 Layers 3 to 7 (application) are handled by user software 

(e.g., CANOpen, etc.) 

 Layer 2 (data-link) is outlined by ISO 11898-1 and the 

CAN 2.0 specification. 

 Layer 1 (physical, electrical signaling and wiring) is 

defined by ISO 11898. 

 
Fig. 2: CAN and the ISO/OSI model 

II. WHAT IS A CAN BUS? 

A Controller Area Network (CAN) is a multi-cast, shared, 

serial bus standard designed to operate in 

electromagnetically noisy environments, such as automotive 

and general industrial locations. The shared serial bus is 

called a CAN bus. Machines, sensors, and other devices on 

the CAN bus are nodes. For example, in a vehicle the CAN 
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bus can control a car’s dashboard displays, power windows, 

power locks, windshield wipers, exterior lighting, and so 

forth. Another higher-speed CAN bus can control the engine 

and brake system operation. 

The CAN Bus (Controller Area Network) is a 

vehicle bus standard designed to allow micro-controllers and 

devices to communicate with each other within a vehicle 

without a host computer. CAN is a multi-master broadcast 

serial bus standard for connecting electronic control units 

(ECUs). Each node is able to send and receive messages, but 

not simultaneously. A message consists primarily of an ID 

(identifier), which represents the priority of the message. A 

CAN message that is transmitted with highest priority will 

succeed and the node transmitting the lower priority 

message will sense this and back off and wait. 

 
Fig. 3: CAN bus sample topology with termination resistors. 

The information is transmitted by two twisted wires 

that connect all system modules. It is transmitted by voltage 

difference between the two levels. The high voltage value 

represents 1 and low 0. Its combination forms an appropriate 

message. The CAN Bus standard is a high-level protocol 

which offers various benefits compared to other simple 

wired protocols. For example, all the devices can send 

information whenever they want (if the bus is not busy) 

without the need of a master. CAN Bus offers addressing, 

acknowledge, retry services. Besides, the protocol sets a 

standard frame that can be adapted in a flexible way. Last, it 

is easy to reach several hundreds of meters’. 

 
Fig. 4: Twisted wires and tension levels of a CAN bus 

A. Functional Description 

The data messages transmitted by any node on a CAN bus 

do not contain addresses of either the transmitting node or 

any receiving node. The message itself contains a unique 

identifier that all nodes receive. Each receiving node 

performs an acceptance test on the identifier to decide 

whether or not the message is of interest to that node. If it is, 

the message is processed. If not, the message is ignored. The 

identifier also determines the importance of the message. 

The lower the numerical value, the higher the priority. If 

two or more nodes try to transmit at the same time, a non-

destructive arbitration function ensures that messages are 

sent in priority order and no messages are lost.  

B. Bit Types  

Bits are classified as either “dominant” or “recessive.” The 

bus can have one of two complementary logical values — 

dominant or recessive. If simultaneous transmission of 

dominant and recessive bits occurs, the resulting value will 

be dominant. For example, when using a wired-AND 

implementation of the bus, the dominant level is represented 

by a logical 0 and the recessive level by a logical 1. All 

nodes can listen and transmit at the same time. If a node 

transmits a dominant bit, it will see a dominant bit on the 

bus. Also, the transmitting node will not know if another 

node was trying to transmit. If a node transmits a recessive 

bit, however, and a dominant bit is seen on the bus, the node 

knows that someone else is on the bus. 

C. Bit Encoding 

CAN uses NRZ “non-return to zero” encoding with bit 

stuffing over a differential 2-wire bus, usually twisted-pair. 

This encoding ensures compact messages with minimum 

transitions and high noise immunity. 

A CAN system can operate successfully in very 

severe environments. It also uses a sophisticated error 

checking technique to ensure that all transmission errors are 

immediately detected. In applications with speeds below 

125 kbps, a CAN bus will continue to operate (although 

with higher noise) if either of the two bus wires is broken, if 

either wire is shorted to ground, or if either wire is shorted 

to the power supply. The purpose of this mode is to permit 

the bus to operate after a car crash has severed one of the 

lines. Each node continues to monitor the faulty line and 

will resume two-wire operation when the fault condition is 

removed. 

D. Design Flexibility 

The fact that CAN messages are not addressed to specific 

nodes offers great flexibility in designing a system. Each 

node decides for itself whether or not the transmitted 

message is relevant to it. As a result, we can add new 

receiving nodes without having to make any changes to 

existing hardware or software. Measurement information 

needed by several controllers can be broadcast over the bus, 

eliminating the need for individual sensors for each 

controller. 

E. Bus Arbitration 

To assign priority to messages, CAN uses the CSMA/CD 

method (Carrier Sense, Multiple Access with Collision 

Detect) plus a non-destructive bus arbitration scheme to 

resolve conflicts. The numerical value of each message 

identifier is assigned by the system designer at the start of 

the project. This value, by definition, also sets the relative 

priority of a message. The identifier with the lowest value 

has the highest priority. Any conflicts are resolved by 

bitwise arbitration and a wired-AND method. The CAN 

communication protocol is a carrier-sense, multiple-access 

protocol with collision detection and arbitration on message 

priority (CSMA/CD+AMP). CSMA means that each node 

on a bus must wait for a prescribed period of inactivity 

before attempting to send a message. CD+AMP means that 

collisions are resolved through a bit wise arbitration, based 

on a preprogrammed priority of each message in the 

identifier field of a message. The higher priority identifier 

always wins bus access. That is, the last logic-high in the 

identifier keeps on transmitting because it is the highest 

priority. Since every node on a bus takes part in writing 

every bit "as it is being written," an arbitrating node knows 

if it placed the logic-high bit on the bus. 

F. Physical & Data-Link Layer Communication 

The CAN bus is a shared, multi master, event-oriented 

message transmission bus. Any node may transmit on the 

bus when the bus is idle (multi master), and communicate 
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with any other node(s) that are in listening mode. Nodes 

constantly listen to the bus and filter out messages not 

relevant to them as determined by the acceptance mask. To 

determine which node (of the many connected nodes) may 

transmit on an idle bus, a non-destructive contention-based 

bus arbitration scheme (CSMA/ CD) is used, as described 

above. Nodes always listen. When they notice that the bus is 

idle, they transmit their 11 or 29-bit object identifier. The 

node with the lowest object identifier number is given 

priority to transmit a frame; and then the process repeats. 

G. Bit Rate and Bus Length 

Because of the definition of the bit time, it clearly exists a 

dependency between the bit time and the signal propagation 

delay, that is, between the maximum achievable bit rate (or 

transmission speed) and the length of the bus. The signal 

propagation delay to be considered for the computation of 

the maximum allowed bus length includes several stages, 

with variable delays, depending on the quality of the 

selected components. For short, high speed networks, the 

biggest limitation to bus length is the transceivers 

propagation delay. The parameters of the electrical medium 

become important when the bus length is increased. Signal 

propagation, the line resistance and wire cross sections are 

factors when dimensioning a network. In order to achieve 

the highest possible bit rate at a given length, a high signal 

speed is required. 

 
Table 1: Typical transmission speeds and corresponding bus 

lengths 

H. Data Parameters  

A CAN network can be configured to work with two 

different message (or “frame”) formats:  

 The standard or base frame format (or CAN 2.0 A)  

 The extended frame format (or CAN 2.0 B)  

The only difference between the two formats is that 

the “CAN base frame” supports a length of 11 bits for the 

identifier, and the “CAN extended frame” supports a length 

of 29 bits for the identifier, made up of the 11-bit identifier 

(“base identifier”) and an 18-bit extension (“identifier 

extension”). The distinction between CAN standard frame 

format and CAN extended frame format is made by using 

the IDE bit, which is transmitted as dominant in case of an 

11-bit frame, and transmitted as recessive in case of a 29-bit 

frame. 

 
Table 2: Standard frame format 

 
Table 3: Extended frame format 

I. CAN Message Format 

When a device has transmission permission on the bus, it 

broadcasts a (message) frame to the other connected 

devices. 

There are four types of frames: 

 Remote Frame: requests transmission of a specific 

identifier 

 Error Frame: transmitted by any node detecting an error 

 Overload Frame: request to inject a delay between 

data/remote frames 

 Data Frame: a frame that contains data 

III. STUDY OF CAN CONTROLLER/ TRANSCEIVER AND PIC 

MICROCONTROLLER 

The MCP2515 is a stand-alone CAN controller developed to 

simplify applications that require interfacing with a CAN 

bus. The MCP2515 interfaces with microcontrollers 

(MCUs) via an industry standard Serial Peripheral Interface 

(SPI). The device consists of three main blocks: 

1) The CAN module, which includes the CAN protocol 

engine, masks, filters, transmit and receive buffers. 

2) The control logic and registers that are used to 

configure the device and its operation. 3. The SPI 

protocol block.  

IV. CAN MODULE 

The CAN module handles all functions for receiving and 

transmitting messages on the CAN bus. Messages are 

transmitted by first loading the appropriate message buffer 

and control registers. Transmission is initiated by using 

control register bits via the SPI interface or by using the 

transmit enable pins. Status and errors can be checked by 

reading the appropriate registers. Any message detected on 

the CAN bus is checked for errors and then matched against 

the user-defined filters to see if it should be moved into one 

of the two receive buffers.  

A. Control Logic 

The control logic block controls the setup and operation of 

the MCP2515 by interfacing to the other blocks in order to 

pass information and control.  

B. SPI Protocol Block 

The MCU interfaces to the device via the SPI interface. 

Writing to, and reading from, all registers is accomplished 

using standard SPI read and write commands, in addition to 

specialized SPI commands. 

 
Fig. 5: CAN controller and Transreceiver 

CAN transceiver is an interface between protocol 

controller and the physical bus. The MCP2551 is a high-

speed CAN transceiver, fault-tolerant device that serves as 
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the interface between a CAN protocol controller and the 

physical bus. The MCP2551 provides differential transmit 

and receive capability for the CAN protocol controller and is 

fully compatible with the ISO-11898 standard, including 

24V requirements. It will operate at speeds of up to 1 Mb/s. 

typically, each node in a CAN system must have a device to 

convert the digital signals generated by a CAN controller to 

signals suitable for transmission over the bus cabling 

(differential output). It also provides a buffer between the 

CAN controller and the high-voltage spikes that can be 

generated on the CAN bus by outside sources (EMI, ESD, 

electrical transients, etc.).The device provides transmit 

capability to the differential bus and differential receive 

capability to the controller [2].  

The MCU interfaces to the device via the SPI 

interface. Writing to, and reading from, all registers is 

accomplished using standard SPI read and write commands, 

in addition to specialized SPI commands. 

V. METHODOLOGY 

A. CAN Analyzer  

The following report details the development of a PC based 

CAN bus analyzer on PIC microcontroller PICF877A.The 

CAN BUS Analyzer Tool is intended to be a simple-to-use, 

low-cost CAN Bus monitor which can be used to develop 

and debug a high-speed CAN network. 

This tool will be used to develop and debug a high-

speed CAN network interface between various components 

of Airbrake System like Cabin Control Unit, Brake handles, 

Emergency brake panel, and Remote Pilot Device etc. The 

project is planned to study CAN Bus system and familiarize 

the protocol to build a proof of the concept and this included 

development of SPI interface for MCP 2515 CAN Bus 

module and UART to CAN bus Bridge using PIC16F877A 

micro controller. Also a PC based software to test the basic 

functionality as well as the feasibility to use UART interface 

for the analyzer. 

 
Fig. 6: Application requirement 

The communication via the CAN bus starts with 

the UI (User interface), with the first microcontroller board 

which is connected to the PC via a UART. The application 

code will be developed in C programming language. The 

MikroC IDE software will be used to build the hex file for 

these C programs with a PICKit2 programmer/debugger. 

The digital signal is received by CAN module from first PIC 

module through CAN bus is transmitted to PIC micro 

controller (second module) by using SPI. The second 

module is programmed to control the lamp panel by 

receiving commands from the UI at PC side. At receiving 

end of the first module, the CAN transceiver receives the 

data and it gives to second microcontroller. The 

microcontroller will give the data to monitor through the 

serial communication. For this we require a suitable 

hardware to design Microcontroller and CAN transceiver (as 

shown in figure). 

VI. CONCLUSION 

A GUI is developed in Microsoft Visual C++ for controlling 

the CAN analyser from PC which is connected through a 

UART. It is as shown in figure. The code is combined using 

all the features as listed above [11]. The final project kit 

implemented with above mentioned specifications is as 

shown in the snapshot (Fig 8). 

 
Fig. 7: GUI Dialog box 

 
Fig. 8: Project Kit 
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