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Abstract— Today, as sensing, actuation, communication, and 

control have become ever more sophisticated and universal, 

there is significant overlap in these communities, sometimes 

from slightly different perspectives. They cut across many 

areas of modern day living. This offers the ability to 

measure, deduce and understand environmental indicators, 

from delicate ecologies and natural resources to urban 

environments. With the increase of these devices in a 

communicating-actuating network creates the Internet of 

Things (IoT), wherein, sensors and actuators blend 

effortlessly with the environment around us. This paper 

presents an overview of IoT, communication models, IoT 

origins and drivers along with its challenges and issues. 
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I. INTRODUCTION 

The Internet of Things represents a vision in which the 

Internet extends into the real world embracing everyday 

objects. Physical items are no longer disconnected from the 

virtual world, but can be controlled remotely and can act as 

physical access points to Internet services. An Internet of 

Things makes computing truly ubiquitous – a concept 

initially put forward by Mark Weiser in the early 1990s [1]. 

This development is opening up huge opportunities for both 

the economy and individuals. However, it also involves 

risks and represents an immense technical and social 

challenge. The Internet of Things vision is grounded in the 

belief that the steady advances in microelectronics, 

communications and information technology we have 

witnessed in recent years will continue into the predictable 

future. In fact – due to their diminishing size, constantly 

falling price and declining energy consumption – 

processors, communications modules and other electronic 

components are being increasingly integrated into everyday 

objects today. 

“Smart” objects play a key role in the Internet of 

Things vision, since embedded communication and 

information technology would have the potential to 

revolutionize. This paper is an updated translation of [2] the 

utility of these objects. Using sensors, they are able to 

perceive their context, and via built-in networking 

capabilities they would be able to communicate with each 

other, access Internet services and interact with people. 

“Digitally upgrading” conventional object in this way 

enhances their physical function by adding the capabilities 

of digital objects, thus generating substantial added value. 

Forerunners of this development are already apparent today 

– more and more devices such as sewing machines, exercise 

bikes, electric toothbrushes, washing machines, electricity 

meters and photocopiers are being “computerized” and 

equipped with network interfaces. 

II. ORIGINS AND DRIVERS 

A. Origins 

The term “Internet of Things” (IoT) was first used in 1999 

by British technology pioneer Kevin Ashton to describe a 

system in which objects in the physical world could be 

connected to the Internet by sensors. Ashton coined the term 

to illustrate the power of connecting Radio-Frequency 

Identification (RFID) tags [4] used in corporate supply 

chains to the Internet in order to count and track goods 

without the need for human intervention. Today, the Internet 

of Things has become a popular term for describing 

scenarios in which Internet connectivity and computing 

capability extend to a variety of objects, devices, sensors, 

and everyday items. While the term “Internet of Things” is 

relatively new, the concept of combining computers and 

networks to monitor and control devices has been around for 

decades. By the late 1970s, for example, systems for 

remotely monitoring meters on the electrical grid via 

telephone lines were already in commercial use [5]. In the 

1990s, advances in wireless technology allowed “machine–

to–machine” (M2M) enterprise and industrial solutions for 

equipment monitoring and operation to become widespread. 

Many of these early M2M solutions, however, were based 

on closed purpose–built networks and proprietary or 

industry–specific standards [6], rather than on Internet 

Protocol (IP)–based networks and Internet standards. 

B. Drivers 

From a broad perspective, the confluence of several 

technology and market trends is making it possible to 

interconnect more and smaller devices cheaply and easily: 

1) Ubiquitous Connectivity 

Low–cost, high–speed, pervasive network connectivity, 

especially through licensed and unlicensed wireless services 

and technology, makes almost everything “connectable’’. 

2) Widespread Adoption of IP–Based Networking 

IP has become the dominant global standard for networking, 

providing a well–defined and widely implemented platform 

of software and tools that can be incorporated into a broad 

range of devices easily and inexpensively. 

3) Computing Economics 

Driven by industry investment in research, development, 

and manufacturing, Moore’s law continues to deliver greater 

computing power at lower price points and lower power 

consumption. 

4) Miniaturization 

Manufacturing advances allow cutting-edge computing and 

communications technology to be incorporated into very 

small objects. Coupled with greater computing economics, 

this has fuelled the advancement of small and inexpensive 

sensor devices, which drive many IoT applications. 

5) Advances in Data Analytics  

New algorithms and rapid increases in computing power, 

data storage, and cloud services enable the aggregation, 

correlation, and analysis of vast quantities of data; these 
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large and dynamic datasets provide new opportunities for 

extracting information and knowledge. 

6) Rise of Cloud Computing 

Cloud computing, which leverages remote, networked 

computing resources to process, manage, and store data, 

allows small and distributed devices to interact with 

powerful back-end analytic and control capabilities. 

From this perspective, the IoT represents the 

convergence of a variety of computing and connectivity 

trends that have been evolving for many decades. At 

present, a wide range of industry sectors which include 

automotive, healthcare, manufacturing, home and consumer 

electronics, and well beyond -- are considering the potential 

for incorporating IoT technology into their products, 

services, and operations. 

III. INTERNET OF THINGS COMMUNICATION MODELS 

From an operational perspective, it is useful to think about 

how IoT devices connect and communicate in terms of their 

technical communication models. The discussion below 

presents the framework and explains the key characteristics 

of each model. 

A. Device-to-Device Communication 

The device-to-device communication model represents two 

or more devices that directly connect and communicate 

between one another, rather than through an intermediary 

application server. These devices communicate over many 

types of networks, including IP networks or the Internet. 

Often, however these devices use protocols like Bluetooth, 

40 Z-Wave, 41 or ZigBee42 to establish direct device-to-

device communications, as shown in Figure 1. 

 
Fig. 1: Example of device-to-device communication 

model. 

These device-to-device networks allow devices that 

adhere to a particular communication protocol to 

communicate and exchange messages to achieve their 

function. This communication model is commonly used in 

applications like home automation systems, which typically 

use small data packets of information to communicate 

between devices with relatively low data rate requirements. 

B. Device-to-Cloud Communication 

 
Fig. 2: Device-to-cloud communication model diagram. 

In a device-to-cloud communication model, the IoT device 

connects directly to an Internet cloud service like an 

application service provider to exchange data and control 

message traffic. This approach frequently takes advantage of 

existing communications mechanisms like traditional wired 

Ethernet or Wi-Fi connections to establish a connection 

between the device and the IP network, which ultimately 

connects to the cloud service. This is shown in Figure 2. 

C. Device-to-Gateway Model 

In the device-to-gateway model, or more typically, the 

device-to-application-layer gateway (ALG) model, the IoT 

device connects through an ALG service as a conduit to 

reach a cloud service. In simpler terms, this means that there 

is an application software operating on a local gateway 

device, which acts as an intermediary between the device 

and the cloud service and provides security and other 

functionality such as data or protocol translation. The model 

is shown in Figure 3. 

 
Fig. 3: Device-to-gateway communication model diagram. 

D. Back End Sharing Model 

The back-end data-sharing model refers to a communication 

architecture that enables users to export and analyse smart 

object data from a cloud service in combination with data 

from other sources. This architecture supports “the [user’s] 

desire for granting access to the uploaded sensor data to 

third parties”. This approach is an extension of the single 

device-to-cloud communication model, which can lead to 

data silos where “IoT devices upload data only to a single 

application service provider’’. A back-end sharing 

architecture allows the data collected from single IoT device 

data streams to be aggregated and analysed.The back-end 

data-sharing model suggests a federated cloud services 

approach [3] or cloud applications programmer interfaces 

(APIs) are needed to achieve interoperability of smart 

device data hosted in the cloud. A graphical representation 

of this design is shown in Figure 4. 

 
Fig. 4: Back-end data sharing model diagram. 

IV. ISSUES AND CHALLENGES 

Five key IoT issue areas are examined to explore some of 

the most pressing challenges and questions related to the 
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technology. These include security; privacy; interoperability 

and standards; legal, regulatory, and rights; and emerging 

economies and development. 

A. Security 

While security considerations are not new in the context of 

information technology, the attributes of many IoT 

implementations present new and unique security 

challenges. Addressing these challenges and ensuring 

security in IoT products and services must be a fundamental 

priority. Users need to trust that IoT devices and related data 

services are secure from vulnerabilities, especially as this 

technology has become more pervasive and integrated into 

our daily lives. Poorly secured IoT devices and services can 

serve as potential entry points for cyber-attack and expose 

user data to theft by leaving data streams inadequately 

protected. 

The interconnected nature of IoT devices means 

that every poorly secured device that is connected online 

potentially affects the security and resilience of the Internet 

globally. This challenge is amplified by other considerations 

like the mass-scale deployment of homogenous IoT devices, 

the ability of some devices to automatically connect to other 

devices, and the likelihood of fielding these devices in 

unsecure environments. 

As a matter of principle, developers and users of 

IoT devices and systems have a collective obligation to 

ensure they do not expose users and the Internet itself to 

potential harm. Accordingly, a collaborative approach to 

security will be needed to develop effective and appropriate 

solutions to IoT security challenges that are well suited to 

the scale and complexity of the issues. 

B. Privacy  

The full potential of the Internet of Things depends on 

strategies that respect individual privacy choices across a 

broad spectrum of expectations. The data streams and user 

specificity afforded by IoT devices can unlock incredible 

and unique value to IoT users, but concerns about privacy 

and potential harms might hold back full adoption of the 

Internet of Things. This means that privacy rights and 

respect for user privacy expectations are integral to ensuring 

user trust and confidence in the Internet, connected devices, 

and related services. 

Indeed, the Internet of Things is redefining the 

debate about privacy issues, as many implementations can 

dramatically change the ways personal data is collected, 

analysed, used, and protected. For example, IoT amplifies 

concerns about the potential for increased surveillance and 

tracking, difficulty in being able to opt out of certain data 

collection, and the strength of aggregating IoT data streams 

to paint detailed digital portraits of users. While these are 

important challenges, they are not insurmountable. In order 

to realize the opportunities, strategies will need to be 

developed to respect individual privacy choices across a 

broad spectrum of expectations, while still fostering 

innovation in new technology and services. 

C. Interoperability / Standards 

A fragmented environment of proprietary IoT technical 

implementations will inhibit value for users and industry. 

While full interoperability across products and services is 

not always feasible or necessary, purchasers may be hesitant 

to buy IoT products and services if there is integration 

inflexibility, high ownership complexity, and concern over 

vendor lock-in. 

In addition, poorly designed and configured IoT 

devices may have negative consequences for the networking 

resources they connect to and the broader Internet. 

Appropriate standards, reference models, and best practices 

also will help curb the proliferation of devices that may act 

in disrupted ways to the Internet. The use of generic, open, 

and widely available standards as technical building blocks 

for IoT devices and services (such as the Internet Protocol) 

will support greater user benefits, innovation, and economic 

opportunity. 

D. Legal, Regulatory and Rights  

The use of IoT devices raises many new regulatory and legal 

questions as well as amplifies existing legal issues around 

the Internet. The questions are wide in scope, and the rapid 

rate of change in IoT technology frequently outpaces the 

ability of the associated policy, legal, and regulatory 

structures to adapt. 

One set of issues surrounds cross border data flows, 

which occur when IoT devices collect data about people in 

one jurisdiction and transmit it to another authority with 

different data protection laws for processing. Further, data 

collected by IoT devices is sometimes susceptible to misuse, 

potentially causing discriminatory outcomes for some users. 

Other legal issues with IoT devices include the conflict 

between law enforcement surveillance and civil rights; data 

retention and destruction policies; and legal liability for 

unintended uses, security breaches or privacy lapses. 

While the legal and regulatory challenges are broad 

and complex in scope, adopting the guiding Internet Society 

principles of promoting a user’s ability to connect, speak, 

innovate, share, choose, and trustare core considerations for 

evolving IoT laws and regulations that enable user rights. 

E. Emerging Economy and Development Issues  

The Internet of Things holds significant promise for 

delivering social and economic benefits to emerging and 

developing economies. This includes areas such as 

sustainable agriculture, water quality and use, healthcare, 

industrialization, and environmental management, among 

others. As such, IoT holds promise as a tool in achieving the 

United Nations Sustainable Development Goals. 

The broad scope of IoT challenges will not be 

unique to industrialized countries. Developing regions also 

will need to respond to realize the potential benefits of IoT. 

In addition, the unique needs and challenges of 

implementation in less-developed regions will need to be 

addressed, including infrastructure readiness, market and 

investment incentives, technical skill requirements, and 

policy resources. 
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