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Abstract— Health care fraud leads to substantial losses of 

money each year in many countries. Effective fraud 

detection is important for reducing the cost of Health care 

system. The data mining goals achieved and functions 

performed in these approaches have given in this paper. In 

order to detect and avoid the fraud, data mining techniques 

are applied. Data mining which is divided into two learning 

techniques viz., supervised and unsupervised is employed to 

detect fraudulent claims. But, since each of the above 

techniques has its own set of advantages and disadvantages, 

by combining the advantages of both the techniques, a novel 

hybrid approach for detecting fraudulent claims in health 

insurance industry is proposed. 
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I. INTRODUCTION 

Inappropriate payments by insurance organizations or third 

party payers occur because of errors, abuse and fraud. The 

scale of this problem is large enough to make it a priority 

issue for health systems. Traditional methods of detecting 

health care fraud and abuse are time-consuming and 

inefficient. Combining automated methods and statistical 

knowledge lead to the emergence of a new interdisciplinary 

branch of science that is named Knowledge Discovery from 

Databases (KDD). Data mining is a core of the KDD 

process. Data mining can help third-party payers such as 

health insurance organizations to extract useful information 

from thousands of claims and identify a smaller subset of 

the claims or claimants for further assessment. We reviewed 

studies that performed data mining techniques for detecting 

health care fraud and abuse, using supervised and 

unsupervised data mining approaches. Most available 

studies have focused on algorithmic data mining without an 

emphasis on or application to fraud detection efforts in the 

context of health service provision or health insurance 

policy. More studies are needed to connect sound and 

evidence-based diagnosis and treatment approaches toward 

fraudulent or abusive behaviors. 

The report suggests that the healthcare industry in 

India is losing approximately Rs 600-Rs 800 crores incurred 

on fraudulent claims annually. Frauds blow a hole in the 

insurance industry. Health insurance is a bleeding sector 

with very high claims ratio. So, to make health insurance 

industry free from fraud, it is necessary to focus on 

elimination or minimization of fake claims arriving through 

health insurance. 

II. COMMON TYPES OF HEALTH CARE FRAUD 

 Billing for services not rendered: Often done as a way 

of billing Medicare for things that never happened. This 

can involve forging the signature of those enrolled in 

Medicare, and the use of bribes or "kickbacks" to 

corrupt medical professionals. 

 Up-coding of services : Billing Medicare programs for 

services that are more costly than the actual procedure 

that was done 

 Up-coding of items: Similar to up-coding of services, 

but involving the use of medical equipment. An 

example is billing Medicare for a power-assisted 

wheelchair while only giving the patient a manual 

wheelchair. 

 Duplicate claims: In this case a provider does not 

submit exactly the same bill, but changes some small 

portion like the date in order to charge Medicare twice 

for the same service rendered. Rather than a single 

claim being filed twice, the same service is billed two 

times in an attempt to be paid twice 

 Unbundling: Bills for a particular service are submitted 

in piecemeal, that appear to be staggered out over time. 

These services would normally cost less when bundled 

together, but by manipulating the claim, a higher charge 

is billed to Medicare resulting in a higher pay out to the 

party committing the fraud 

 Excessive services: Occurs when Medicare is billed for 

something greater than what the level of actual care 

requires. This can include medical related equipment as 

well as services 

 Unnecessary services: Unlike excessive services, this 

fraudulent scheme occurs when claims are filed for care 

that in no way applies to the condition of a patient, such 

as an echo cardiogram billed for a patient with a 

sprained ankle. 

III. DATA MINING TECHNIQUES 

Nowadays there is huge amount of data stored in real world 

databases and this amount continues to grow fast. So, there 

is a need for semi-automatic methods that discover the 

hidden knowledge in such database. Data mining 

automatically filtering through immense amounts of data to 

find known/unknown patterns bring out valuable new 

perceptions and make predictions. 

Data mining techniques tend to learn models from 

data. There are two approaches on learning the data mining 

models. Those are supervised learning, unsupervised 

learning; and they are described below: 

A. Supervised Learning 

This is the most usual learning technique wherein the model 

is trained using pre-defined class labels. In the context of 

health insurance fraud detection the class labels may be the 

“legitimate” and “fraudulent” claims. The training dataset 

can be used to build the model. Then any new claim can be 

compared with the already trained model to predict its class. 

A claim will be classified as a legitimate claim if it follows a 
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similar pattern to the legitimate behavior else it will be 

classified as an illegitimate. The advantages are that all 

classes are meaningful to humans and it can be easily used 

for pattern classification. The disadvantage is the difficulty 

associated in gathering class labels. Also, when there is bulk 

input data, it is costly to label all of them, and claims must 

be identified properly because false positives and true 

negatives can create a bad impression about the insurance 

company in the minds of its customers. Skewed distribution 

– of the class labels in the training dataset can result in a 

model which does not have a very good accuracy for 

prediction. Supervised learning models cannot detect new 

types of frauds and significant efforts are required from the 

experts to derive the labeled training samples which will be 

used to construct the model. 

B. Unsupervised Learning 

Unsupervised learning has no class labels. It focuses on 

finding those instances which show unusual behavior. 

Unsupervised learning techniques can discover both old and 

new types of fraud since they are not restricted to the fraud 

patterns which already have pre-defined class labels like 

supervised learning techniques do. The advantages are it 

aims to detect anything which does not abide by the normal 

behavior and because of the lack of direction; it can find 

patterns that have not been noticed previously. While the 

disadvantage being because of lack of direction, there may 

be times when no interesting knowledge has been 

discovered in the set of features selected for the training. 

IV. STATISTICAL TECHNIQUES 

The statistical data mining methods effectively consider big 

data for identifying structures (variables) with the 

appropriate predictive power in order to yield reliable and 

robust large-scale statistical models and analyses. The net 

effect of excessive fraudulent claims is excessive billing 

amounts, higher per-patient costs, excessive per-doctor 

patients, higher per-patient tests, and so on. This excess can 

be identified using special analytical tools. Provider 

statistics include; total number of patients, total amount 

billed, total number of patient visits, per-patient average 

visit numbers, per-patient average billing amounts, per-

patient average medical test costs, per-patient average 

medical tests, per-patient average prescription ratios (of 

specially monitored drugs) and many more. There are many 

supervised and unsupervised data mining techniques out of 

which the following are chosen.  

A. K-Means Clustering Algorithm 

The k-means algorithm takes the parameter k as input, and 

divides a set of n objects into k clusters such that the 

resulting intra-cluster similarity is high while the inter-

cluster similarity is low. This algorithm predefines the 

number of clusters. This becomes the drawback for 

clustering new incoming objects since there would be fixed 

number of clusters [8], [9]. 

B. Bisecting K-Means Clustering Algorithm 

A bisecting k-means algorithm overcomes some of the 

limitations with the choice of centroids and finding the 

minimum SSE. It is based on the idea that to obtain k 

clusters, split the set of all points into two clusters, select 

one of these clusters to split, and so on until K clusters have 

been produced 

C. Anomaly Detection 

The anomaly detection technique calculates the probability 

of each claim to be fraudulent by examining the previous 

insurance claims. The analysts further investigate the cases 

that have been flagged by data mining model [2]. 

D. Non-Negative Matrix Factorization 

It is a technique for clustering medical treatment items into 

several clusters according to usage by different patients. 

Each cluster can be shown as group of medical treatment 

items for curing symptoms of similar diseases. Now, this 

technique can identify fraud if a medical treatment item 

shifts from one cluster to another in a period of one month. 

Its drawback being it is intractable to solve. [4],[5],[6],[7]. 

E. Outlier Detection 

Here, a baseline of the usual behaviour of usage of medicine 

dosage for patient is established. Any deviation from this 

baseline indicates an outlier. It generally results from 

clustering [10]. Supervised techniques (classification) 

cannot classify new types of disease claims whereas 

unsupervised techniques (clustering) cannot detect duplicate 

claims i.e. fraud. So, a novel hybrid approach for health 

insurance fraud detection is proposed.  

F. Support Vector Machines 

SVM is fundamentally a classification technique. The 

system is trained to determine a decision boundary between 

classes of “legitimate” and “fraudulent” claims. Then each 

claim is compared with that decision boundary and is placed 

into either legitimate or fraudulent class [2], [3]. 

V. HYBRID TECHNIQUES 

Hybrid methods, combining supervised and unsupervised 

methods, have been developed by a number of researchers. 

When an unsupervised method is followed by a supervised 

method, the objective is usually to discover knowledge in a 

hierarchical way. Williams and Huang [5] integrated 

clustering algorithms and decision trees to detect insurance 

subscribers’ fraud. This procedure has been followed in 

some other unsupervised-supervised methods, but different 

algorithms were used in each step. For example, Williams 

[5] recommended the use of a genetic algorithm to generate 

rules such that extra freedom can be achieved, e.g., 

specification/revision of the rules by domain experts and the 

evolving of rules by statistical learning.  

Hybrid methods of combining supervised and 

unsupervised methods also have been applied by some 

studies. Major and Riedinger [6] tested an electronic fraud 

detection program that compared individual provider 

characteristics to their peers in identifying unusual provider 

behaviour.  

Unsupervised learning is used to develop new rules 

and improve the identification process. One study conducted 

a three step methodology for insurance fraud detection. 

They applied unsupervised clustering methods on insurance 

claims and developed a variety of (labeled) clusters. Then 

they used an algorithm based on a supervised classification 

tree and generated rules for the allocation of each record to 
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clusters. They identified the most effective 'rules' for future 

identification of abusive behaviour.   

VI. PROPOSED APPROACH 

Major drawback of supervised and unsupervised techniques 

are that the former cannot classify claims of an unknown 

disease while the latter can’t detect outliers when duplicate 

claims i.e. claims with different dates are filed. So, in this 

section, we propose a hybrid model for detecting health 

insurance frauds and flag them for further investigation. For 

this, we have chosen Bisecting K-means Clustering Method 

(BKCM) for clustering because the data is dynamic and new 

data is generated continuously and Support Vector Machine 

(SVM) for classification. In this approach, first, the 

insurance claims are clustered according to the disease type 

and then they are classified to detect any duplicate claims or 

any fraud category claims.  

BKCM and SVM are explained in the following sections. 

A. Bisecting K-Means Clustering Method (Bkcm) 

BKCM is used to cluster dynamic data. Dynamic data are 

those which keep on changing with respect to time. As and 

when new data point comes in, BKCM clusters them by 

modifying the position and size of the cluster. There is a 

parameter known as radius associated with each cluster that 

determines the boundaries of that cluster. Initially, the 

cluster radius is set to zero. The radius of the cluster 

increases as more data points are added to that cluster. It has 

one more parameter known as the distance threshold Dthr, 

which determines the addition of clusters [11]. If the 

threshold value is small then, there will be more number of 

small clusters and if the value is large, then there will less 

number of large clusters. Selection of the threshold is 

dependent on the heuristics of the data points. 

Basic Bisecting K-means Algorithm for finding K clusters. 

1) Pick a cluster to split. 

2) Find 2 sub-clusters using the basic K-means 

algorithm. (Bisecting step) 

3) Repeat step 2, the bisecting step, for ITER times 

and take the split that produces the clustering with 

the highest overall similarity. 

4) Repeat steps 1, 2 and 3 until the desired number of 

clusters is reached. 

There are a number of different ways to choose 

which cluster is split. For example, we can choose the 

largest cluster at each step, the one with the least overall 

similarity, or use a criterion based on both size and overall 

similarity. We did numerous runs and determined that the 

differences between methods were small. In the rest of this 

paper we split the largest remaining cluster. Note that the 

bisecting K-means algorithm can produce either an un-

nested (flat) clustering or a hierarchical clustering. For un-

nested clusters we will often “refine” the clusters using the 

basic K-means algorithms, but we do not refine the nested 

clusters. Strictly speaking, the bisecting K-means algorithm 

is a divisive hierarchical clustering algorithm, but, to avoid 

confusion, when we speak of hierarchical clustering 

algorithms we shall mean agglomerative hierarchical 

algorithms of the sort traditionally used to cluster 

documents. 

Finally, note that bisecting K-means has a time 

complexity which is linear in the number of documents. If 

the number of clusters is large and if refinement is not used, 

then bisecting K-means is even more efficient than the 

regular K-means algorithm (In this case, there is no need to 

compare every point to every cluster centroid since to bisect 

a cluster we just consider the points in the cluster and their 

distances to two centroids.) 

Fig. 1 shows the flowchart of Bisecting K-means Clustering 

Algorithm 

 
Fig. 1: Bisecting K-means Clustering Algorithm 

B. Support Vector Machine (SVM) 

A support vector machine is a supervised learning technique 

used in classification. It has an initial training phase where 

data that has already been classified is fed to the algorithm. 

After the training phase is finished, SVM can predict into 

which class the new incoming data will fall into. 

SVM Steps: 

1) Training (Preprocessing Step): a) Define two class 

labels viz. “legitimate” or “fraudulent” b) Classify 

claims into two classes using the training data set. c) 

Choose support vectors and find the maximum marginal 

hyper plane that separates the claims into two classes. 

2) Classification: Identify the new incoming claims into 

either “legitimate” or “fraudulent” class. 

C. Block Diagram of Hybrid Model (HB) 

 
Fig.2. Hybrid Model 
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Considering BKCM and SVM, Fig. 2 shows the 

block diagram for the hybrid model of fraud detection. 

Steps in Hybrid Model Construction: 

 Doctor bills patients for the services/equipment given to 

them during their treatment. 

 Patient files claims to the insurance company. 

 Claims are submitted to the Hybrid Framework wherein 

clustering (BKCM) is followed by classification (SVM) 

to detect the fraudulent claims. 

 There is an expert who flags the fraudulent claims for 

further investigation with the insurance company. 

 The legitimate claims are further passed to the 

insurance company and those claims are paid to the 

patients. 

D. Method for Hybrid Approach 

 For each of the incoming health insurance claim, apply 

BKCM to form clusters according to the disease type. 

 Apply SVM to each of the clusters to classify those 

claims into “legitimate” and “fraudulent” classes. 

 Go back to clustering step to cluster new claims and 

repeat consider an example where there are duplicate 

claims of the unknown (new) disease. 

 
Fig. 3: Clusters are formed according to disease type 

 
Fig.4. Duplicate claim is detected by classifying it as a 

fraudulent claim 

From Fig. 3 and Fig. 4, it is clear that first the 

health insurance claims are clustered by applying the 

BKCM algorithm and then these clusters are given to SVM 

algorithm for classification. As a result, clusters get formed 

for all the diseases’ claims including the new unknown 

disease which won’t be possible with traditional clustering 

method like k-means clustering technique. So, cluster gets 

formed for Parkinson’s disease claims as well. Next, the 

duplicate claim won’t get detected on applying clustering. 

This drawback is overcome by applying classification based 

on date on the already formed clusters. Hence, SVM 

classifies the duplicate claim. Thus, the hybrid approach of 

BKCM and SVM shall prove to be useful in medical health 

insurance domain for detecting the health insurance frauds. 

VII. CONCLUSION 

The overall objectives of this project is to analyze fraud 

detection mechanism using statistical data mining 

techniques because a fraud becomes more sophisticated and 

the volume of data grows, and that’s why fraud becomes 

more difficult to recognize from bulk of data. 

We may not eliminate fraud completely but we can 

surely reduce it. The applications of statistical data mining 

methods to health care fraud detection are rewarding but 

highly challenging and therefore the main aim behind 

statistical approach is to improve fraud detection accuracy. 
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