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Abstract— Big data is a massive volume of both structured 

and unstructured data which is so large and difficult to 

process using traditional database and software techniques. 

Its applications provide great benefits to organizations, 

business, companies and many large scale and small scale 

industries. Some of the applications are in areas such as 

healthcare, traffic management, banking, retail, education. 

We live in a world which is driven by the increasing data 

because of the use of internet, smart phones and social 

media. Current Technologies for securing data are slow when 

applied to huge amounts of data. This paper highlights the 

important concepts of Big Data and reviews the security 

aspects of Big Data along with its future scope.  With this 

new technology creating new opportunities the need to 

understand its security concerns are important. 
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I. INTRODUCTION 

Big data is characterized by 3V’s the extreme volume of 

data, the wide variety of types of data and the velocity at 

which the data must be must processed. [1] Volume 

indicates the amount of data which is of unknown value. 

Velocity is the rate at which data is received. Variety is the 

type of data that is available, unstructured and semi-

structured data types, such as text, audio, and video require 

additional processing. Social networking sites such as 

Twitter and Facebook rely on such data to provide 

recommendations to users in real-time. To put formally, big 

data is the data that exceeds the processing capabilities of 

conventional data structure. 

 
Fig. 1: Big data explosion 

A. Characteristics of Big Data 

1) Volume 

There has been an exponential growth in the volume of data 

that is being dealt with. Data is now stored in terms of 

Terabytes and even Petabytes in different enterprises. With 

the growth of the database, we need to re-evaluate the 

architecture and applications built to handle the data. Wal-

Mart, for instance, collects more than 2.5 petabytes (one 

quadrillion bytes) of data every hour from its customer 

transactions. 

2) Velocity 

For time-critical applications, the speed of data creation is 

more important than the volumes of data. Real-time 

information provides organizations the edge over its 

competitors and helps it make its operations more agile. 

3) Variety 

Data comprising of big data can be both structured as well 

as unstructured. Most of the sources are relatively new. With 

the technology and telecom boom and advent of hand-held 

devices such as smartphones and tablets, the amount of data 

generated daily is enormous; tied to people, activities and 

locations. [2] 

Big Data is not only about the size of data but also 

includes data variety and data velocity. Together, these three 

attributes form the three V’s of Big Data. Each of the V’s 

represented in Figure 1.2 are depicted as below: 

 
Fig. 2: Three V’s of big data 

According to IBM, around 2.5 quintillion bytes of 

data is created everyday - so much so that 90 percent of 

world data has been created in the past two years. This data 

comes from both internal and external sources and through 

various mediums such as networks, sensors, mobile phones, 

posts from social media websites, digital pictures, audio and 

video or other unstructured sources. This is big data. 

II. LITERATURE REVIEW 

Abhinandan Banik, Samir Kumar Bandyopadhyay ”Solve 

Big Data Security Issues” International Journal of Computer 

Applications Technology and Research Volume 5– Issue 3, 

159 - 164, 2016, ISSN:- 2319–8656 

The paper has taken review of the big data security 

issues along with the basic properties of Big Data. It shows 

successful achievement of the encryption and decryption of 

the given text files. Encryption and decryption algorithms to 

demonstrate the security issues of Big Data have also been 

included. 

Ms. Rikita Patel “Security & Privacy of Big Data: 

Big Challenge for an Organization” IJSRD - International 

Journal for Scientific Research & Development| Vol. 3, 

Issue 11, 2016 | ISSN (online): 2321-0613 

This paper highlights the security and privacy 

issues occurred in an organization which uses big data. It 

also represents some security challenges and privacy 

challenges faced by organizations. The paper explores some 
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real world examples of organizations who suffer from 

security and privacy issues of big data. 

Kalyani Shirudkar, Dilip Motwani” Big-Data 

Security” International Journal of Advanced Research in 

Computer Science and Software Engineering Volume 5, 

Issue 3, March 2015 ISSN: 2277 128X 

This paper highlights various challenges related to 

security like-computation in distributed programming, 

security of data storage and transaction log, input filtering 

from client, scalable data mining and analytics, access 

control and secure communication privacy in big data. 

Subaira.A.S, Gayathri.R, Sindhujaa.N”Security 

Issues and Challenges in Big Data Analysis” International 

Journal of Advanced Research in Computer Science and 

Software Engineering Volume 6, Issue 2, February 2016 

ISSN: 2277 128X 

The paper is a systematic study of various security 

issues and challenges of Big Data analytics and also 

describes stages involved in big data. 

Jaseena K.U., Julie M. David “Issues, Challenges, 

and Solutions: Big Data Mining” AIRCCJ 131–140, Cs & 

It-Cscp 2014 

This paper presents the literature review about the 

Big data Mining and the issues and challenges with 

emphasis on the distinguished features of Big Data. It also 

discusses some methods to deal with big data.  

III. OVERVIEW 

All the critical decisions in the world are taken by 

thoroughly analyzing both streaming and static large data 

sets; big data has now become a very useful technology. 

More data leads to more accurate decisions and better 

decisions means greater operational efficiencies, cost 

reductions and reduced risk. Real issue does not lie in 

acquiring large amount of data but what we do with the 

enormous data. Due to the fast exceeding growth rate the 

major challenge for IT researchers is to design appropriate 

systems to handle the data effectively and analyze it to 

extract relevant meaning for efficient decision-making. 

To understand big data in all its essence it is 

important to see two main concepts which are Hadoop and 

Map Reduce. 

A. Hadoop 

Hadoop runs applications using the MapReduce algorithm, 

where the data is processed in parallel on different CPU 

nodes. In short, Hadoop framework is capable enough to 

develop applications capable of running on clusters of 

computers and they could perform complete statistical 

analysis for huge amounts of data. Hadoop is an Apache 

open source framework written in java that allows 

distributed processing of large datasets across clusters of 

computers using simple programming models. [3] 

B. Map Reduce 

Hadoop Map Reduce is a framework [4] used to write 

applications that process large amounts of data in parallel on 

clusters of commodity hardware resources in a reliable, 

fault-tolerant manner. A Map Reduce job first divides the 

data into individual chunks which are processed by Map 

jobs in parallel. The outputs of the maps that are sorted by 

the framework are then input to the reduced tasks. 

Generally, the input and the output of the job are both stored 

in a file -system. Scheduling, Monitoring and re-executing 

the tasks which have failed are taken care by the framework. 

C. HDFS 

The most common file system used by Hadoop is the 

Hadoop Distributed File System (HDFS).The Hadoop 

Distributed File System (HDFS) is based on the Google File 

System (GFS) and provides a distributed file system that is 

designed to run on large clusters (thousands of computers) 

of small computer machines in a reliable, fault-tolerant 

manner.HDFS uses a master/slave architecture where master 

consists of a single NameNode that manages the file system 

metadata and one or more slave DataNodes that store the 

actual data. 

 
Fig. 3: Hadoop Architecture 

IV. DIFFERENT STAGES IN BIG DATA PROCESSING 

Data Acquisition: The first stage in big data is collecting 

data from the data sources and distributed across multiple 

nodes. The data is created at a large rate from different 

mediums. Most of the data that is collected is not useful and 

some needs to be discarded; however, discarding the data 

selectively is a big challenge. 

A. Data Extraction 

All of the data that is generated and acquired is not of use. It 

contains a large amount of redundant or unimportant data. 

For example, the CCTV footage constantly gathers 

information even when the user is inactive. The inactive 

movements are of no importance for analysis due to the 

redundant nature of data generated. The challenges in data 

extraction include the activity of deciding which data to 

keep and which to discard and lack of common platform. 

Because of the wide variety of data that persists it is 

important to bring them under a common platform for data 

extraction. 

B. Data Collation 

For analysis purpose data from a single source may not be 

enough so data needs to be combined from different sources 

to get bigger picture for analysis. For example, the health 

data collected from a health monitor application collects 

data from the heart-rate sensor, pedometer to summarize the 

health information of the user. 
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C. Data Structuring 

After the aggregation of data, it is important to present the 

stored data in a structured format. The structuring of data is 

necessary so queries can be made on data. Varied platforms 

like NoSQL, can query unstructured data. In big data real 

time results are a major issue so structuring of the 

aggregated data is of high importance. 

D. Data Visualization 

Once data is structured and queries are made on data, it is 

presented in a visual format. This analysis and presentation 

of data makes it ready for consumption for users. For 

example, there should be a relation between the data in hand 

for ready consumption of users. 

E. Data Interpretation 

Most important step is to interpret the data and gain valuable 

information from the data that is processed. The information 

gained can be of two types namely, retrospective and 

prospective analysis. The former one includes gaining 

insights about events and actions that have already taken 

place while the latter one includes judging patterns and 

discerning trends for future from data that is already been 

generated. [5] 

V. ADVANTAGES OF BIG DATA 

Big data is really critical to our life and its emerging as one 

of the most important technologies in modern world. 

Following are few benefits of big data: 

 Using the information kept in the social network like 

Facebook, the marketing agencies are learning about 

the response for their campaigns, promotions, and 

other advertising mediums. 

 Using the information in the social media like 

preferences and product perception of their consumers, 

product companies and retail organizations are 

planning their production. 

 Using the data regarding the previous medical history 

of patients, hospitals are providing better and quick 

service. 

 The most notable advantage with big data is, data 

analytics, which allow the individual to personalize the 

content or look and feel of the website in real time so 

that it suits each customer entering the website. 

To leverage the advantages, it provides, we need 

alternative techniques to process the data and perform 

analysis on it to help in the decision making process of 

organizations precisely. Various analytical tools have been 

devised since the impact of big data is realized. 

VI. SECURITY AND PRIVACY CHALLENGES FOR BIG DATA 

Data is of utmost importance to any organization. Misuse of 

this data can have serious repercussions both legal and 

financial. Data theft is increasing every day and is the 

growing area of crime for attackers. The bigger the data, 

bigger the risk associated as criminals try to hack, steal and 

sell the data using various tools available in market. In this 

new era, many companies are using the technology to store 

and analyse petabytes of data about their company, business 

and their customers. 

The biggest challenge for big data from a security 

point of view is the protection of user’s privacy. Big data 

frequently contains huge amounts of personal identifiable 

information and therefore privacy of users is a huge 

concern. [8] A large number of companies are using big data 

to store and analyse petabytes of data including web logs, 

click stream data and social media content to gain better 

insights about their customers and their business. As a 

result, information classification has become even more 

critical; and information ownership must be addressed to 

facilitate any reasonable classification. [9] Since the 

technology used to store and process the data is varying 

protecting big datasets is a crucial thing for a security 

professional. 

 
Fig. 1: Biggest Challenge for big data 

For consumers, then, it is critical to demand a 

heightened level of security through vehicles such as terms 

and conditions, service level agreements, and security trust 

seals from organizations collecting and using big data. 

Countermeasures such as encryption, access control, 

intrusion detection, backups, auditing and corporate 

procedures can prevent data from being breached and falling 

into the wrong hands. As such, security can promote your 

privacy. [10] Moreover, due to the heightened security the 

privacy of the customer can be hurt; it can provide 

legitimate excuses to collect more private information. Since 

data here is represented in digital format, performing 

computations and analysis, potential threats and security 

attacks can easily penetrate through the big data 

infrastructure given any security breach. 

As big data expands the trust worthiness of each 

data source needs to be verified and techniques should be 

explored in order to identify maliciously inserted data. There 

is always a possibility of occurrence of security violations 

by unintended, unauthorized access or inappropriate access 

by privileged users. The following are some of the methods 

used for protecting big data: 

A. Using Authentication Methods 

Authentication is the process of verifying user or system 

identity before accessing the system. Authentication 

methods such as Kerberos can be employed for this. 

B. Use File Encryption 

Encryption ensures confidentiality and privacy of user 

information, and it secures the sensitive data. Encryption 

protects data if malicious users or administrators gain access 

to data and directly inspect files. File layer encryption 

provides consistent protection across different platforms 

regardless of OS/platform type. Encryption meets the 
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requirements for big data security. Open source products are 

available for most Linux systems, commercial products 

additionally offer external key management, and full 

support. This is a cost effective way to deal with several 

data security threats. 

C. Implementing Access Controls 

Authorization is a process of specifying access control 

privileges for user or system. 

D. Use Key Management 

File layer encryption is not effective if an attacker can 

access encryption keys. Many big data cluster administrators 

store keys on local disk drives because it’s quick and easy, 

but it’s also insecure as keys can be collected by the 

platform administrator or an attacker. We can use key 

management service to distribute keys and certificates and 

manage different keys for each group, application, and user. 

E. Logging 

To detect attacks, diagnose failures, or investigate unusual 

behaviour, we need to keep record of activities. Unlike less 

scalable data management platforms, big data is a natural fit 

for collecting and managing event data. It gives us a place to 

look when something fails, or if someone thinks you might 

have been hacked. So to meet the security requirements, we 

need to audit the entire system on a periodic basis. 

Thus the privacy of data is a huge concern in the 

context of Big Data. There is great public fear regarding the 

inappropriate use of personal data, particularly through 

linking of data from multiple sources. To protect privacy, 

two common approaches used are: One is to restrict access 

to the data by adding certification or access control to the 

data entries so sensitive information is accessible to a 

limited group of users only. The other approach is to 

anonymize data fields such that sensitive information cannot 

be pinpointed to an individual record. For the first approach, 

common challenges are to design secured certification or 

access control mechanisms, such that no sensitive 

information can be accessed by unauthorized individuals. 

For data anonymization, the main objective is to inject 

randomness into the data to ensure a number of privacy 

goals. [11] 

VII. REAL LIFE EXAMPLE 

Ashley Madison data breach: In July 2015, a group calling 

itself "The Impact Team" stole the user data of Ashley 

Madison, a commercial website billed as enabling 

extramarital affairs. The group copied personal information 

about the site's user base and threatened to release users' 

names and personally identifying information if Ashley 

Madison was not immediately shut down. On the 18th and 

20th of August, the group leaked more than 25 gigabytes of 

company data, including user details.Because of the site's 

policy of not deleting users' personal information – 

including real names, home addresses, search history and 

credit card transaction records – many users feared being 

publicly shamed. [6] In a report published on SEPTEMBER 

10, 2015: 

Password-cracking group CynoSure Prime 

announces on its blog that it has successfully cracked 11.2 

million Ashley Madison users’ passwords and that an 

additional 4 million could be broken using its techniques. 

The group exploited the fact that the infidelity website 

stored some passwords using an insecure implementation of 

the MD5 cryptographic hash function, which included the 

storing of passwords within the hashes themselves. At this 

time, CynoSure Prime has stated that the remaining 11 

million passwords of the original 36 million leaked online 

are unaffected by its discovery. [7] 

VIII. CONCLUSION 

Big data is the latest growing technology. It has far- 

reaching benefits due to which many organizations have 

adopted big data for their various operations. Pitfalls with 

big data are still plentiful and big data security is one such 

problem. The technology is advancing so rapidly that 

solutions to big data security need to be tackled efficiently. 

Big Data is a very challenging research area. However, 

many technical challenges described in this paper must be 

addressed before this potential can be realized fully. As 

computing resources such as storage, CPUs and databases 

are becoming cheaper day by day and analytics systems 

become more shared and accessible over the cloud, security, 

access control introduces new mode of challenges that need 

to be addressed precisely to gain more from it. 
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