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Abstract— Denial of service (DoS) attacks have become a 

major threat to current computer networks and also a major 

problem to intranet and Internet services. To have a better 

understanding on DoS attacks, this article provides an 

overview on existing DoS attacks and major defense 

technologies in the Internet and wireless networks. There are 

number of algorithms exist to counter Low rate DoS attacks 

but their performance and efficiency vary from one algorithm 

to another. In this paper we discuss some network 

multifractal to counter LDoS attacks, which will help to find 

the MFDFA algorithms to prevent LDoS attacks on low rate 

network. 
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I. INTRODUCTION 

There is evidence of increasing occurrences of Denial of 

Service (DoS) and Distributed Denial of Service (DDoS) [2] 

attacks on the Internet today. Most of the widely known 

attacks target a single host or multiple hosts within a 

particular edge network, rather than the Internet 

infrastructure such as routers inside transit ISP networks. 

Through mobile devices, an attacker can spread classic 

Denial of Service (DoS) attacks that are distributed through 

the PCs (e.g. zombie). The attacker also can spread DoS 

attacks, aimed at mobile communications services (e.g. 

calls, SMS, MMS). Where, the aim of the attack could be 

other mobile devices. Among of all mobile devices, 

attackers are most frequently abusing smartphones, but also 

tablets. DoS attacks can be distributed over the cellular 

networks (e.g. GPRS, 3G, LTE) [2][3]and over the wireless 

networks. 

To the aim of the work, by focusing on the node 

attachment procedure in Universal Mobile 

Telecommunications System (UMTS) infrastructures [5], 

shows that it is possible to mount a full-fledged DoS attack 

potentially capable of shutting down large sections of the 

network coverage without the need of hijacking or 

controlling actual users’ terminals, as well as that the 

number of devices necessary to make such an attack 

effective is limited to a few hundred ones. To resist the Dos 

attack we scan the nodes one by one. But scanning one by 

one is very time consuming, so we switched toward the 

DDos attack. In DDOS attack scanning starts with group of 

node and extra packet is drop and congestion is control. 

Distributed denial of service (DDoS) attack aimed to 

remove malicious activity or a typical behavior, which 

cooperate the availability of the server’s resources and 

prevents the legitimate users from using the service. 

In this paper, we described how denial of service 

(DDOS) attack take place and also impact of DDoS attack 

on the energy comparison, delay and packet delivery ratio 

(PDR) of DDOS  attack on low rate network. 

II. SURVEY RELATED DETAILS 

In this approach secret key mechanism is used.  Due to the 

importance of the secret key Says this study security of 

internet access over the Third Generation (3G) 

telecommunication systems is considered and Universal 

Mobile Telecommunications System (UMTS) is selected as 

the most popular system among 3G systems[3]. We focuses 

on network access security mechanism of UMTS, called 

Authentication and Key Agreement (AKA). In addition, 

twenty types of important attacks and threats in UMTS 

system are presented and classified based on three major 

security factors; authentication, confidentiality, and data 

integrity. The evaluations finally show that the 

authentication factor is more interesting than other factors 

for hackers. Then, we describe four attacks named; man-in 

the-middle, denial of service, identity catching, and 

redirection as the most significant attacks against 

authentication mechanism. Furthermore, we provide some 

solutions and methods to improve AKA In first measure, we 

can use a protocol that has already been proposed and we 

can enhance it order to assure adequate protection for the 

master key. This protocol is the Enhancement Mobile 

Security and User Confidentiality for UMTS that was 

proposed for the protection of IMSI. Whenever possible a 

temporary identity the TMSI, is used. Furthermore, the 

TMSI is sent encrypted over the radio link. 

Correspondingly, we propose that the AV be generated 

using a TK, instead of the K. For the establishment of the 

secret key TK we propose adapting the EMSUCU protocol. 

A new TK will be generated each time the Enhanced 

EMSUCU protocol is performed.  

The fundamental element in cellular network is the 

authentication procedure performed by subscriber identity 

module and hence protect from the unauthorized usage. 

Here we present a new kind of denial of service attack based 

on properly crafted sim-less devices which create bottleneck 

in the network. UMTS protocol flaws is used to launch dos 

attack. If attacker disposed the list of IMSI .The request 

packet is attached with IMSI to force UMTS to start 

communication this indicate the effectiveness in DDos 

attack. 

The growing popularity of mobile devices leading 

to mobile malware. Which are secretly connected over the 

internet and control server this. Here we presents proof of 

concept which is used to abuse mobile devices capability for 

malicious purposes, Distributed denial of service attack is 

presented using smartphones with android operating system 

against wireless network. DDoS was successful against 

whole network as all network element is connected via 

access point where congestion mechanism happen .thus we 

will successful in overload the server connection. 
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III. PROPOSED WORK 

In this approach propose a method by which DDOS attacks 

can be detected and removed in simless device 

environments. This approach will be based on a time frame 

based tracking system, which will check the number of 

packets arriving in a particular time frame, and then take an 

action based on the packets and their signature from all the 

nodes. If the nodes are sending packets in a particular 

signature, then decide that the particular set of nodes is 

performing DDOS attack and can remove them from the 

network. This will help to improve the efficiency of the 

network, by reducing the overall delay and energy 

consumption needed to transfer a packet successfully from 

source to destination. 

UMTS security is built on the success of GSM by 

retaining its strong security features and advantages. 

Although GSM security has been very successful compared 

to 1G, one of the purposes of the UMTS security design was 

to address its original and noticed GSM weaknesses. The 

following are some of these weaknesses and threat 

Unidirectional Authentication and Key Agreement (AKA) 

protocol. Possibility of replay attacks. 

 Cipher keys and authentication data are transmitted in 

clear between and within networks. 

 Encryption does not extend far adequate towards the 

core network and data is transmitted in 

 Clear on the microwave links. 

 2G systems do not have the flexibility to upgrade and 

enhance security functionality overtime. Therefore, 3G 

defined the UMTS system to improve security of 

communication systems. It provides a high level of 

security in comparison with GSM. It also prepares 

significant improvements to overcome the 

vulnerabilities in the 1G and 2G systems. These 

improvements include mutual authentication, freshness 

and liveliness assurance of AKA, sufficient and 

suitable Integrity Key (IK) and Cipher Key (CK) sizes 

(128 bits) and data integrity of signaling messages in 

radio interface 

IV. AIMS AND OBJECTIVES 

The following are the major aims of carrying out this work. 

1) The most important security mechanisms of the UMTS 

system are presented. 

2) Most efficient attacks on UMTS system are studied 

and analyzed. 

3) UMTS attacks are classified based on three major 

factors and demonstrate authentication is more 

attractive than others for attack. 

And Objective of this work is as follows: 

 To reduced Delay 

 To reduced energy 

 To improved Throughput 

V. METHODOLOGY 

In proposed system, we developed the network with simless 

devices. Though mobile devices an attacker can spread 

classic Denial of Service Attack that are distributed through 

pcs. The aim of the attack is to make the resources un 

available to the requesting client. In the network the client, 

machines and single server machine are present. They 

communicate with each other by sending packets. 

When the client requesting the server to provide the 

service the attackers starts attacking the server by 

continuously sending the data packet. They overload the 

server such that he fails to respond to client machine that 

request for the service due to which time delay occur and 

traffic is create in the network. To overcome this drawback 

the scanning of node is done. The scanning is done by 

covering maximum node i.e. group of node .In Dos attack 

scanning id done node to node one by one due to which time 

required. While in ddos attack Scanning is done group by 

group which takes less amount of time. During Scanning if 

attacker found then the packet which is send by attacker is 

dropped due to which traffic is control and Ddos attack is 

overcome. 

VI. ADVANTAGES 

A. Reduced Delay 

To analysis the traffic in the UMTS network algorithm is 

used.to identify the attacker in short period of time we used 

such technique which reduced delay in finding the attacker. 

Traffic which is created is overcome and handle quickly. 

B. Reduced Energy 

As number of nodes is present in the network large amount 

of energy is required so to save the energy, when the 

communicating is not carried out all the nodes goes to sleep 

mode .they are active only when the communication 

established. 

C. Improved Throughput 

It improved the packet delivery over the communication 

channel. This system perform well even when traffic is 

occur over the network and produced maximum throughput 

VII. RESULTS AND DISCUSSION 

When DDos attack does not be generated following graph 

will be generated. 

 
                         Fig. 1: DDoS attack not generated 

When ddos attack is perform on environment then 

generate the following graph. 
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Fig. 2: Generate DDoS attack 

 
Fig. 3: Comparison of energy metric between previous 

methods and proposed system This graph shows energy 

consumed by proposed system is less than that of existing 

system. Green color shows energy consumed by proposed 

system and red color shows energy consumed by existing 

system 

Fig 4: Comparison of delay metric between previous 

methods and proposed system above graph shows that 

metric delay is minimum using our proposed system as 

compared to existing system 

 
Fig. 5: Comparison of packet delivery ratio(PDR) between 

previous methods and proposed system Above graph shows 

that packet delivery ratio(PDR)is good in our proposed 

system as compared to existing system 

VIII. CONCLUSION 

There are number of LDoS detection and prevention 

algorithms exist to tackle LDoS problem and their 

performance vary from one algorithm to another. Some 

methods use per flow analysis and some other methods use 

partial flow analysis. Some methods can only detect Denial 

of Service (DoS) attacks based on high bandwidth flows. 

We believe that all of the algorithms surveyed in this paper 

are effective, but the advantages favors more time frame 

based tracking system which is help to improve the 

efficiency of the network, by reducing the overall delay and 

energy consumption and get efficient result.  

IX. FUTURE SCOPE 

Future work, aims to investigate the use of DDOS 

(Distributed Denial of Service) attack in low rate network 

and extend DOS (Denial of Service) attack detection with 

multifractal technique using MFDFA algorithm and 

detecting and removing DOS attack in low rate network. 
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