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Abstract— As we all know a simple firewall can no longer 

provide enough scrutiny as in the past. Today's data 

arrangements in power and business sectors are dispersed 

whose necessitation requires the use of multiple systems, 

both proactive and reactive. The premise behind intrusion 

detection systems is simple: Use a set of agents to filter both 

network traffic and look for the “signatures” of known 

network attacks. In this work we have focus on Simple and 

Hybrid ANN based approach for anomaly detection and how 

Back Propagation Neural Network (BPNN) cab be used for 

anomaly detection. One of the novel challenges in the area of 

IDS detecting unknown or modified attacks because we all 

know attacks can also have geographically distributed nature.  

Anomaly based IDS can play a vital role in the field of IDS. 

We present a Neural Network based technique, which can be 

used to reduce the false positive in intrusion detection and 

improve the detection rate in intrusion detection. We will 

focus on Simple and Hybrid ANN based approach for 

anomaly detection. This paper will discuss how Back 

Propagation Neural Network (BPNN) is used for anomaly 

detection. 
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I. INTRODUCTION 

Today’s information in both government and commercial 

sectors are dispersed and interconnected through local area 

and wide area computer networks.  These networks provide 

possible pathway of attacks by hackers, international 

opponent and other competitors.  The attackers want to 

breach information of an individual and organization. 

Intrusion detection plays a important role allows 

organization to protect themselves from losses affiliated 

with network security problems. An intrusion detection 

program (IDS) inspects all inbound and outbound network 

activity and identifies questionable patterns which will show 

a network or system attack from someone undertaking to 

break into or compromise something [1]. 

A. Intrusion Detection System 

Intrusion detection systems attempt to identify attacks by 

comparing collected which are based on signature of known 

attacks (misuse-based IDSs) or to a model of legal behavior 

(anomaly-based IDSs) [2]. Anomaly-based approaches have 

the advantage of being able to detect intrusion on the saved 

patterns of known attacks by comparing network connection 

feature that are provided by human experts. In Misuse 

Detection, each network traffic record is identified as either 

normal or one of many intrusion types. A classifier is then 

trained to discriminate one category from the other, based 

on network traffic attributes. They used a series of data 

mining techniques, such as frequent episodes and 

association rules, to help extract discriminative features, 

which include various network traffic statistics[3]. 

II. RELATED WORK 

A. Herve Debar et al., 2000 [3]  

This Paper Intrusion-detection systems aim at detecting 

attacks against computer systems and networks or, in 

general, against information systems. Indeed, it is difficult to 

provide provably secure information systems and to 

maintain them in such a secure state during their lifetime 

and utilization. Sometimes, legacy or operational constraints 

do not even allow the definition of a fully secure 

information system. Therefore, intrusion–detection systems 

have the task of monitoring the usage of such systems to 

detect any apparition of insecure states. They detect attempts 

and active misuse either by legitimate users of the 

information systems or by external parties to abuse their 

privileges or exploit security vulnerabilities. This paper is 

the first in a two-part series; it introduces the concepts used 

in intrusion–detection systems around taxonomy.  

B. Stefan Axelsson et al., 2000 [4] 

This paper presents a taxonomy of intrusion detection 

systems that is then used to survey and classify a number of 

research prototypes. The taxonomy consists of a 

classification first of the detection principle, and second of 

certain operational aspects of the intrusion detection system 

as such. The systems are also grouped according to the 

increasing difficulty of the problem they attempt to address. 

These classifications are used predicatively, pointing 

towards a number of areas of future research in the field of 

intrusion detection.  

C. Susan C Lee et al., 2001 [5] 

This Paper While many commercial intrusion detection 

systems (IDS) are deployed, the protection they afford is 

modest. At the state-of-the-art, IDS produce voluminous 

alerts, most false alarms, and function mainly by 

recognizing the signatures of known attacks so that novel 

attacks slip past them. Attempts have been made to create 

systems that recognize the signature of “normal,” in the 

hopes that they will then detect attacks, known or novel. 

These systems are often confounded by the extreme 

variability of nominal behavior.  

D. Alan Bivens et al., 2002 [6] 

This Paper With the growth of computer networking, 

electronic commerce, and web services, security of 

networking systems has become very important. Many 

companies now rely on web services as a major source of 

revenue. Computer hacking poses significant problems to 

these companies, as distributed attacks can render their 

cyber-storefront inoperable for long periods of time. This 

happens soften, that an entire area of research, called 

Intrusion Detection, is devoted to detecting this activity. 

They show that evidence of many of these attacks can be 

found by a careful analysis of network data. They also 
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illustrate that neural networks can efficiently detect this 

activity. They test their systems against denial of service 

attacks, distributed denial of service attacks, and ports cans. 

In this work, they explore network based intrusion detection 

using classifying, self-organizing maps for data clustering 

and MLP neural networks for detection.  

E. DaejoonJoo et al., 2003 [7] 

This paper investigates the asymmetric costs of false 

positive and negative errors to enhance the IDS 

performance. The proposed method utilizes the neural 

network model to consider the cost ratio of false negative 

errors to false positive errors. Compared with false positive 

errors, false negative errors incur a greater loss to 

organizations which are connected to the systems by 

networks. This method is designed to accomplish both 

security and system performance objectives. The results of 

their empirical experiment show that the neural network 

model provides high accuracy in intrusion detection. In 

addition, the simulation results show that the effectiveness 

of intrusion detection can be enhanced by considering the 

asymmetric costs of false negative and false positive errors. 

q 2003 Published by Elsevier Science Ltd.  

F. Mehdi Moradi et al., 2004 [8] 

This Paper With the rapid expansion of computer networks 

during the past decade, security has become a crucial issue 

for computer systems. Different soft-computing based 

methods have been proposed in recent years for the 

development of intrusion detection systems. This paper 

presents a neural network approach to intrusion detection. A 

Multi-Layer Perceptron (MLP) is used for intrusion 

detection based on an off-line analysis approach. While 

most of the previous studies have focused on classification 

of records in one of the two general classes - normal and 

attack, this research aims to solve a multi class problem in 

which the type of attack is also detected by the neural 

network.  

G. John Zhong Lei et al., 2004 [9] 

This paper presents a novel approach for detecting network 

intrusions based on a competitive learning neural network. 

In the paper, the performance of this approach is compared 

to that of the self-organizing map (SOM), which is a popular 

unsupervised training algorithm used in intrusion detection. 

While obtaining a similarly accurate detection rate as the 

SOM does, the proposed approach uses only one fourth of 

the computation time of the SOM. Furthermore, the 

clustering result of this method is independent of the number 

of the initial neurons. This approach also exhibits the ability 

to detect the known and unknown network attacks. The 

experimental results obtained by applying this approach to 

the KDD-99 data set demonstrate that the proposed 

approach performs exceptionally in terms of both accuracy 

and computation time.  

H. Srinivas Mukkamala et al., 2006 [10] 

This Paper Past few years have witnessed a growing 

recognition of intelligent techniques for the construction of 

efficient and reliable intrusion detection systems. Due to 

increasing incidents of cyber-attacks, building effective 

intrusion detection systems (IDS) are essential for protecting 

information systems security, and yet it remains an elusive 

goal and a great challenge. In this paper, they report a 

performance analysis between Multivariate Adaptive 

Regression Splines (MARS), neural networks and support 

vector machines. The MARS procedure builds flexible 

regression models by fitting separate splines to distinct 

intervals of the predictor variables. A brief comparison of 

different neural network learning algorithms is also given.  

I. Chih-Fong Tsai et al., 2009 [11] 

This Paper The popularity of using Internet contains some 

risks of network attacks. Intrusion detection is one major 

research problem in network security, whose aim is to 

identify unusual access or attacks to secure internal 

networks. In literature, intrusion detection systems have 

been approached by various machine learning techniques. 

However, there is no a review paper to examine and 

understand the current status of using machine learning 

techniques to solve the intrusion detection problems. This 

chapter reviews 55 related studies in the period between 

2000 and 2007 focusing on developing single, hybrid, and 

ensemble classifiers. Related studies are compared by their 

classifier design, datasets used, and other experimental 

setups. Current achievements and limitations in developing 

intrusion detection systems by machine learning are present 

and discussed. A number of future research directions are 

also provided.  

J. SiddharthGujral et al., 2009 [12] 

In this paper they present an unsupervised approach for 

Intrusion Detection based on Spectral Clustering (SC). 

Recently Spectral Clustering has gained wider application 

because of its promising results on several challenging 

clustering problems. SC uses Spectral Graph Theory to form 

a laplacian matrix where the first k eigenvectors of this 

matrix are clustered using k-means to form representative 

clusters. The representative clusters are labeled normal or 

anomalous according to an assignment heuristic. They have 

provided different techniques to detect intrusions (or 

anomalies) which are scattered uniformly and form small 

clusters of anomalous data. To improve the clustering 

results, the scattered anomalies are detected and removed 

before representative clusters are formed using SC. For 

evaluation, a synthetic and real data set (KDD Cup 1999) is 

used and their results show that the application of SC is a 

promising approach to the development of an Intrusion 

Detection System. From the experiments they demonstrate 

that the application of SC yields a Detection Rate (DR) in 

the range of 91%-100% with the False Positive Rate (FPR) 

being less than 4.5%.  

K. Iftikhar Ahmad et al., 2010 [13] 

This Paper Currently, network security is a critical issue 

because a single attack can inflict catastrophic damages to 

computers and network systems. Various intrusion detection 

approaches are available to adhere to this severe issue but 

the dilemma is which one is more suitable. Being motivated 

by this situation, in this paper, they evaluate and compare 

different neural networks (NNs). The current work presents 

an evaluation of different neural networks such as Self-

organizing map (SOM), Adaptive Resonance Theory 

(ART), Online Back propagation (OBPROP), Resilient 

Back propagation (RPROP) and Support Vector Machine 

(SVM) towards intrusion detection mechanisms using 
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Multi-criteria Decision Making (MCDM) technique. The 

results indicate that in terms of performance supervised NNs 

are better while unsupervised NNs are better regarding 

training overhead and aptitude towards handling varied and 

coordinated intrusion. Consequently, the combined i.e. 

hybrid approach of NNs is the optimal solution in the area of 

intrusion detection.  

III. PROPOSED WORKS 

Traditional methods of network intrusion detection are 

based on the saved patterns of known attacks. They detect 

intrusion by comparing the network connection features to 

the attack pattern that are provided by human experts.  

The main drawback of traditional methods is that 

they cannot detect unknown intrusion . Even if a new pattern 

of the attacks were discovered, this new pattern would have 

to be manually updated into system. It is also capable of 

identifying new attacks to some degree of resemblance to 

the learned ones, the neural networks are widely considered 

as an efficient approach to adaptively classify patterns, but 

their high computation intensity and the long training cycles 

greatly hinder their applications, especially for the intrusion 

detection problem, where the amount of related data is very 

important.  

There are some listed several major shortfalls with 

traditional intrusion detection systems. With the help of data 

mining approaches, these difficulties can be easily 

overcome. Briefly, the data mining techniques have 

provided the following benefits: 

 Improved variants detection:- This is especially true 

for anomaly detection. Not limited to pre-defined 

signatures, the concern with variants is not as much as 

before, since any deviation from a unique (normal) 

signature will be treated as intrusion, including those 

previously unknown variants of intrusions.  

 Controlled false alarms:- Even though these are false 

positives, with a learning process to identify recurring 

sequences of false alarms, it is possible for us to filter 

those normal system activities and keep the rate of 

false alarms at an acceptable level. 

 Reduced false dismissals.- With data mining 

techniques, patterns (or signatures) of normal activities 

and abnormal events (intrusions) can be created 

automatically. It is also possible to introduce new types 

of attacks through an incremental learning process. As 

a result, more and more attacks can be detected 

correctly. This leads to a reduced number of false 

dismissals.  

 Improved efficiency:-One very attractive feature of 

data mining techniques is the ability to extract most 

meaningful information out of large amounts of data. 

After a step of feature extraction and/or feature 

selection, the learning process can be done much more 

efficiently.  

A wide variety of data mining techniques have 

been applied to intrusion detection, which include decision 

trees with pre-labeled (normal or intrusion) network traffic 

data, classification-based intrusion detection models can be 

trained and proved to be very useful. 

IV. OBJECTIVES 

The Primary Contributions of this Research Paper are: 

1) A comprehensive comparative study of Neural 

Network techniques for analyzing large intrusion 

detection datasets is to be conducted. The work will 

analyze the suitability of Artificial Neural Networks 

and empirically compared several unsupervised 

Learning to identify the unseen or unknown attack in 

terms of run-time efficiency.  

2) The main objective of this work is to demonstrate this 

advantage of Neural Network technique. In this work, 

an attempt is made to improve the learning capabilities 

of neural network and reduce the amount of time and 

resource required by learning process by sampling the 

input data set to be learning using Soft computing 

technique. 

3) Reduction of false prediction value and increase in 

confidence value.  

4) Lower rate of false detection and false alarm. 

V. RESEARCH METHODOLOGY 

Back propagating Perceptron with Gradidant Decsent For 

IDS 

 Let x1,…xn be the traning set (current search space in 

our case of Intrusion Detection) 

 Consider linear unit without threshold and continuous 

output o (–1,1) 

 o=w0 + w1 x1 + … + wn xn 

 Train the wi’s such that they minimize the squared 

error 

 E[w1,…,wn]  = ½ dD (td-od)2 

 where D is the set of training examples 

 Initialize each wi to some small random value 

 Until the termination condition is met, Do 

 For each training example  <(x1,…xn),t>  Do 

 Input the instance (x1,…,xn) to the network and 

compute the network outputs ok 

 For each output unit k 

 k=ok(1-ok)(tk-ok) 

 For each hidden unit h 

 h=oh(1-oh) k wh,kk 

 For each network weight w,j Do 

 wi,j=wi,j+wi,j    where 

 wi,j= j xi,j 

After Training of perception weight Layers 

Gradient descent can be utilized to find optimal solution. 

Gradient descent over entire network weight vector. Easily 

generalized to arbitrary directed graphs. Will find a local, 

not necessarily global error minimum in practice often 

works well (can be invoked multiple times with different 

initial weights). Often include weight momentum term: 

wi,j(t)= j xi,j + wi,j (t-1). 

Minimizes error training examplesit generalize well 

to unseen instances (i.e  avoids over-fitting) t=c(x) is the 

target value. If the output is correct (t=o) the weights wi are 

not changed. If the output is incorrect (t≠o) the weights wi 

are changed such that the output of the perceptron for the 

new weights is closer to t. The algorithm converges to the 

correct classification. if the training data is linearly 

separable  and η is sufficiently small. 
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VI. RESULT 

A. KDD Cup 99 Data Set Description 

KDD’99 has been the most wildly used data set for the 

evaluation of anomaly detection methods. This data set is 

based on the data captured in DARPA’98 IDS evaluation 

program. DARPA’98 is about 4 gigabytes of compressed 

raw (binary) tcpdump data of 7 weeks of network traffic, 

which can be processed into about 5 million connection 

records, each with about 100 bytes. The two weeks of test 

data have around 2 million connection records. KDD 

training dataset consists of approximately 4,900,000 single 

connection vectors each of which contains 41 features and is 

labeled as either normal or an attack, with exactly one 

specific attack type. In Figure 1 a two-layer Back 

propagation web alongside hidden neurons and linear output 

neurons. Back-propagation is a gradient established 

algorithm that has countless variants. Post processing are 

utilized plots to examine web presentation for IDS, 

encompassing mean squared error  validation presentation 

for consecutive training epochs, error histogram and 

validation checks for training, validation and examination 

phases. 

 
Fig. 1: ANN training For IDS using Gradient Descent 

Algorithm 

In Figure 2 below displays the regression plot 

above KDD data set employing Back propagation neural 

webs. Here the regression plot displays the actual web 

outputs plotted in words of the associated target outputs. 

 
Fig. 2: Regression Tests results showing 99% success rate 

Figure 3 shows below how well the neural network 

has fit data is the error histogram. This shows how the error 

sizes are distributed. Typically most errors are near zero, 

with very few errors far from that. 

 
Fig. 3: Error Histogram Depicting Zero Errors 

VII. CONCLUSION AND FUTURE WORKS 

Intrusion detection currently attracts considerable interest 

from both the research community and commercial 

companies. Research prototypes continue to appear, and 

commercial products based on early research are now 

available. In this work we have focus on Simple and Hybrid 

ANN based approach for anomaly detection and how Back 

Propagation Neural Network (BPNN) cab be used for 

anomaly detection. Detecting unknown or modified attacks 

is one of the recent challenges in the field of IDS. Anomaly 

based IDS can play a very important role in this case. We 

present a Neural Network based technique, which can be 

used to reduce the false positive in intrusion detection and 

improve the detection rate in intrusion detection. We will 

focus on Simple and Hybrid ANN based approach for 

anomaly detection. In simple approach we will discuss on 

how Back Propagation Neural Network (BPNN) are used 

for anomaly detection. 
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