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Abstract— The advanced encryption standard (AES) is the 

important published cryptographic algorithms. Many 

computations cycles is required in AES algorithm. AES uses 

four operations in different rounds such as sub bytes, shift 

rows, mix columns and additional key round transformations. 

In military satellites, security is essential. In satellite fault 

tolerance is very important. Due to radiation fault is induced 

in the on board electronic systems such as memories, 

processors etc. before sending the data to ground faults must 

be detected and corrected. If ground station receives faulty 

data the users request for data retransmission. Due to 

radiation, single bit flips called single event upsets (SEU) is 

induced in satellite on board electronic devices.To avoid 

faulty data transmission to ground station a unique fault 

tolerant model is proposed in this thesis. In this paper five 

modes such as CBC ,OFB,CTR,CFB, and ECB is presented. 

In this paper we observed that single bit errors can propagate 

from one block to other blocks depending on AES modes. A 

single bit corrupts one block of da ta in ECB,CFB,CTR and 

CBC modes and on the other hand in OFB a single bit 

corrupts whole data starting from the point. Hence for 

satellite communication OFB mode is not used. 
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I. INTRODUCTION 

The AES is a symmetric key algorithm in which both the 

sender and the receiver use a single key for encryption & 

decryption. The encrypted satellite data can get corrupted 

before reaching the ground station due to various faults. One 

major source of fault is the harsh radiation environment, 

Therefore any electronic system used on board satellites such 

as processors, memories are very susceptible to faults induced 

by radiation. Faults can occur on-board during encryption due 

to radiation. Faults in the data can also occur during 

transmission to the ground station due to noisy transmission 

channels. In this thesis we analysis the propagation of faults 

that occur during transmission due to noise is carried out in 

order to avoid data corruption and faults are rectified by using 

hamming Error correction code algorithm. This reduces the 

data corruption and increases the performances as a result .we 

can identify the error and also we can encrypt the image as 

color. Thus by using advanced encryption standard for on 

board Earth observation small satellites the throughput can be 

increased and data corruption can be decreased. In terrestrial 

network encryption is the most adopted security service, used 

to protect data from unauthorized persons. Now a days more 

and more satellites are equipped with on board encryption to 

protect the data from unauthorized persons. In this thesis this 

topic is very limited due to security reasons. The US national 

institute of standards and technology (NIST) approved AES 

algorithm ,is a block cipher ,which encrypts only one block 

of data at a time. Many organizations across the world 

adopted AES algorithm due to its simplicity, flexibility, 

easiness of implementations and high throughput. AES is 

used in different areas from Smart card to big servers. 

In communication system hamming code detection 

and correction method is used for error free communication 

.In communication system data transferred from one place to 

other place by channel. Between one place to other place data 

may be corrupted due to various noise. To get original data 

we use hamming code error detection and correction 

technique. By hamming code technique we get error free data 

at the destination side. 

II. ADVANCED ENCRYPTION STANDARD(AES) 

AES for advance encryption standard which is based on 

robust security properties. It is very easy to implement in both 

hardware and software. In public key cryptography, a modern 

branch of cryptography in which a pair of key known as 

public key and private key is used for encryption and 

decryption respectively. AES algorithm is based on 

symmetric key cipher in which a single key is used by sender 

and receiver for encryption and decryption. AES basically an 

iterative algorithm. Each repetition is called a round. There 

are 10, 12 and 14 rounds for the key lengths 128,192 and 256 

respectively. The use of large key size increase the 

cryptographic strength but it requires a greater number of 

processing rounds. Generally 128 bit AES is enough for most 

of the purpose and it is commonly used. It requires two rounds 

for process 128 bit data block slit into 16 bytes. These bytes 

are mapped to a 4*4 matrix called the state. Internal functions 

of AES algorithm depend on the state. Full implementation 

of AES is divided into two parts: one is the cipher and other 

is key expander. Cipher performs encryption and decryption 

on clocks of input data, while key expander component is 

responsible for preparing input key for use by cipher. 

Substitution and permutation operations are used in 

each round to transmit the input data. Except the final round, 

each round in AES is composed of 4 transformations: 

subBytes, ShiftRows, Mix columns and Add Round Key 

during encryption. The final round does not have mix 

columns transformation while in decryption , InvsubBytes, 

InvshiftRows, InvmixColumns and Add round key are used. 

The following table illustrated the variation of AES algorithm 

A modern branch of cryptography which is used in the public 

and private sector in different pair of element and different 

steps of algorithm .On case of AES algorithm it is a 

symmetric key chipper in which both the transmitter and the 

receiver use a single key use for encryption and decryption 

here encryption means to change the data in the code forms. 

And decryption means remove the coded form and receive 

the original data. Data block length is fixed it is 128 bit. And 

the key length can be 128,192,256 bit respectively. The 128 

bit data block is divide by 16 bytes in mapped 4*4 array or 

matrix called state. Notations conventions and mathematical 

background: The data block length in the AES algorithm is 
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128 bit in the receiver and the transmitter. The sequences 

decides the block and the number of bits decides the length. 

 
Fig. 1: Structure of Encryption Algorithm 

III. ENCRYPTION 

SUB BYTES Transformation: The sub bytes transformation 

is done by using the s-box (substation box) LUT(look up 

table). The s-box is constructed using the following 

transformations. 

Step1: find the multiplicative inverse of each byte in 

the s-box using Galois Field (28) with irreducible 

polynomial(x8+x4+x3+x+1). 

Step2: Then apply the affine transformation on 

every bit (b7, b6, b5, b4, b3, b2, b1, b0) of the byte (b) as 

follows 

 
Where Ci is the ith bit of byte c with the value (C7, 

C6, C5, C4, C3, C2, C1, C0,) = (01100011)             bi’ denotes 

the new updated bit 

 
Fig. 2: Sub bytes 

Let us show how the byte 0C is transformed to FE 

by sub byte routine 

1) The multiplicative inverse of ‘0C ‘in Galois field (28) is 

BO. i.e. b=10110000 

2) Multiplying matrix X by this matrix results in 

c=10011101 

3) The result of XOR bi’=11111110 i.e. FE in Hexadecimal 

A. Shift Rows (Permutation): 

In the shift row transformation, the first row is not shifted, 

second ,third ,and fourth row are shifted by one ,two and three 

bytes to the left respectively. 

 
Fig. 3: Shift rows 

 
Fig. 4: Inverse shift rows 

B. Mix Column Transformation: 

Obtained shift row matrix is multiplied with a constant matrix 

to produce a new output matrix (dij). Mix column 

transformation functions on the state column by column, 

considering each column as a four-term polynomial. 
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Fig. 5: Matrix diagram for Mix column transformation 

 
Fig. 6: Block diagram of Mix column transformation 

Fig.6 shows the graphical representation of the mix 

column transformation. In mix column transformation each 

column of the state matrix is multiplied by a constant matrix 

to produce a new column. 

C. Add Round Key Transformation: 

In this transformation, the state matrix is xored with the 

expended round key. The initial key (128 bits) arranged in a 

4*4 matrix. Each column in the matrix is treated as a one 

word. i.e 4*4 matrix consists of 4 words or 4 columns. By 

using key expansion algorithm, the original key is expended 

to 40 more words or columns. 

IV. KEY EXPANSION 

The other input of AES algorithm is 128 bit key. The 128 bit 

(16 bytes) initial key is arranged in a 4 columns 

(w0,w1,w2,w3) or words. Each column or word is 32 bit 

length or 4 byte. With the help of key expansion this four 

word is expanded into 44 word 

key(w0,w1,w2,…………….w43). for the initial round the 

four words are w0,w1,w2 and w3 and for first round 

w4,w5,w6 and w7 and so on. From the 

diagram,w4Nr,w4Nr+1,w4Nr+2 and w4Nr+3 are obtained 

by X-or operation between the w4Nr- 4 and t4Nr, w(4Nr+1) 

– 4 and w4Nr, w(4Nr+2) – 4 and w4Nr+1, w(4Nr+3) – 4 and 

w4Nr+2 respectively. Where Nr is the no of rounds. to obtain 

the value of  ti(tNr) the output of subword is xored with the 

R con{i/4}. The Rcon is obtained by the table number3.2. The 

Rot word receives a word [a0,a1,a2,a3] as input ,performs a 

cylic permutation and returns the word[a1,a2,a3,a0]. 

Subword receives a four byte input word from the wi-1 and 

applies the s-box look up table (fig ) to each of the four bytes 

to produce an output word.Fig.7 Block diagram of Add round 

key 

round 

number 
Words    

 
W0(W4

Nr 

W1(W4N

r+1 

W2(W4N

r+2 

W3(W4N

r+3 

pre-

round(

Nr) 

) ) ) ) 

1 W4 W5 W6 W7 

2 W8 W9 W10 W11 

3 W12 W13 W14 W15 

4 W16 W17 W18 W19 

5 W20 W21 W22 W23 

6 W24 W25 W26 W27 

7 W28 W29 W30 W31 

8 W32 W33 W34 W35 

9 W36 W37 W38 W39 

10 W40 W41 W42 W43 

Table 1: AES round key 

 
Fig. 8: key expansion in AES 

ROUND 

NUMBE

R 

Rcon(constant

) 

ROUND 

NUMBE

R 

Rcon(constant

) 

      

1 
[0

1 

00 00 

00]16 
6 [20 

00 00 

00]16 

      

2 
[0

2 

00 00 

00]16 
7 [40 

00 00 

00]16 

      

3 
[0

4 

00 00 

00]16 
8 [80 

00 00 

00]16 

      

4 
[0

8 

00 00 

00]16 
9 

[1

B 

00 00 

00]16 

      

5 
[1

0 

00 00 

00]16 
10 [36 

00 00 

00]16 

Table 2: Rcon Constant 
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Table 3: key expansion example 

V. DECRYPTION 

 
Fig. 9: block diagram of decryption algorithm 

A. Inverse Bytes Substitution Transformation: 

Inverse sub byte is the inverse of the sub byte transformation, 

in which inverse s box is applied to each byte of the state. 

Inverse bytes substitution is obtained by inverse affine 

transformation and multiplicative inverse in GF (28). 

 
Table 4: Inverse S-Box 

B. Inv Shift Row Transformation: 

Inverse shift row is the inverse of the shift row 

transformation. In the inverse shift row transformation, the 

first row is not shifted, second, third and fourth row are 

shifted by one ,two and three bytes to the right respectively. 

 
Fig. 10:  Inverse Shift Rows 

C. Inverse Mixing Of Columns Transformation: 

Inverse mixing of columns transformation is the inverse of 

the mix column transformation. State matrix is multiplied 

with a constant matrix to produce a new output matrix (dij). 

Inverse Mix column transformation functions on the state 

column by column, considering each column as a four-term 

polynomial similar to mix column transformation. 

VI. AES MODES 

The size of input and output data blocks are identical. The 

encryption algorithm receives one data block and key to 

produce encrypted data block. The decryption algorithm 

accepts cipher data block and the key and produces the data 

block. AES modes is used to encrypt more than one 128 bit 

block of data. The important modes in AES are: 

counter(CTR) mode , cipher feedback(CFB) mode ,output 

feedback(OFB) mode, cipher block chaining(CBC) mode and 

electronic code book (ECB) mode. 

A. ECB Mode: 

In this mode, we get the encrypted data with the help of plain 

data and key. ECB mode is the universal mode because we 

can make all the modes with the help of ECB mode. From the 

figure p1,p2,p3,………pn denotes the plain data and 

c1,c2,c3,………..cn represents cipher data. For encryption 

and decryption k is key used. With the help of AES algorithm 

the ‘D’ and ‘E’ blocks perform decryption and encryption 

respectively. The disadvantage of ECB mode is entire block 

is corrupted even if single bit is corrupted. 

B. CBC Mode:   

In this mode, we get the first cipher data with the help of plain 

data XOR-ed with the initial vector(IV) and key. Initial vector 

is a random number. The first cipher data is the initial 

vector(IV) for the second plain data. Thus the second cipher 

data is obtained with the help of second plain data XORed 

with the first encrypted data (initial vector) and the key and 

so on. In this mode encrypted data depends on the previous 
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block. Parallel processing is impossible in CBC mode due to 

sequencing process. Due to this reason CBC mode is not 

applicable for real-time applications. 

C. OFB Mode: 

In this mode, initially initial vector is encrypted and the 

output is XORed with n-bits of plain data to form cipher data. 

D. CFB Mode: 

In this mode, the block encryption output is XORed with the 

plain data and the feedback to the encryption algorithm is the 

cipher data itself. 

E. CTR Mode: 

In this mode, we get a cipher data with the help of encrypted 

data (by the counter) XORed with the plain data. CTR mode 

is completely different from the other modes because there is 

no feedback or chaining. Due to this property parallel 

encryptions is possible in CTR mode. 

VII. SIMULATION RESULT 

 
Fig.11: RTL Diagram for encryption and decryption 

 
Fig. 12: RTL schematic diagram 

 
Fig. 13: Simulation result for encryption and decryption 

 
Fig.14: RTL diagram for Hamming code calculation 

 
Fig. 15: Hamming code calculation 

VIII. CONCLUSION  

This thesis presents a unique research method of 

cryptographic algorithms for satellite communication. 

satellite operate in radiation environment and encryption 

processor is sensitive to radiation and due to radiation 

induced faults. so the encryption algorithm should be free 

from radiation .to achieve error free encryption ,a fault 

tolerant model has been proposed in this thesis. 

The main reason of faults in satellites electronic 

devices are radiation. due to radiation a single bit flips called 
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single event upset(SEU). To avoid faulty data transmission to 

ground station a unique fault tolerant model is proposed in 

this thesis. In this thesis five modes such as CBC 

,OFB,CTR,CFB, and ECB is presented. In this thesis we 

observed that single bit errors can propagate from one block 

to other blocks depending on AES modes. A single bit 

corrupts one block of da ta in ECB,CFB,CTR and CBC 

modes and on the other hand in OFB a single bit corrupts 

whole data starting from the point. Hence for satellite 

communication OFB mode is not used. 

IX.  FUTURE SCOPE 

The proposed model will detect and correct single bit errors 

.however this model can be extended for multiple bit errors 

during encryption by using hamming code,Reed-solomon 

codes etc. This thesis was planned to connect the fault tolerant 

AES IP core to the LEON processor through the bus. but 

thesis area of research was not covered because of lack of 

time. The purposed model is internal to the AES algorithm. 

This model can be extended to implement an EDAC function 

that is external to the AES algorithm. 
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