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Abstract— MANET (Mobile ad hoc network) is a 

congregation of mobile nodes that randomly forms the 

transitory network and it is a network without infrastructure. 

The security issue in MANET is more intricate when 

comparison is done with common network for which the 

intrusion can be done by getting physical way in to the wired 

link or pass over sanctuary holes at routers and firewalls. 

MANETs are defenseless to plentiful attacks. This is a self-

governing arrangement in which different mobile nodes are 

associated by wireless links. MANETs cover of mobile nodes 

those are self-governing for moving in and out over the 

network. Nodes in MANET can operate as router/host or 

reciprocally concurrently. MANET often be unwell with 

security coercion because of it have features like lack of 

central management, varying topology dynamically, 

cooperative algorithms, open medium & monitoring, and no 

noticeable security mechanism. These made this issue as 

attentive focus by researcher for the MANETs against the 

sanctuary threats. In this paper we have elaborated about 

sanctuary distress in MANET and their penalty. We have 

proposed the use of hybrid routing protocol against the 

attacks in MANET. 
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I. INTRODUCTION 

MANETs (Mobile Ad hoc Network) is a self-governing 

system in which different mobile nodes are connected by 

wireless links. MANETs comprise of mobile nodes that are 

independent for moving in and out over the network. Due to 

this MANET’s posses different issues which are as follows: 

1) Wireless means: - Wireless medium is free to admittance 

by everybody and it is lying face down to bit errors or 

interfacing problem. 

2) Lack of Centralized System: - There is lack of central 

authority to observe the traffic in a extremely dynamic 

and outsized scale ad-hoc network therefore it makes the 

revealing of attacks complex.  

3) Resource accessibility: - An intruder can simply become 

an imperative routing agent and interrupt the network 

process by disobeying the protocol specifications as a 

MANET is based on cooperative environments. 

4) Infrastructure Less: - There are no definite 

infrastructures for certificates, key distribution, 

addressing, etc.  

5) Scalability: - The protocols and services that are applied 

to the adhoc network should be well-matched to the 

endlessly altering scale of the adhoc network.  

6) Dynamic topology: - Dynamic topology may contravene 

the conviction relationship among the nodes.  

7) Constrained power supply: - Node in mobile ad-hoc 

network can act in a selfish manner when there is use of 

battery to sustain some functions in the network.  

8) Bandwidth constraint: - Collaboration based security 

solutions must consider the bandwidth limitation related 

with links.  

9) Multi hop Routing: - As the nodes are reliant on each 

other for routing, adversaries can produce fabricated 

routes to create routing loops, false routes etc. 

Safety measures in Mobile Ad-Hoc Network 

(MANET) are the principal distress for the basic functionality 

of network. Accessibility of network services, privacy and 

reliability of the data can be achieved by assuring that 

security issues have been met. MANET frequently endure 

from sanctuary attacks because of its features like open 

medium, altering its topology dynamically, lack of central 

monitoring and management, cooperative algorithms and 

there is no clear protection mechanism. These factors have 

tainted the battle field situation for the MANET adjacent to 

the security threats. 

In this paper we have gone through various 

literatures and discussed about security issue in MANET. 

Basically we have focused on black hole attack in MANET. 

In section II of this paper we discussed different literature. In 

section III we have discussed about identified problem. 

II. LITERATURE SURVEY 

Shah Chaitas et. al.  [IJEDR 2104] elaborated an idea that in 

Mobile Ad-Hoc Network different types of routing protocols 

have been discovered. These protocols can be classified into 

three main categories reactive (on-demand) Ad-hoc On 

Demand Routing Protocol (AODV), proactive (table-driven) 

OLSR and hybrid routing protocol Zone Routing protocol 

(ZRP). Thus routing protocols for Mobile AdHoc Network 

have to face the challenge of frequently low transmission 

power, asymmetric links and changing topology. Both 

proactive and reactive routing protocols prove to be 

inefficient certain circumstances. 

 Joshi Praveen et. al. [Elsevier 2011] presented 

security issues and their Countermeasures that are adopted on 

the Network Layer. Network security extends computer 

security, thus all the things in computer security are still valid, 

but there are other things to consider as well. Computer 

security is defined as follows: -Broadly speaking, security is 

keeping anyone from doing things you do not want them to 

do to, with, or from your computers or any peripherals In 

MANET, the nodes also function as routers that discover and 

maintain routes to other nodes in the network. Establishing an 

optimal and efficient route between the communicating 

parties is the primary concern of the routing protocols of 

MANET. Any attack in routing phase may disrupt the overall 

communication and the entire network can be paralyzed. 

Thus, security in network layer plays an important role in the 

security of the whole network. A number of attacks in 

network layer have been identified and studied in security 

research. An attacker can absorb network traffic, inject 

themselves into the path between the source and destination 

and thus control the network traffic flow. 

 Virmani Deepali et. al. [Researchgate 2014] 

believed that Wireless sensor networks are vulnerable to 

several attacks, one of them being the black hole attack. A 
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black hole is a malicious node that attracts all the traffic in the 

network by advertising that it has the shortest path in the 

network. Once it receives the packet from other nodes, it 

drops all the packets causing loss of critical information. In 

this paper we propose a reliability analysis mechanism. The 

proposed reliability analysis scheme overcomes the 

shortcomings of existing cooperative black hole attack using 

AODV routing protocol. As soon as there is a path available 

for routing, its reliability is checked using the proposed 

scheme. The proposed reliability analysis scheme helps in 

achieving maximum reliability by minimizing the complexity 

of the system. The final path available after the reliability 

analysis using the proposed scheme will make the path secure 

enough to minimize the packet loss, end-to-end delay and the 

energy utilization of the network as well as maximize the 

network lifetime in return. 

Behzad Shahram [IJCSNS 2015] supposed that in a 

wireless mobile ad hoc network (MANET), Similar to other 

systems, there is a risk of external agent infiltration. These 

networks are basically no-infrastructure, meaning no routing 

such as router or switch is used. So, they are highly posed to 

the risk of damage or exhausting all their common behavior 

energy. Hence, there is a growing interest towards the 

methods which can warn the network against the black hole 

attacks and external agent infiltration. black hole attacks 

which are among the most dangerous network attacks one of 

such security issue in MANET, These attacks are induced 

through each nodes existing in the network, where the node 

sends confirmation RREP to RREQ, no matter what its 

routing table is or whether a route exists towards the node. By 

doing this, the black hole node can deprive the traffic from 

the source node. So as to get all data packets and drops it. 

 Malhotra Priyanka [IJERD 2014] thought that 

Mobile Ad Hoc Networks (MANETs) is a collection of 

wireless mobile nodes connected by wireless links forming a 

temporary network without the aid of any infrastructure or 

any centralized administration. The nodes communicate with 

each other on the basis of mutual trust. These nodes can act 

as host/router or both at the same time. They can form 

arbitrary topologies depending on their connectivity with 

each other in the network. This characteristic makes 

MANETs more vulnerable to be exploited by an attacker 

inside the network. Wireless links also makes the MANETs 

more susceptible to attacks, which make it easier for the 

attacker to go inside the network and get access to the 

ongoing communication. Owing to its mobility and broadcast 

nature MANETs are particularly vulnerable to attacks over 

traditional wired networks finally makes them susceptible to 

various active and passive attacks because of its limited 

physical security, dynamically changing network topology, 

energy constrained operations and lack of centralized 

administration. MANETs often suffer from security attacks 

because of its features like open medium, lack of central 

monitoring and management, cooperative algorithms and no 

clear defense mechanism. In particular, black hole attacks can 

be easily deployed into the MANETs by the adversary. Our 

objective is to thoroughly capture and analyze the impact of 

Black Hole attacks on MANET performance using reactive 

(AODV) routing protocol with varying number of Black Hole 

nodes in the MANET. We have used Performance Metrics i.e. 

Throughput, Packet delivery Ratio, Packet Drop ratio to 

analyze the impact of Black hole attack on AODV Routing 

Protocol in MANET using the NS-2 simulator.  

 Jain Swati [IJSR 2013] alleged that as the increase 

of wireless networks, use of mobile phones, smart devices are 

gaining popularity so the adhoc network is also an uprising 

field. Each device in a MANET is free to move independently 

in any direction, linking to other devices frequently. Each 

must forward traffic unrelated to its own use, and therefore 

be a router. Its routing protocol has to be able to cope with the 

new challenges that a MANET creates such as nodes 

mobility, security maintenance, and quality of service, 

limited bandwidth and limited power supply etc. This paper 

describes the features, application, and vulnerabilities of 

mobile ad hoc network also presents an overview and the 

study of the attacks and their mitigation in routing protocols. 

III. PROBLEM IDENTIFICATION 

After going through different literature we have identified 

some problem in security over MANET’s are as summarized. 

 Prior the works done on security issues i.e. assault 

(Black Hole assault) required in MANET depended on 

responsive directing convention like Ad-Hoc on Demand 

Distance Vector (AODV). Black Hole assault is pondered 

under the AODV steering convention and its assets are 

expounded by expressing how this assault bothers the 

execution of MANET.  Less thought has been given to the 

reality to consider the effect of Black Hole assault in MANET 

utilizing both Reactive and Proactive conventions and to 

think about the defenselessness of both these conventions 

against the assault. There is necessity to address both these 

sorts of conventions and the effects of the assaults on the 

MANETs. 

Schemes 
Routing 

Protocol 
Defect 

Neighborhood 

based And Routing 

Recovery 

AODV (Ad-

Hoc On-

demand 

Distance 

Vector) 

Futile when 

attackers 

collaborate to 

falsify the phony 

reply packets 

Random Two hop 

ACK and Bayesian 

Detection Scheme 

DSR 

(Dynamic 

Source 

Routing) 

Fail when 

increase the 

number of 

witness 

Dynamic Learning 

System Against 

Blackhole Attack in 

AODV based 

MANET 

AODV (Ad-

Hoc On-

demand 

Distance 

Vector) 

High routing 

overhead and 

end-to-end 

impediment than 

AODV 

Intrusion detection 

based on ABM 

MAODV 

(Multi-cast 

Ad-Hoc On-

demand 

Distance 

Vector) 

Failed at mutual 

blackhole 

attacks 

Table 1: Defect in different Routing Protocol 

IV. METHDOLOGY 

MANETs (Mobile Ad hoc Network) is a self-overseeing 

framework in which distinctive versatile hubs are associated 

by remote connections. MANETs involve portable hubs that 

are autonomous for moving in and out over the system. Hubs 
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are the gadgets or frameworks i.e. tablets, cellular telephone 

and so forth those are taking an interest in the system. These 

hubs can work as switch/host or both at the same time. These 

hubs can shape clueless topologies according to their 

availability among hubs over the system.  

Security in MANETs is the prime tension for the 

essential working of system. MANETs much of the time be 

sick with security dangers due to it having highlights like 

modifying its topology progressively, open medium, absence 

of focal administration and checking, helpful calculations and 

no clear security system. These elements draw a 

consideration for the MANETs against the security 

terrorizing. 

 As of recently less consideration has been given to 

mixture directing convention which incorporates the benefit 

of proactive and receptive steering convention in our 

proposed approach we have utilized ZRP (Zone steering 

Protocol) which is Hybrid convention. 

A. Algorithm (Proposed Scheme): 

1) Place adjacent node together with a source node. 

2) Source node will verify routing table entries for these 

particular adjacent nodes in the protocol. 

3) Select a adjacent node as a trustworthy node and get IP 

address of elected trustworthy node. 

4) Then to perceive Black Hole node it will send request to 

remote nodes.  

 RREQ  IERP/BRP for trustworthy node’s IP. 

5) Acquire response for appeal from the outlying nodes 

RREP IERP/BRP. 

6) Ensure intermediary nodes which answered along with 

source’s routing table. 

7) If any intermediary node is nearby as outlying node in 

source’s routing table then scratch that node which 

answered as Black Hole node and transmit alarm packet 

message about that particular node and make attentive 

the other nodes to bring up to date their routing tables in 

order to put off Black Hole attack. 

B. Some Important Points Of ZRP Are As Follows: 

1) In the ZRP, proactive procedure scope confines only to 

the node's local neighborhood.  

2) Then again, the traversing all over the network, although 

global in nature, is done by proficiently querying elected 

nodes in the network, as divergent to querying all the 

network nodes.      

3) For a routing protocol to be well-organized, alteration in 

the network topology should have only a local 

consequence. In other terms, formation of a new link at 

one end of the network is a vital local event but, most 

possibly, not a important part of information at the other 

end of   the network.   

4) Proactive protocols globally lean to share out such 

topological changes extensively in the network, 

incurring huge costs.  

5) The ZRP confines dissemination of such information to 

the neighborhood of the    change only, therefore off-

putting the cost of topological updates. 

6) The ZRP's framework supports global route discovery 

based on source routing, distributed distance vectors, or 

various combinations of both. 

7) The ZRP framework proactively maintains local routing 

information (routing zones) based on periodic exchanges 

of neighbor discovery messages. 

8) The ZRP only assumes that link-layer (neighbor) 

unicasts are delivered reliably and in-sequence.  Reliable 

and sequenced delivery of neighbor broadcasts and IP 

unicasts is not required. 

9) The ZRP proactively maintains local routing information 

(routing zones) based on detected changes in neighbor 

status. 

10) The ZRP is a fully distributed protocol. 

11) The ZRP's GLOBAL route discovery mechanism is 

reactive. A route query is initiated, on demand, when a 

node requires routing information that is not immediately 

available in its routing table. The route query propagates 

through the network, using a special packet delivery 

service called "bordercasting".  Bordercasting leverages 

knowledge of local network topology to direct route         

queries away from the source, thereby reducing 

redundancy. 

12) ZRP protocol provides loop-free routing. If the reactive 

Interzone Routing is based on source routing, loop-

freedom in the route discovery process is ensured by 

inspection of accumulated source routes. For distributed 

distance vector approaches, loop-freedom can be ensured 

by labeling queries (replies) with the source (destination) 

address and locally unique sequence number.  Nodes that 

relay these messages can temporarily cache these 

identifiers in order to         identify and terminate loops. 

The proactive Intrazone Routing based on link states is 

inherently loop-free, although temporary loops may form 

while new link state updates propagate through the 

routing zone. 

V. RESULT AND DISCUSSION 

Security in Mobile Ad-Hoc Network (MANET) is the most 

important concern for the basic functionality of network. 

Availability of network services, confidentiality and integrity 

of the data can be achieved by assuring that security issues 

have been met. MANET often suffer from security attacks 

because of its features like open medium, changing its 

topology dynamically, lack of central monitoring and 

management, cooperative algorithms and no clear defense 

mechanism. These factors have changed the battle field 

situation for the MANET against the security threats. 

 
Fig. 1: Data transmission in ZRP 
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Fig. 2: Packet Drop due to Black hole node in ZRP and Data 

Transmission 

 
Fig. 3: Throughput of sending Packet in ZRP 

 
Fig. 4: Throughput of sending Packet in AODV 

After going through our implementation in NS-2 we 

found find some facts upon which we are providing 

comparison between AODV and ZRP. 

 
Fig. 5: Performance Comparison based on Packet loss 

Performance 

Constraints 
AODV ZRP 

Category On-Demand Hybrid 

Protocol Type 
Distance 

Vector 
Link Reversal 

Multicast Yes No 

Message Overhead High Medium 

Feature 

Only keeps 

track of next 

hop in route 

Routing 

range defined 

in hops 

Network  

Throughput against 

black hole 

Low High 

Table 1: Comparison based on result 

VI. CONCLUSION 

MANET (Mobile impromptu system) is an assemblage of 

portable hubs that haphazardly frames the temporary system 

and it is a system without framework. The security issue is 

more multifaceted in MANET when contrasted and regular 

system which the gatecrasher may get physical access to the 

wired connection or disregard security gaps at firewalls and 

switches. Security in MANETs is the prime nervousness for 

the major working of system. MANETs regularly be sick with 

security dangers as a result of it having highlights like 

changing its topology progressively, open medium, absence 

of focal administration and checking, agreeable calculations 

and no clear security component. These elements draw a 

consideration for the MANETs against the security 

terrorizing. In this paper we have learned about security 

assault in MANET and its outcomes, how MANETs directing 

convention distinguishes black hole attack. 
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