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Abstract— Intrusion Detection System (IDS) becomes a 

crucial a part of each laptop or network system. Intrusion 

detection (ID) may be a mechanism that has security for each 

computers and networks. Feature choice and have reduction 

is very important space of analysis in intrusion direction 

system. the dimensions and attribute of intrusion file ar 

terribly massive. within the analysis work intrusion detection 

totally different issues ar two-faced. A hybrid model for 

feature choice and intrusion detection is very important issue 

in intrusion detection. the choice of feature in attack attribute 

and traditional traffic attribute is difficult task. Experimental 

results performed on KDDCup’99 data set and real network 

data indicate. The Intrusion from network from different 

dataset using KNN, SVM and KNN in Matlab tool. A 

comparative analysis of different feature selection methods 

based on KDDCUP’99 benchmark dataset is applied. The 

performance is evaluated in terms of regression, slop and 

Accuracy of the testing dataset. 
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I. INTRODUCTION 

During the last few years there is a dramatic increase in 

growth of computer networks. There are various private as 

well as government organizations that store valuable data 

over the network. This tremendous growth has posed 

challenging issues in network and information security, and 

detection of security threats, commonly referred to as 

intrusion, has become a very important and critical issue in 

network, data and information security. The security attacks 

can cause severe disruption to data and networks. Therefore, 

Intrusion Detection System (IDS) becomes an important part 

of every computer or network system. Intrusion detection 

(ID) is a mechanism that provides security for both computers 

and networks. Feature selection and feature reduction is 

important area of research in intrusion direction system. The 

size and attribute of intrusion file are very large. Due to large 

size of attribute the detection and classification mechanism of 

intrusion detection technique are compromised in terms of 

detection rate and alarm generation. For the improvement of 

intrusion detection process various authors and researchers 

work together for feature reduction and feature selection for 

intrusion detection system. In current scenario the feature 

reduction and selection process focus on entropy based 

technique. Some authors used neural network model such 

SOM and RBF neural network model for classification of 

intrusion data during attacking mode and normal mode of 

network traffic. On the mechanism of detection intrusion 

detection divide into two section host based intrusion 

detection system and network based intrusion detection 

system. Host based intrusion detection system in generally 

know as signature based intrusion detection system. Instead 

signature based intrusion detection system come along with 

another variant is called anomaly based intrusion detection. 

In anomaly based intrusion detection various technique are 

used such as supervised learning and unsupervised learning. 

In network intrusion Detection, independent and redundancy 

attributes leads to low detecting rate and speed of 

classification algorithms. Therefore, how to reduce network 

attributes to raise performance of classification algorithms by 

applying optimal algorithm has become a research branch of 

intrusion Detection. A new approach for network intrusion 

detection feature selection based on PCNN-SVM attributes 

selection and reduction. The available approaches for 

intrusion detection focus on improving detection accuracy 

and restraining false alarms, and given enough time, most of 

them can achieve satisfactory results in terms of these criteria. 

However, in practice, intrusion detection is a real-time critical 

mission, that is, intrusions should be detected as soon as 

possible or at least before the attack eventually succeeds.  

II. INTRUSION DETECTION SYSTEM  

An intrusion is an attempt to compromise the integrity, 

confidentiality, availability of a resource, or to bypass the 

security mechanisms of a computer system or network. James 

Anderson introduced the concept of intrusion detection in 

1980.It monitors computer or network traffic and identify 

malicious activities that alerts the system or network 

administrator against malicious attacks. Dorothy Denning 

proposed several models for IDS in 1987. Approaches of IDS 

based on detection are anomaly based and misuse based 

intrusion detection. In anomaly based intrusion detection 

approach .The system first learns the normal behavior or 

activity of the system or network to detect the intrusion. If the 

system deviates from its normal behavior then an alarm is 

produced. In misuse based intrusion detection approach .IDS 

monitors packets in the network and compares with stored 

attack patterns known as signatures. The main drawback is 

that there will be difference between the new threat 

discovered and signature being used in IDS for detecting the 

threat. Approaches of IDS based on location of monitoring 

are Network based intrusion detection system (NIDS) and 

Host-based intrusion detection system (HIDS). NIDS detects 

intrusion by monitoring network traffic in terms of IP packet. 

HIDS are installed locally on host machines and detects 

intrusions by examining system calls, application logs, file 

system modification and other host activities made by each 

user on a particular machine. 

III. FEATURE SELECTION  

Due to the large amount of data flowing over the network real 

time intrusion detection is almost impossible. Feature 

selection can reduce the computation time and model 

complexity. Research on feature selection started in early 60s 

. Basically feature selection is a technique of selecting a 

subset of relevant/important features by removing most 

irrelevant and redundant features from the data for building 

an effective and efficient learning model.  
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IV. DATA MINING, KDD, AND RELATED FIELDS 

The term data mining is frequently used to designate the 

process of extracting useful information from large 

databases. In this chapter, we adopt a slightly different view, 

which is identical to the one expressed . In this view, the term 

knowledge discovery in databases (KDD) is used to denote 

the process of extracting useful knowledge from large data 

sets. Data mining, by contrast, refers to one particular step in 

this process. Spherically, the data mining step applies so-

called data mining techniques to extract patterns from the 

data. Additionally, it is preceded and followed by other KDD 

steps, which ensure that the extracted patterns actually 

correspond to useful knowledge. Indeed, without these 

additional KDD steps, there is a high risk of finding 

meaningless or uninteresting patterns . In other words, the 

KDD process uses data mining techniques along with any 

required pre- and post-processing to extract high-level 

knowledge from low-level data. In practice, the KDD process 

is interactive and iterative, involving numerous steps with 

many decisions being made by the user. Here, we broadly 

outline some of the most basic KDD steps: 1. Understanding 

the application domain: First is developing an understanding 

of the application domain, the relevant background 

knowledge, and the specific goals of the KDD endeavor. 2. 

Data integration and selection: Second is the integration of 

multiple data and the selection of the subset of data that is 

relevant to the analysis task. 3. Data mining: Third is the 

application of specific algorithms for extracting patterns from 

data. 4. Pattern evaluation: Fourth is the interpretation and 

validation of the discovered patterns. The goal of this step is 

to guarantee that actual knowledge is being discovered. 5. 

Knowledge representation: This step involves documenting 

and using the discovered knowledge. In other words, data 

mining emphasizes the efficient discovery of simple, but 

understandable models that can be interpreted as interesting 

or useful knowledge. In fact, data mining is just a step in the 

KDD process. As such, it has to contribute to the overall goal 

of knowledge discovery. Some Data Mining Techniques: 

Data mining techniques essentially are pattern discovery 

algorithms. Some techniques such as association rules  are 

unique to data mining, but most are drawn from related fields 

such as machine learning or pattern recognition. In this 

section, we introduce four well-known data mining 

techniques that have been widely used in intrusion detection. 

A broader and more detailed treatment of data mining 

techniques can be found elsewhere. A potential source of 

confusion is that different data mining techniques assume 

different input data representations. For example, association 

rules have historically been discussed under the assumption 

that the input data is represented as a set of transactions . 

Later, association rule mining over relational databases has 

been investigated..Depending on the input data 

representations (sets of transactions versus relational 

databases), the association rule concept is presented 

differently. A related problem is that there are many different 

ways to represent the same data set in a relational database. 

In practice, the available input data does not necessarily 

follow this format. Then, it is the responsibility of the second 

KDD step to transform the available data into the format 

required by the data mining techniques.  

 Association Rules 

 Frequent Episode Rules 

 Classification 

 Clustering 

V. CLASSIFICATION OF TECHNIQUES 

In a classification task in machine learning, the task is to take 

each instance of a dataset and assign it to a particular class. A 

classification based IDS attempts to classify all traffic as 

either normal or malicious. The challenge in this is to 

minimize the number of false positives (classification of 

normal traffic as malicious) and false negatives 

(classification of malicious traffic as normal). Five general 

categories of techniques have been tried to perform 

classification for intrusion detection purposes:  

 SVM(Support Vector Machine) 

 KNN(K-nearest Neighbor classification)                                                                      

VI. PROBLEM   FORMULATION 

In the research work intrusion detection different problems 

are faced. A hybrid model for feature selection and intrusion 

detection is important issue in intrusion detection. The 

selection of feature in attack attribute and normal traffic 

attribute is challenging task. There are different problems that 

are given below: 

 There are selection of known and unknown attack is also 

faced a problem of classification. There is multiclass 

problem during the classification of data.  

 Intrusion detection is a problem of transportation 

infrastructure protection owing to the fact that computer 

networks are at the core of the operational control of 

much of the nation’s transportation.  

 The feature ranking and selection problem for intrusion 

detection is similar in nature to various engineering  

Another major problem that is also faced in the 

intrusion detection that are       given below: 

1) Security 

2) Authentication 

3) Attackers 

VII. METHODOLOGY 

This is to detect the intrusion from network. It is based upon 

weka tool. Their are the programmable files containing the 

information about the dataset.  The Intrusion detection system 

deals with large amount of data which contains various 

irrelevant and redundant features resulting in increased 

processing time and low detection rate. Therefore feature 

selection plays an important role in intrusion detection. There 

are various feature selection methods proposed in literature 

by different authors. In this a comparative analysis of 

different feature selection methods are presented on 

KDDCUP’99 benchmark dataset and their performance are 

evaluated in terms of detection rate and TP and FP and 

Precision and Recall. 
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Fig. 1: Proposed flow of the work 

Theoretical steps for the proposed methodology: 

1) Gather the audit data i.e., data to test from Kdd'99. 

2) Similarly the gather the infonnation for the training data 

set. 

3) Use k- means to make dataset to be redundant and form 

k- clusters. This step is basically to encourage the 

redundancy. 

4) Input for the SVM algorithm is ready. 

5) Calculate weight, of each attribute. 

6) Now using association rule clusters will be classified. 

7) Those classified clusters are either anomaly or normal. 

VIII. RESULTS 

 
Fig. 2: 
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Fig. 6: 
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Table 1: 

IX. CONCLUSION 

Data mining techniques that have been proposed towards the 

enhancement of IDSs. We have shown the ways in which data 

mining has been known to aid the process of Intrusion 

Detection and the ways in which the various techniques have 

been applied and evaluated by researchers. Several intrusion 

detection schemes for detecting network intrusions are 

proposed in this work. The Intrusion detection system deals 

with large amount of data which contains various irrelevant 

and redundant features resulting in increased processing time 

and low detection rate. Therefore feature selection plays an 

important role in intrusion detection. There are various 

feature selection methods proposed in literature by different 

authors. In this a comparative analysis of different feature 

selection methods are presented on KDDCUP’99 benchmark 

dataset . In this work KDD Cups 99 data set is used to detect 

the intrusion.  Experimental results performed on 

KDDCup’99 data set and real network data indicate. The 

Intrusion from network from different dataset using KNN, 

SVM and KNN in Matlab tool. A comparative analysis of 

different feature selection methods based on KDDCUP’99 

benchmark dataset is applied. The performance is evaluated 

in terms of regression, slop and Accuracy of the testing 

dataset . In this SVM is best rather then the KNN, Because in 

this the regression is 0 and slop is less and the accuracy is 

98%.But in KNN slop and regression is more whether the 

accuracy is 99%. 

The future work is needed in order to keep high 

detection rate and lowering the false alarm rate. In addition, 

it is also implemented on another datasets with the different 

compressions and different methods. 
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