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Abstract— Spam is the abuse of electronic messaging 

systems to indiscriminately send unsolicited bulk messages. 

It forces users to search legitimate emails in the inbox which 

is filled with unwanted spam mails. In order to increase 

detection accuracy spam filter should be attack-resilient, 

personalized and user-friendly. To achieve the personalized 

feature proposed system are use which has Social Network 

Aided Personalized (SOAP) and effective spam filter. 

Personalized means an accurate spam filtering should be 

done by considering social parameters of a particular 

individual. Proposed spam filter will first consider the 

relationship between correspondents and secondly it will 

consider different area of interest/disinterest of individual. 

In this paper the overview of existing e-mail spam filtering 

methods is given. The classification, evaluation and 

comparison of traditional and learning-based methods are 

provided. Some personal anti-spam products were tested and 

compared. The intention of this paper is to prove the ability 

of proposed system. Social network based spam filter 

(SOAP) are much better than existing spam filter because of 

its personalized feature. 

Key words: Spam Filtering, SOAP 

I. INTRODUCTION 

The Bayesian filter is a step ahead of static keyword filter 

due to its unique ability to continuously tackle new spam by 

learning keywords in new spam emails. The reason 

Bayesian filter is so exciting because of its high accuracy 

rate and low false-positive rate. The increasing number of 

unsolicited e-mail messages (spam) reveals the need for the 

development of reliable anti-spam filters. The vast majority 

of content-based techniques rely on word-based 

representation of messages. Such approaches require reliable 

tokenizer for detecting the token Boundaries. As a 

significance, a common practice of spammers is to attempt 

to confuse the tokenizer using unexpected punctuation 

marks or special characters within the message.  

The proposed system has Social Network Aided 

Personalized (SOAP) and effective spam filter which is 

accurate and user friendly SOAP integrates four components 

into basic Bayesian filter: social closeness-based spam 

filtering, social interest-based spam filtering, adaptive trust 

management and friend notification. SOAP can greatly 

improve the performance of the accuracy, attack resilience 

and efficiency of spam detection. 

II. RELEVANCE 

Especially spam is assuming as alarming proportions due to 

the fact that genuine emails get buried in the horde of Spam. 

Bayesian spam filters calculate the probability of a message 

being spam based on its contents. Unlike simple content-

based filters, Bayesian spam filtering learns from spam 

mails and good mail resulting in a very robust, adapting and 

efficient anti-spam approach that returns hardly any false 

positives. In order to prevent inboxes from getting flooded 

with spam emails, these techniques are used which is 

Bayesian Filtering and Gzip Compression Technique. The 

reason Bayesian filtering is so intriguing its high accuracy 

rate (97.6% as tracked by POP File) and low false-positive 

rate. Comparison of two Spam filtering algorithms, namely 

Bayesian algorithm and gzip compression algorithm and 

their suitability as client-side filtering techniques. The gzip 

algorithm was compared to the Bayesian algorithm using the 

Spam Assassin Corpus so based on research for accuracy 

and speed, with fixed corpus sizes on the same machine 

Bayesian Filtering proved to be better in terms of accuracy 

and speed. 

Previously spam filter approaches can be branched 

into two major categories: (1) Content based spam filters in 

which emails are separated on the basis of keywords and 

patterns which are typical in spam. (2) Identity based spam 

filters target on the identities of email senders. User 

manually creates a blacklist and whitelist of addresses of the 

emails and accordingly the emails are distinguished. Thus, 

the previous spam filters are not user friendly, they required 

much user efforts to manually differentiate spam from 

legitimate emails for training. Therefore, a spam filter 

should be attack-resilient, personalized and user-friendly to 

provide a secure and a reliable system 

III. LITERATURE REVIEW 

Ze Li and HaiyingShen [1] outlined the new concept which 

is having Bayesian spam filter using Social network 

connectivity. It had three basic components into the basic 

Bayesian filter: social closeness-based spam filtering, social 

interest-based spam filtering, and adaptive trust 

management. This evaluate performance of SOAP based on 

the trace data from Facebook and results show that SOAP 

can greatly improve the performance of Bayesian spam 

filters in terms of the accuracy, attack-resilience and 

efficiency of spam detection. We also find that the 

performance of Bayesian spam filters is the lower bound of 

SOAP.   

Mumtaz Mohammed Ali AL-Mukhtar [4] outlined 

the filter which is combination of three forms of filters: 

Whitelist, Blacklist and Bayesian filter. Content-based filter 

makes estimation of spam likelihood based on the text of e-

mail and filter messages according to pre-selected threshold. 

The content based filter uses Bayesian algorithm to estimate 

the probability of a message being a spam. A database is 

constructed in the form of tables stored in SQL server. The 

filter at the client side can transparently access the database 

in order to carry on the intended filtering. The solution is a 

client side-filtering approach that adds convenience to the 

user. This allows the users to custom the filter based on their 

interests and needs. A number of performance 

measurements have been carried out. The results ensure 

performance of the filter and its efficiency. 

Bayesian filtering introduced Bayes’ formula to 

keep spam out of your inbox [5] outlined the Bayes' 

Formula is use to figure out the probability that a message is 
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spam based on the words appearing in it. List every word in 

an incoming Gmail message, determine the odds of each 

word appearing in a spam message, and use those odds as 

input to Bayes’ formula to determine if the message is spam 

or not.  

David Anderson [6] outlined the system which is 

focus on email spam, the term is also used to describe. 

Instant messaging spam, Usenet newsgroup spam, Web 

search engine spam and mobile phone messaging spam and 

provided that the user has a sufficiently large number of 

spam and harm messages, it is very easy to train a statistical 

filter on a per-user basis.  

Thiago S. Guzella [7] outlined the comprehensive 

review of recent developments in the application of machine 

learning algorithms to spam filtering, focusing on both 

textual- and image-based approaches. Instead of considering 

spam filtering as a standard classification problem, it 

highlight the importance of consider in specific 

characteristics of the problem, especially concept drift, in 

designing new filters. Two particularly important aspects 

not widely recognized in the literature are discussed: the 

difficulties in updating a classifier based on the bag-of-

words representation and a major difference between two 

early naïve Bayes models. The more reliable systems can be 

obtained by combining several algorithms with different 

characteristics, in the same way as the immune system has 

several mechanisms for dealing with invading pathogens. 

Naive Bayes classifier [8] this technique basically 

operates with ‘Bag of Words’ which is represented as an 

unordered collection of words. Naive Bayes classifiers [9] 

work by correlating the use of tokens (typically words), with 

spam and non-spam e-mails and then using Bayesian 

inference to calculate a probability that an email is or is not 

spam. For calculating spamcity of total message, it lets us 

combine the probability of multiple independent events into 

one number. Each word has particular probabilities of 

occurring in spam email and in legitimate email. Overall 

process has following steps 

 Train the filter. 

 Calculate probability of words. 

 Combine the word probability to classify mail. 

At start emails are manually classified as spam or 

ham. After training probability of each word in spam and 

legitimate mail is calculated by following formula and this 

data is stored by spam filter in its database. Filter also 

maintains spam token database and non-spam token 

database which contain count of each word in email. 

 
Where, 

Pr(S) =overall probability that any given message is spam. 

Pr(S/W) =probability that a message is a spam. 

Pr (W/S) = probability that the specified word appears in 

spam message. 

Pr (W/H) = probability that specified word appears in ham 

message. 

Overall probability of email is calculated as 

Where, 

 
Pr(S) = probability that any given message is spam 

Pr (H) = probability that any given message is ham. 

Disadvantages of Naïve Bayes classifier technique are 

 Words which occur in spam are misspelled. 

 Images are inserted in emails for sensitive words 

by spammers and Bayesian Classifier can’t analyze 

images. 

IV. CONCLUSION 

A personalized, attack-resilient and user-friendly spam filter 

is needed to effectively fight with spammers in order to 

reduce spam emails. 

In this survey paper I studied that how Bayesian 

filter improves the performance of Bayesian networks in 

term of spam detection accuracy and training time. I 

observed one important thing is that, actual utility will vary 

somewhat from individual to individual; depending largely 

upon the number of emails a person receive each day. 

The SOAP improves the performance of Bayesian 

networks in term of spam detection accuracy and training 

time. SOAP is a personalized, attack-resilient and user-

friendly social network based Bayesian spam filter. SOAP 

can build a social network connecting the users. SOAP can 

also be used as a plugin in current on-line social online 

networks, such as Facebook, Myspace, to filter out the 

spam-like comments posted on walls or pictures. 
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