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Abstract— Steganography is the art and science of secret 

communications. It is the practice of encoding/embedding 

secret information in a way such that the subsistence of the 

information is invisible. The original documents can be 

referred to as cover text, cover image, or cover audio. After 

inserting the secret message it is referred to as stego 

medium. The disadvantages of the system lie in the fact that 

once the applicability of the system is known, it can be 

simply attacked. So, it is urgent to keep the application of 

the method to a particular dataset, secret. We have several 

methods of audio steganography to embed the text message 

in cover audio file. The main job is to send the messages to 

receivers by hiding the existence of the message. Due to the 

security issues, A new Hybrid algorithm has been used 

which consists of both Indian root and Reflection symmetry 

method in order to reduce the data and increase the security, 

hence making the decoding process difficult. The Proposed 

Hybrid Algorithm was successful in increasing the security 

of the particular document as it made the decoding difficult. 

It was also helpful to make the limited articles or sentences 

safe which were consumed by Indian root method. It 

became difficult to identify the number of bits as the 

encoding was done by both the processes Indian root as well 

as Reflection symmetry method. It helped to increase the 

number of hidden sentences as the decoding process was 

tough. As a future work, this solution can be enhanced by 

increasing the embedding data capacity. The work is only 

limited to the text data, which can be further done with 

multimedia data also. Some advanced steganography 

methods can be used to enhance the encoding decoding 

process. 
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I. INTRODUCTION 

The word steganography is derived from the Greek word 

stegos means cover and grafia means writing defining it as 

covered writing. In image steganography the information is 

unseen completely in images. Steganography is the art and 

science of secret communications. It is the practice of 

encoding/embedding secret information in a way such that 

the subsistence of the information is invisible. The original 

documents can be referred to as cover text, cover image, or 

cover audio. After inserting the secret message it is referred 

to as stego medium. A stego-key is utilized for 

hiding/encoding method to restrict recognition or extraction 

of the embedded data Steganalysis is the method of 

recognizing steganography by inspecting several parameter 

of a stego media. The major step of this method is to 

recognize a suspected stego media. After that steganalysis 

method determine whether that media contains unseen 

message or not and then try to improve the message from it. 

In the cryptanalysis it is clear that the intercepted message is 

encrypted and it surely contains the unseen message because 

the message is scrambled. But in the case of steganalysis 

this may not be correct. The suspected media may or may 

not be with unseen message. The steganalysis method starts 

with a set of suspected information stream. Then the set is 

decreased with the help of advance statistical techniques. 

 
Fig. 1:  Steganography technique 

A. Text Steganography 

Hiding information in text documents is the mainly common 

system of steganography. The system was to conceal a 

secret message into a text message. After coming of Internet 

and different kind of digital documents formats it has 

decrease in importance. Text stenography using digital 

documents is not used very frequently because the text 

documents have a very small amount of excess data. 

Steganalysis are of three different types:  

1) Visual Attacks 

It determined the unseen information, which helps to 

separate the image into bit planes for further more 

investigation.  

2) Statistical Attacks 

Statistical attacks may be passive or active. Passive attacks 

involve with recognizing presence or absence of a secret 

message or implanting algorithm used. Active attacks are 

utilized to investigate entrenched message length or unseen 

message location or secret key used in embedding. 

3) Structural Attacks 

The format of the data documents alters as the data to be 

unseen is embedded, recognizing this characteristic structure 

changes can assist us to find the presence of image/text 

documents. 

a) Secure Information Hiding 

An information hiding scheme has been developed for 

confidentiality. However, we study an image documents as a 

carrier to hide message. Therefore, the carrier will be called 

as cover-image, while the stego-object called as stego-

image. The accomplishment of scheme will only focus on 

Least Significant Bit (LSB) as one of the steganography 

techniques as mentioned in below. 
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II. RELATED WORK 

Madumita Sengupta et al. (2013) have worked on “A Novel 

Hash based Technique for Thermal Image Authentication” 

and Thermal images used in security measures for 

surveillance suffer from lack of authenticity. Thermal 

images were taken as cover images and bits from 

authenticating images/messages were inserted using a hash 

function. One, two and three bits per bytes were inserted 

into the cover images. The hash function increases the 

robustness of the technique and the adjustment optimized 

the image fidelity. Various parametric tests were performed 

and compared with existing techniques which shows better 

parametric values based on embedding capacity and image 

fidelity. 

In many different ways thermal images were used 

in our society starting form surveillance required at dark 

night to capture criminals, or to protect from forest fire, 

building repairing, manufacturing defects, power line 

maintenance, physiological activities monitoring as a 

response from warm-blooded animals and many more. Thus 

to protect and authenticate thermo grams a strong security 

mechanism was required. This novel hash based proposed 

steganography technique was a major turn to protect the 

authenticity and ownership of thermo grams for the purpose 

of authentication of thermal images. 

Y.K.Jain and R.R. Ahirwal (2010) have worked on 

“A Novel Image Steganography Method with Adaptive 

Number of Least Significant Bits Modification Based on 

Private Stego-Keys” and the authors have proposed an 

adaptive least significant bit spatial domain embedding 

method. This method divides the image pixels ranges (0-

255) and generates a stego-key. This private stego-key has 5 

different gray level ranges of image and each range indicates 

to substitute fixed number of bits to embed in least 

significant bits of image. The strength of proposed method 

was its integrity of secret hidden information in stego-image 

and high hidden capacity. The limitation was to hide extra 

bits of signature with hidden message for its integrity 

purpose. It also proposed a method for colour image just to 

modify the blue channel with this scheme for information 

hiding. This method was targeted to achieve high hidden 

capacity plus security of hidden message.  

H. Yang et al. (2009) have worked on “A High-

Capacity Image Data Hiding Scheme Using Adaptive LSB 

Substitution”, Journal: Radio engineering and proposed an 

adaptive LSB substitution based data hiding method for 

image. To achieve better visual quality of stego-image it 

takes care of noise sensitive area for embedding. Proposed 

method differentiates and takes advantage of normal texture 

and edges area for embedding. This method analyzes the 

edges, brightness and texture masking of the cover image to 

calculate the number of k-bit LSB for secret data 

embedding. The value of k was high at non-sensitive image 

region and over sensitive image area k value remain small to 

balance overall visual quality of image. The LSB’s (k) for 

embedding was computed by the high-order bits of the 

image. It also utilizes the pixel adjustment method for better 

stego image visual quality through LSB substitution method. 

The overall result shows a good high hidden capacity, but 

dataset for experimental results were limited; there was not a 

single image which has many edges with noise region like 

‘Baboon.tif’. 

S. Channalli and A. Jadhav (2009) have worked on 

“Steganography an Art of Hiding Data” and anthers have 

proposed LSB based image hiding method. Common pattern 

bits (stego-key) were used to hide data. The LSB’s of the 

pixel were modified depending on the (stego-key) pattern 

bits and the secret message bits. Pattern bits were 

combination of MxN size rows and columns (of a block) 

and with random key value. In embedding procedure, each 

pattern bit was matched with message bit, if satisfied it 

modifies the 2nd LSB bits of cover image otherwise remains 

the same. This technique targets to achieve security of 

hidden message in stego-image using a common pattern key. 

This proposed method has low hidden capacity because 

single secret bit requires a block of (MxN) pixels.  

C.-H. Yang et al. (2008) have worked on “Adaptive 

Data Hiding in Edge Areas of Images with Spatial LSB 

Domain Systems” and the author proposed a Pixel value 

difference (PVD) and simple least significant bits scheme 

were used to achieve adaptive least significant bits data 

embedding. In pixel value differencing (PVD) where the 

size of the hidden data bits can be estimated by difference 

between the two consecutive pixels in cover image using 

simple relationship between two pixels. PVD method 

generally provides a good imperceptibility by calculating the 

difference of two consecutive pixels which determine the 

depth of the embedded bits. Proposed method hides large 

and adaptive k-LSB substitution at edge area of image and 

PVD for smooth region of image. So in this way the 

technique provide both larger capacity and high visual 

quality according to experimental results. This method was 

complex due to adaptive k generation for substitution of 

LSB. 

K.-H. Jung et al. (2008) have worked on “Image 

data hiding method based on multi-pixel differencing and 

LSB substitution methods” and the authors proposed a 

method of Multi-Pixel Differencing (MPD) which used 

more than two pixels to estimate smoothness of each pixel 

for data embedding and it calculate sum of difference value 

of four pixels block. For small difference value it uses the 

LSB otherwise for high difference value it uses MPD 

method for data embedding. Strength was its simplicity of 

algorithm but experimental dataset was too limited.  

H. Zhang et al. (2009) have worked on “Image 

Steganography Using Pixel-Value Differencing” and the 

author proposed another pixel value differencing method, it 

used the three pixels for data embedding near the target 

pixel. It uses simple k-bit LSB method for secret data 

embedding where number of k-bit was estimated by near 

three pixels with high difference value. To retain better 

visual quality and high capacity it simply uses optimal pixel 

adjustment method on target pixels. Advantage of method 

was histogram of stego-image and cover-image was almost 

same, but dataset for experiments were too small. 

W. J. Chen et al. (2010) have worked on “High 

Payload Steganography Mechanism Using Hybrid Edge 

Detector” and the authors have introduced a high capacity of 

hidden data utilizing the LSB and hybrid edge detection 

scheme. For edge computation two types of canny and fuzzy 

edges detection method applied and simple LSB substitution 

was used to embed the hidden data. This scheme was 

successful to embed data with higher peak signal to noise 

ratio (PSNR) with normal LSB based embedding. The 
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proposed scheme was tested on limited images dataset. This 

method was not tested on extensive edges based image like 

‘Baboob.tif’.  

V. Madhu et al. (2010) have worked on “A Novel 

Technique for Embedding Data in Spatial Domain” and 

proposed an image steganography method, based on LSB 

substitution and selection of random pixel of required image 

area. This method was target to improve the security where 

password was added by LSB of pixels. It generates the 

random numbers and selects the region of interest where 

secret message has to be hidden. The strength of method 

was its security of hidden message in stego-image, but has 

not considers any type of perceptual transparency.  

III. PROBLEM IDENTIFICATION 

The disadvantages of the system lie in the fact that once the 

applicability of the system is known, it can be simply 

attacked. So, it is urgent to keep the application of the 

method to a particular dataset, secret. We have several 

methods of audio steganography to embed the text message 

in cover audio file. The main job is to send the messages to 

a receivers by hiding the existence of the message Digital 

Steganography is an art of inconspicuously hiding data 

inside another data i.e. hiding a message in an particular 

carrier (such as audio file or image). The carrier can then be 

send to a receiver without anyone else knowing that it 

contains a hidden message. 

1) Cannot provide more security. 

2) Audio files can’t be reusable. 

In this project, the interface we are using is very 

user friendly where users specify the required inputs (such 

as audio, text). The user can open or save the output of a 

fussy function at a particular time after embedding. The 

users can work accordingly as he desires. In the context of 

security, an interloper can be prevented by assigning the 

software passwords facility. To obtain an extra security in 

extracting the data embedded, a key has to be utilized while 

embedding and extracting message. 

1) Reuse the audio file. 

2) More security provided. 

3) We can’t recognize message is presented or not in 

the carrier audio file. 

Digital steganography is just a series of methods 

which hides information and files from view into other 

file and can have many beneficial and secure properties 

such as watermarking photographs to deter art theft, 

keeping sensitive data secure in innocuous documents in 

case of unauthorized access or data theft, etc. But as any 

other tools in the world, intentionally and unintentionally, 

people may use this difficulty of detection in not such 

secure ways. 

Macros embedded in Microsoft documents also 

fall under the steganography cap. These mini-programs 

are executed as soon as one open the document and 

mostly spread by copying the email addresses in the 

address book and sending itself automatically by email. 

The Melissa virus is a popular example of this; it had a 

null payload but its damage came in the form of email 

server congestion due to its high rate of spread. 

As stated before, text can be embedded in picture. 

This might take the form of malicious code. Though 

harmless on its own, it can have a companion malware 

process which loads the programs from the carrier picture. 

The main advantage is that in some systems, picture files 

are not scanned and the companion method will not have a 

virus signature. Another dangerous application to 

steganography involves malevolent user of the systems 

whose intent is to transfer or steal sensitive information or 

files. This can very simply be done with “Text in media 

files” or the “Files archive in pictures” methods.  

IV. METHODOLOGY 

The methodology which has been proposed for the solution 

of the problems identified in the project is as shown in the 

Figure 1.  

 
Fig. 2: Flowchart of the methodology 

A. Step 1:- Input the message to be encrypted. 

 A message is selected randomly as an input for the 

process of encryption.  

 The selected message has to undergo encoding with 

the help of two methods i.e. Vedic Numeric 

method and Reflection symmetry method 

alternately. 

B. Step 2:- Convert the message into Binary format.  

 Now, the message which has been selected has to 

be converted into binary format. 

 Take out the ASCII code value of each of the 

character and convert the same into binary format. 

 Ensure that the values are either in 8 bits or in 4 

bits according to thye method of the frame 

encoding. 

 For Example – the ASCII code value of ‘T’ is 116. 

The binary value of 116 is 1110100, but since it has 

to be in 8 bits, thus the value will be 01110100. 
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C. Step 3:- Check for the termination of the loop until the 

message gets encoded. 

 For converting into encoded format, take each 

character from the starting of the message. 

 Once the loop is terminated, then the encoded 

message is displayed. 

D. Step 4:- Convert the message alternatively into encoded 

format by Reflection Symmetry method. 

 The first character is encoded with the help of 

Reflection symmetry method. 

 The process of generating the summary is 

dependent on the reflection symmetry characteristic 

of the English alphabets and accordingly, they are 

grouped into different sets, where each set 

represents a pair of bits. 

 For classification of the English Alphabets 

following reflection symmetry property, first we 

choose the horizontal axis as the axis of regularity 

and classify the English letters into two groups 

mainly based on the horizontal bisection of the 

letters i.e. whether a character or variable is equal 

or not on both sides of the axis after the bisection 

process, for e.g. characters like ‘A’, ‘C’ are not 

symmetric if bisected horizontally, whereas the 

letters ‘B’, ‘H’ etc. Are just the reverse i.e. same on 

both side of axis when bisected horizontally. 

 For Example - if we want to conceal the message 

having bits say “1100” and we choose a text that is 

“Ostrich is a bird. Ostrich can fly. So many types of 

birds are there. Peacock is our national bird.” 

Now, to veil the bits ‘11’, we can scrutinize the 

first letter of the first word i.e. ‘O’ which suitably 

is the member of group 4. Next, we can bury the 

next bits which is ‘00’ using the first letter of the 

start of the next sentence – which is ‘O’and belongs 

to group 4 again. Hence skip that sentence and 

move to the next sentence that starts with a ‘S’, 

which is a member of group 2.  

 So, we skip that sentence also and move to the next 

one. However the next sentence begins with a ‘P’ 

that belongs to group 1, expressing the bits ‘00’. 

Following the above method, our generated cover 

text is “Ostrich is a bird. Peacock is our national 

bird.” that is to be sent to the intended recipient. 
Group ID Letters in Group Bits to be hidden 

1 C,F,G,J,L,N,P,Q,R,Z 11 

2 B,D,E,K,S 01 

3 A,M,T,U,V,W,Y 10 

4 H,I,O,X 00 

Table 1: Groups based on bisection of the letters along with 

vertical and horizontal axis 

E. Step 5:- Match the data, if matched again convert the 

second letter by reflection symmetry method, else convert 

the message alternatively into encoded format by Indian 

root method.  

 The coding is completely based on the tongue 

position. For applying the Indian root code to the 

English alphabet frequency of letters in English 

vocabulary is used as the basis of assigning 

numbers to the letters in the English alphabet. 

 For the proposed text based steganography 

approach, every letter in the secret message is 

represented by its ASCII code and obtained ASCII 

code is represented in 8 bit binary number. The 8 

bit binary format is then divided into two 4 bit 

parts.  

 Each of the 4 bit part, expressing a number in the 

range 0 to 15, is used to choose the corresponding 

suitable letters from the table 1 as shown. 

 A consequential sentence is constructed by using 

the letters obtained as the first letters of the suitable 

words. In order to give flexibility in the sentence 

building, articles, pronoun, preposition, adverb, 

was/were, is/am/are, has/have/had, will/shall, 

would/should are not at all considered for encoding 

during the sentence construction. 

 For decoding the cover communication, the first 

letter of each of the word is taken and expressed by 

the corresponding 4 bit binary number and all these 

4 bit binary numbers are joined to obtain 8 bit 

binary numbers and corresponding ASCII codes for 

letters in the clandestine message are then obtained 

from all the 8 bit numbers.  

 Finally the surreptitious message is retained. 
Letter Number assigned Letter Number assigned 

E 15 M 7 

A 14 H 7 

R 13 G 6 

I 13 B 5 

O 12 F 4 

T 11 Y 4 

N 11 W 3 

S 10 K 3 

L 10 V 3 

C 9 X 2 

U 8 Z 2 

D 8 J 1 

P 7 Q 0 

Table 2: Table of Number assignment 

F. Step 6:- Check for the termination of the loop until the 

message gets encoded. 

 For converting into encoded format, take each 

character from the starting of the message. 

 Once the loop is terminated, then the encoded 

message is displayed. 

V. RESULTS 

Based on the methodology discussed, we did got some 

extreme good and improved results while comparing with 

the previous works, which have been shown with the help of 

screenshot and Graph. 
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Fig. 3: Encoding with the help of Hybrid method 

After input the plain text and the data, if we press 

Hybrid button the output will be displayed in the command 

window and also it will be stored in the workspace as var3. 

Hybrid method is the combination of both Reflection 

Symmetry and Indian Root method. 

 
Fig. 4: Comparison of all the three methods i.e. Reflection 

symmetry, Indian Root (Vedic Numeric) and Hybrid 

Method.for 32 bits 

VI. CONCLUSION AND FUTURE SCOPE 

The Proposed Hybrid Algorithm was successful in 

increasing the security of the particular document as it made 

the decoding difficult. It was also helpful to make the 

limited articles or sentences safe which were consumed by 

Indian root method. It became difficult to identify the 

number of bits as the encoding was done by both the 

processes Indian root as well as Reflection symmetry 

method. It helped to increase the number of hidden 

sentences as the decoding process was tough. The Work is 

carried out with MATLAB as a Simulation tool, maybe 

there are some possibilities of increasing of accuracy rate if 

it is carried out by NS – 2 Simulator. As a future work, this 

solution can be enhanced by increasing the embedding data 

capacity. The work is only limited to the text data, which 

can be further done with multimedia data also. Some 

advanced steganography methods can be used to enhance 

the encoding decoding process. 
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