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Abstract— Participation in social networking sites has 

dramatically increased in recent years. Services such as 

Friendster, Tribe, or the Facebook allow millions of 

individuals to create online profiles and share personal 

information with vast networks of friends - and, often, 

unknown numbers of strangers [1]. Online Social Networks 

(OSNs) have become an important part of daily digital 

interactions for more than half a billion users around the 

world. Unconstrained by physical spaces, OSNs over to web 

users new interesting means to communicate, interact, and 

socialize [2]. While these networks make frequent data 

sharing and inter-user communications instantly possible, 

privacy-related issues are their obvious much discussed 

immediate consequences. Recent research identifies a 

growing privacy problem that exists within OSNs. Several 

studies have shown how easily strangers can extract personal 

data about users from the OSNs[3]. 
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I. INTRODUCTION 

A recent report shows that there is a significant amount of 

usage of SNS at workplace - 51% of users visit these sites at 

least once per day; 79% and 82% of users use these services 

at work for business and personal reasons, respectively [1]. 

Can users have reasonable expectations of privacy in online 

social networks (OSNs)? Media reports, regulators, and 

researchers have replied to this question affirmatively. Even 

in the ―transparent world created by Facebook, LinkedIn, 

and Twitter, users have legitimate privacy expectations that 

could be violated. 

Researchers from different computer science 

disciplines have attempt some of the problems that arise in 

Online Social Networks and propose a unlike range of 

privacy solutions, including software tools and design 

principles. Each of these solutions is developed with a 

specific type of user and privacy problem in mind. The 

importance of quantifying privacy in online social networks 

is even more critical given the scale of the networks. 

Protecting the massive amount of corresponding personal 

information is a critical task [4]. 

Consequently, the field’s vastness and diversity 

remain mostly inaccessible to outsiders and, at times, even 

to computer science researchers who specialize in a specific 

privacy problem. One of our objectives is to put these 

research approaches to OSN privacy into perspective. 

II. LITERATURE SURVEY 

Privacy in OSNs shows that our solution is effective, 

efficient and scalable while offering stronger privacy 

guarantees than those in previous research. To know in 

detail working of Privacy in OSNs there should be in detail 

literature survey of Online Social Networks (OSNs). 

A. Privacy at the time of Twitter 

This paper assesses privacy in today’s Twitter-like OSNs 

and describes architecture and a trial implementation of a 

privacy-preserving service called Hummingbird. It is 

essentially a variant of Twitter that protects tweet contents, 

hashtags and follower interests from the (potentially) prying 

eyes of the centralized server. It argues that, although 

inherently limited by Twitter’s mission of scalable 

information sharing, this degree of privacy is valuable. It 

demonstrates, via a working prototype, that Hummingbird’s 

additional costs are tolerably low. It also sketches out some 

viable enhancements that might offer better privacy in the 

long term.  

Tweets are public by default, but tweeters can 

make them private accessible. ? Twitter has access to all 

information within the system, including: tweets, hashtags, 

searches, and relationships between tweeters and their 

followers.[5] 

B. Preserving Friend Recommendation Scheme for Online 

Social Networks 

This paper proposes a trust-based privacy-preserving friend 

recommendation scheme for OSNs, where OSN users apply 

their attributes to find matched friends, and establish social 

relationships with strangers via a multi-hop trust chain.  

C. Privacy- of Untrusted Networks 

This paper proposes architecture for social networking that 

protects users’ social information from both the operator and 

other network users  

D. Multiparty Access Control for Online Social Networks 

This paper proposes an approach to enable the protection of 

shared data associated with multiple users in OSNs. It 

formulates an access control model to capture the essence of 

multiparty authorization requirements, along with a 

multiparty policy specification scheme and a policy 

enforcement mechanism.  

Online social networks (OSNs) such as Facebook, 

Googleþ, and Twitter are inherently designed to enable 

people to share personal and public information and make 

social connections with friends, coworkers, colleagues, 

family, and even with strangers. In recent years, we have 

seen unprecedented growth in the application of OSNs. For 

example, Facebook, one of representative social network 

sites, claims that it has more than 800 million active users 

and over 30 billion pieces of content (web links, news 

stories, blog posts, notes, photo albums, and so on.) shared 

each month [6]. 

E. Must Social Networking Conflict with Privacy 

This paper proposes some built-in assumptions that can find 

different exchanges that give users more control over their 

privacy and require less trust in OSN operators. The goal of 

this paper is to guard user data from friends but to reduce 
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OSN providers’ ability to disclose user data beyond users’ 

wishes—without compromising functionality. 

III. PROBLEM DEFINITION 

The increasing popularity that the social networks have 

acquired in the recent times, have highlighted the legal 

problems posed in the obvious risk for the privacy and data 

protection rights. 

A. Existing System 

The current trend in the Social Network it not giving the 

privacy about user profile views. The method of data 

sharing or (Posting) has taking more time and not under the 

certain condition of displaying sensitive and non-sensitive 

data.  

B. Problems on Existing System 

1) There is no way to publish the Non sensitive data to all 

in social Network.  

2) It’s not providing privacy about user profiles. 

3) Some mechanisms that prevent both inadvertent 

private information leakage and attacks by malicious 

adversaries.  

For example, consider surveillance and social privacy 

issues. OSN providers have access to all the user generated 

content and the power to decide who may have access to 

which information. This may lead to social privacy 

problems, e.g., OSN providers may increase content 

visibility in unexpected ways by overriding existing privacy 

settings. Thus, a number of the privacy problems users 

experience with their ―friends‖ may not be due to their own 

actions, but instead result from the strategic design changes 

implemented by the OSN provider. Another major problem 

is that users encounter great difficulties to effectively 

configure their privacy settings.  

C. Proposed System 

Here, we extend the existing definitions of modules and we 

introduced the sensitive or non-sensitive label concept in our 

project. We overcome the existing system disadvantages in 

our project. 

1) Advantages 

 We can publish the Non sensitive data to every-one in 

social Network. 

 It’s providing privacy for the user profiles so that 

unwanted persons not able to view your profiles. 

IV. METHODOLOGY 

A. Main Modules 

1) Authentication Module 

In this module, Users are having authentication and security 

to access the detail which is presented in the system. Before 

accessing or searching the details user should have the 

account in that otherwise they should register first.  

2) Sensitive Label Privacy Protection:  

 
Fig. 1: Sensitive Label Privacy Protection 

This module facilitates the system to compare features of 

both user profiles the one who is accessing the profile and 

the one whose profile is being accessed. Based on the 

attributes compared the system generates a weighted graph 

of associated attributes using which selected attributes are 

identified. This is very useful to identify sensitive data to be 

hidden and data that should be made visible to users from 

the unknown users. 

3) Social Network 

The user will demonstrate social network features wherein 

he will perform following operations:  

 Edit Profile 

 View and Add Friends 

 Search Users 

 View User Profile 

V. CONCLUSION 

In this article, we argue that these different privacy 

problems are entangled, and that OSN users may benefit 

from a better integration of the three modules.  

1) Authentication Module  

2) Social Network  

3) Sensitive Label Privacy Protection  

Also, we can publish the Non sensitive data to 

every-one in social Network. It’s providing privacy for the 

user profiles so that unwanted persons not able to view your 

profiles.  
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