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Abstract— Wireless devices carried by the militaries are 

likely to hurt from unbalanced network connectivity due to 

environmental aspects, blocking. Disruption Tolerant 

Network (DTN) technologies are effective keys that permit 

wireless devices to speak with every one other in this 

networking location. Ciphertext-Policy Attribute Based 

Encryption (CP-ABE) is an optimistic cryptographic 

clarification to the issues of route control. However, the 

problem of applying CP-ABE in decentralized DTNs system 

comes out with several safety and secrecy challenges 

concerning to the attribute reversal and coordination of 

attributes from several different authorities sector. A fresh 

system is proposed called secure data retrieval using CP-ABE 

for decentralized DTNs where several key generation centres 

train their attributes independently. 
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I. INTRODUCTION 

In military network situations, connections of wireless 

devices are carried out by the solider may be temporarily 

disconnected due to jamming, mobility, environmental 

factors. “Disruption Tolerant Network” (DTN) technologies 

grant the nodes to interact with each other in such utmost 

networking environments. When there is no end to end link 

between the start and endpoint nodes, the message from the 

start node may need to wait in the intermediate nodes until 

the connection would be established. After the connection is 

eventually established, the message is delivered to the 

destination node.  

In the network there are some ‘storage nodes’ 

(which may be mobile or static) where useful information is 

stored so that other mobile nodes (also called users) can 

access the necessary information quickly and efficiently. An 

essential requirement is to design a system that provides the 

access control methods to protect the confidential data stored 

in the storage nodes. For example, in a military DTN, a 

storage node may have some confidential information which 

should be accessed by a member of ‘Battalion 2’ or a member 

in ‘Mission 1’. In traditional cryptographic-based approach 

the contents are encrypted before being stored in storage 

nodes and the secret keys are distributed only to legitimate 

users. In such approaches, flexibility of content access control 

depends heavily on the cryptographic primitives being used. 

Several army applications need enhanced protection 

of top-secret data view right to use control methods that are 

cryptographically carry out. The concept of ABE is a likely 

approach that gratifies the imploration for secure data 

retrieval in DTNs. Attribute Based Encryption (ABE) 

features a mechanism that can enable a regain control over 

encoded data using access policies and assign property 

among secretive keys and cipher-text. Mainly, CP-ABE 

(Ciphertext policy ABE) renders a manageable way of 

encoding the information such that the encryptor specifies the 

attribute set that the decryptor necessarily to dominate in 

edict to decipher the cipher data. Thus, different users are 

permitted to decode different slices of information data per 

the safety policy. 

II. RELATED WORK 

Disruption-tolerant networks (DTNs) attempt to route 

messages via irregularly connected nodes. Routing in such 

environments is difficult because users have little information 

about the state of the partitioned network and opportunities to 

transfer between peers are of limited duration. In [1] the 

authors propose MaxProp, a protocol for effective routing of 

DTN messages. MaxProp is based on prioritizing scheduling 

of both the packets to be transmitted to other users and the 

packets to be dropped. This protocol addresses scenarios in 

which either transfers duration or storage is a limited resource 

in the network. MaxProp uses acknowledgments that are 

propagated to all nodes except to the source node. MaxProp 

stores a list of old intermediaries to keep information data 

from travel twice to the same node. 

In wireless networks most of the time there is no 

connection from the source node to the destination node. For 

example, military networks, vehicular ad hoc networks, etc. 

Many traditional routing schemes fail, because they try to 

establish the connection between source and destination 

before the data is sent. In [2] the authors introduce a new 

routing scheme called spray routing of multi-copy protocols 

that “spray” a few message copies into the network, and then 

route each copy of the message independently to the 

destination. This routing scheme not only performs fewer 

transmissions per message, but also offers lower average 

delivery delays than existing schemes. They proposed two 

efficient multi-copy schemes; (i) Spray and Wait and (ii) 

Spray and Focus, to overcome the problems of flooding-

based and other existing schemes.   

(i) Spray and Wait decouples the number of 

transmissions per message from the total number of nodes. 

Thus, transmissions can be kept small and essentially fixed 

for a large range of scenarios and (ii) when node mobility is 

restricted to small local area, Spray and Focus can retain the 

performance advantage of Spray and Wait with only a small 

overhead on total transmissions and simplicity. 

Mobile devices in some ambitious network scripts 

suffer from irregular network connectivity and frequent 

partitions due to environmental factors, mobility and 

jamming. Disruption Tolerant Network (DTN) technologies 

are designed to enable devices to communicate with each 

other in these extreme networking environment. Several 

application scenarios require a security scheme that provides 

fine grain access control to contents stored in storage nodes 

within a DTN or to contents of the messages routed through 

the network. In [3] the authors propose an access control 

scheme which is based on the Ciphertext-Policy Attributed-

Based Encryption (CP-ABE). This scheme provides a 

workable fine-grained access control such that the ciphertext 
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can only be accessed by legitimate users. Two unique features 

of this scheme provides are:  

1) The integration of dynamic attributes whose value may 

change often. 

2) The revocation feature. 

Mobile devices in some challenging network 

scenarios suffer from irregular network connectivity due to 

environmental factors, mobility and jamming. Several DTN 

routing protocols have been proposed.  However, providing 

information access has not been done in such challenging 

network environments. Thus in [4] the authors explore how a 

content-based retrieval of information can be designed for 

DTNs. There are three important design issues, namely (a) 

storing and replication of data on multiple nodes, (b) 

propagating request in sparsely connected networks, (c) 

routing a response back to the requesting node. They first 

describe two data caching schemes: (1) K-copy random 

caching, (2) K-copy intelligent caching. Then, they describe 

an L-hop Neighborhood Spraying (LNS) scheme for 

propagating request. The results reveal that the scheme that 

performs the best is the K-copy intelligent caching combined 

with the LNS query dissemination and Highest Encounter 

First Routing HEFR scheme. 

To protect the stored data in storage devices it is not 

sufficient to use traditional network security techniques that 

are used for protecting the data between a pair of users. Since 

same piece of data could be read or update by multiple users, 

an unauthorized user may update the message before it 

reaches its recipient. Most existing solution requires the 

sender of data to trust the storage server to control all users’ 

access to this data. In [5] the authors introduce a new secure 

file system called Plutus.Plutus is a cryptographic storage 

system that enables the users to share file securely without 

placing much trust on the storage servers. Plutus features 

highly scalable key management while allowing single users 

to retain direct control over who gets retrieve to their files. 

They explain the mechanisms in Plutus:  

1) To minimize the number of cryptographic keys 

exchanged between users by using file groups.  

2) To distinguish between file read and write access.  

3) To handle user revocation efficiently. 

4) To change user’s access privileges. 

In Ciphertext-Policy Attribute Based Encryption 

(CP-ABE), a user secret key is connected with a set of 

attributes, and the ciphertext is connected with an access 

policy over attributes. The user can decrypt the ciphertext if 

and only if the attribute set of his secret key satisfies the 

access policy specified in the ciphertext. Several CP-ABE 

schemes have been proposed, however, the problem of 

attribute revocation, still needs to be addressed. In [6] the 

authors propose a mediated Ciphertext-Policy Attribute-

Based Encryption (mCP-ABE) which extends CP-ABE with 

instantaneous attribute revocation. If an attribute is revoked, 

the user cannot use it to decrypt the ciphertext. This scheme 

allows the encrypt or to encrypt a message according to an 

access policy over a set of attributes, and only users who 

satisfy the access policy and whose attributes are not revoked 

can decrypt the ciphertext. 

Ciphertext-policy attribute based encryption 

(CPABE) provides an encrypted access control mechanism 

for forwarding messages. A sender encodes a message with 

an access control argument tree over attributes; receivers are 

able to decrypt the message when their attributes satisfy the 

policy tree. It is required for a user to keep his attributes up-

to-date. However, this is not available in CP-ABE because 

whenever one attribute changes, the entire private key based 

on all the attributes, must be changed. In [7] the authors 

introduce fading procedure, which renders attributes 

“dynamic” and allows us to update each one of them 

separately. 

The private information is encoded with access 

control policy tree that contains the logical combination of 

the different attributes. Each qualified user can obtain a 

private key from certifying authority. The key is associated 

with the various attributes of the user. The users can decrypt 

the message only if the attributes satisfy the policy tree. 

In attribute-based encryption (ABE) system the 

sender specifies access to the data over a set of attributes. The 

private keys to users are issued by the central authority that 

reflects their attributes. The decryption of ciphertext is only 

possible if the set of attributes of user matches the attributes 

ascribed with Ciphertext. The crucial security problem of 

attribute-based encryption (ABE) is collusion resistance. This 

system can be used to share information according to policies 

defined over attributes issued within a domain or 

organization. However, if a user wants to share information 

according to a policy over attributes issued across different 

domains and organizations this system can be problematic. In 

[8] the authors propose a Multi-Authority Attribute-Based 

Encryption (ABE) system. In this system, a party can simply 

act as an ABE authority by generating a public key and 

allotting private keys to different users that reflect their 

attributes. A user can encode information over attributes 

issued from any chosen set of authorities.  

III. EXISTING SYSTEM 

The premise of ABE is favorable procedure that satisfies the 

provisions intended for safe data recuperation in DTN. ABE 

things to see a system that permits an arrival manage over 

encoded data using entree techniques and ascribed qualities 

between secret key and ciphertext's. The dispute of relating 

the ABE towards DTN drives a rare safety and privacy 

experiences. Subsequently little client may alter their 

interconnected appearances or certain secret key can 

uncovered, passkey inversion for every trait is vigorous 

protection in attention at end goal to create framework safe. 

It shows inversion of several quality/one clients in property 

congregation would exasperate different clients in the 

congregation. For an instance, if user joins or lefts any 

element assembles, the linked distinctive passkey has to 

modified and reallocated to the several individuals in similar 

congregation for passive or accelerative mystery. This might 

bring nearby blockage within rekeying procedure/wellbeing 

degradation since the windows of vulnerability if prior 

characteristic passkey stands not overhauled right away. 

IV. PROPOSED SYSTEM 

For the most part, ciphertext-policy ABE offers an available 

process for encoding data that the encryptor depicts trait set 

unscramble or essentials to keep all together interpreting the 

cipher-text. This way, distinctive users are allowed near 

unscramble diverse pieces of data per the refuge standard. In 

CP-ABE the key authority generates unknown key of users 
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via spreading the authority’s lord unknown keys to users 

supplementary arrangement by traits. In future approach, the 

key authority individual may unravel every ciphertext 

inclined to specific users by making their distinctive keys. In 

event key authority is imperil via adversaries after set up in 

threatening areas. This may perhaps a conceivable hazard to 

the data classification or safety especially the data is to a great 

degree complex. The key collateral is a distinctive concern 

equal in the duplex-authority structures as stretched out as all 

key authority devises the entire assistance to make their 

personal exact assets keys through their individual adept 

mysteries. Meanwhile such a passkey era gadget in graceful 

of solitary adept unknown is the crucial procedure for the 

infinite bulk of lops sided encoded structures. For ex:, 

property founded or charm based encoded strategies, 

relinquishing escrow in distinct or duplex-authority CP-ABE 

is a imperative vulnerable concern. 

V. SYSTEM ARCHITECTURE 

System architecture is the conceptual model that defines the 

structure and behavior of a system. 

 

 
Fig. 1: System Architecture 

A. Key Authorities: 

These are key generation hubs that generate public/secret 

factors for CP-ABE. The key authorities consist of a midmost 

authority and multiple several authorities. We simulate that 

there are safe and reliable communication stations between a 

central authority and every native authority during the 

primary key system and generation phase. Each native 

authority manages different attributes and issues similar 

attribute keys to users.  

B. Storage Node: 

This is an object that stores information data from senders 

and deliver similar access to users. It may be mobile or static. 

Comparable to the previous schemes, we also assume the 

storage node to be semi-trusted, i.e. honest-but-curious. 

C. Sender: 

This is an object who keeps private messages or data (e.g., a 

commander) and wishes to store them into the outside data 

storage node for simplicity of sharing or for consistent 

delivery to users in the utmost networking environments. A 

sender is answerable for defining (attribute based) access 

policy and implementing it on its personal data by encoding 

the data below the policy ahead storing it to the storage node. 

D. Soldier (User): 

This is a mobile node who requests to access the data stored 

at the storage node (e.g., a soldier). If a user owns a set of 

attributes substantial the access policy of the encoded data 

well-defined by the sender, and is not retracted in any of the 

attributes, then he will be able to decode the ciphertext and 

obtain the actual data. 

VI. METHODOLOGY 

A. AES and DES Algorithm  

The following steps are used to perform encryption and 

decryption on a file. 

 For a specified algorithm generate a key for a given array 

of bytes. 

 Generate a cipher text for a specified algorithm. 

 For encryption and decryption initialize the cipher text. 

The algorithm includes 4 steps: secret 

key generation, key distribution, encoding and decoding. The 

algorithm includes a public key and a private key. In this 

system every user is aware of the public key and it is used to 

encrypt the messages. Here the main goal is that the messages 

which are encoded by using the public key are only decoded 

by using the user's private key but in a specified amount of 

time. The criteria on using this algorithm is that we have to 

select 3 large positive numbers as e, d, and n such that it 

should be modular exponentiation form.  

B. Step 1: Key Distribution: 

In key distribution mechanism the users has to send their 

public key as (n, e) in order to send their encrypted messages. 

But private key is not distributed. If Alice is sending message 

to Bob, then, Alice should generate a cipher text using his 

public key, whereas Bob can decode the message using her 

secret key, hence Alice's public key is recognized to all. 

C. Step 2: Encryption: 

Consider a message M that is to be transmitted between 2 

users Alice and Bob. Firstly we need to calculate the integer 

value of M as m and find gcd (m, n) =1. Then generate the 

cipher text c for the given message m by using the 

corresponding users public key. 

D. Step 3: Decryption: 

The user Alice can regenerate m from c through applying 

their respective secret key as exponent of d.  

E. Step 4: Generation Of The Key: 

Generated keys in this procedure are calculated in subsequent 

manner: 

Select at random any 2 prime numbers such as r and 

s. 

1) Compute n = rs. 

2) Compute (n) = (r − 1)(s − 1) = n − (r + s − 1),  

3) Select an integer e where 1 < e < (n) and     gcd(e, (n)) = 

1; i.e., e is coprime. 

4) Calculate d as d ≡ e−1 (mod (n));  

5) d⋅e ≡ 1 (mod (n)) e is released as the unrestricted key 

exponent. 

d is kept as the secret key exponent. 

https://en.wikipedia.org/wiki/Greatest_common_divisor
https://en.wikipedia.org/wiki/Coprime
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The unrestricted key includes mod n and the 

unrestricted exponent e. The private key includes mod n and 

the secret exponent d, and should be kept secret. r, s, and 

should likewise be retained top-mystery as utilized to 

discover estimation of d. 

VII. CONCLUSION 

DTN innovations are accomplishment to be operational 

arrangements in army uses that permit wireless devices to 

speak through each other and entree private data consistently 

via misusing outer capacity centers. CP-ABE is adjustable 

cryptographic solutions intended for the admissions manage 

and issues of secure data regaining. The new skilled and 

secure data regaining strategy using CP-ABE for dispersed 

DTNs where numerous passkey authorities agreement 

through their traits freely. Natural key escrow dispute is 

dogged that secrecy of the lay away info is guaranteed even 

beneath the antagonistic environment station passkey 

authorities can be traded off /not completely trustworthy. 

Moreover, the fine-grained passkey renouncement should 

stand possible in lieu of every quality gathering. We show 

how to relate the future system toward safely, productively 

deal with secret information disseminated in DTN system. 
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