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Abstract— In data mining Frequent Itemset mining is 

essential. The market base analysis is the popular 

application in market. Large number of frequent but low 

revenue itemsets and lose information on valuable itemset 

with low selling frequencies produces by FIM model. Utility 

mining is essential to this problem. Discovery of high utility 

itemset (e.g. high profit, weight) from database is an 

important.  Discovered HUIs may not be compact in size 

which degrades efficiency of mining process. Free sets, non-

derivable sets and closed itemsets some compact 

representations available to achieve efficiency. Mining 

closed high utility itemsets provide as a compact and 

lossless representation of HUIs. The algorithm CHUD is 

proposed to achieve this. The third party is outsourced to 

mine the huge organization data. Here is need of 

preservation of data privacy because third party is not 

trustworthiness. This task have data privacy problem. We 

proposed a system to alleviate the load of computation, 

storage and processing to another party with preservation of 

privacy of outsourced high utility mining and also to 

produce the concise representation of HUIs using existing 

work. For privacy preservation we used one to one 

substitution method and Homomorphic encryption method. 

Key words: HUIs, Compact representation of HUIs, 

Frequent Itemset Mining, Utility mining 

I. INTRODUCTION 

Mining of huge amount of data using different technique get 

the useful and important information. Organizations use 

such discovery of knowledge for their respective uses. The 

popular technique for market basket analysis is FIM 

(Frequent itemset mining). Some issues are present in FIM 

model that it generates large amount of frequent itemsets 

and avoids low selling frequencies. Itemsets which will 

generate may have low revenues and less frequent itemsets 

may generate high revenue. FIM treats every item with same 

importance, profit and weight and it assumes an item can be 

either present or absent i.e. binary representation of itemsets 

in transaction. To overcome this problem, utility mining 

concept is proposed. If the utility of an itemset is greater 

than user-specified minimum utility threshold then it is said 

to be high utility itemset otherwise it is considered as a low 

utility itemset. The utility of itemset is depend on utility 

threshold. 

Applications such as website click, stream analysis, 

mobile commerce environment, biomedical applications are 

high utility applications. It is difficult to user for result 

analysis while using large utility application and it may 

discover by HUI. It requires more memory for processing. 

FIM introduced to reduce cost overhead and mining task and 

to provide concise representation, different approaches like 

Freeset, Non derivable sets, Closed Itemset. Applying these 

techniques to HUI produced several challenges:  

 Lossy representation of all HUI which is not 

meaningful to user. 

 Significant reduction in the extracted patterns may not 

be achieved. 

 Algorithms may not be efficient.  

 How to recover all HUI’s from the concise 

representation. 

Integration of closed utility itemset into high utility 

itemset is proposed in an algorithm which is also known as 

closed +high utility itemset. The highly computational task 

is Storage of all itemsets and their utility information 

requires excessive memory and processing them to get set of 

CHUIs. The huge amount of data is tends to outsourced to 

the third party. In existing systems, the outsourced party will 

have the information about High Utility Items and their 

utility (e.g. Profit) so does not preserve the data privacy and 

is the biggest problem. We proposed system is to handle the 

load of computation, storage and processing to another 

property with preservation of privacy of outsourced high 

utility mining.  

II. LITERATURE REVIEW 

T. Calders et.al [1] aimed to identify the redundancy of 

frequent itemsets to reduce the result of mining operation. 

The popular technique for market basket analysis is FIM 

(Frequent itemset mining). But it can generate high amount 

of frequent itemsets if the data is highly correlated and set 

minimum support threshold is very low. Paper presented the 

deduction rules allows the minimal representation of all 

frequent itemsets. Experiments showed that mining concise 

representation first and then from this creating frequent 

itemsets give better results than existing algorithms. 

C. Lucchese et.al .[2] To improve efficiency of 

HUI, Two effective representations of item information and 

an extended lexicographical tree-based summary data 

structure are developed. Paper [2] proposed two one-pass 

algorithms known as MHUI-TID and MHUI-BIT for high 

utility itemsets mining from data streams within transaction-

sensitive sliding window. 

J.F. Boulicaut et.al [3] proposed a system called 

free-sets, which provides the base for approximation of any 

itemset support i.e. the number of transaction containing the 

itemset. The query is introduced new ε-adequate 

representation for the frequency. The given representation is 

more concise than the query representation called as free 

sets based on itemset. Frequent itemsets discover by using 

pruning strategies. 

B. Goethalset.al.[13] Several algorithms evolved to 

solve frequent itemset mining problem. Though very 

efficient techniques have been presented, they still suffer 

from the same problem. They majorly depend on the amount 

of main memory available. This paper presented a rigorous 

comparison of two state of the art algorithms, Eclat and FP-

growth, both adopting a depth-first traversal trough the 

search space. Both these algorithms require storing the 

database in the main memory. This paper solved the 
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problem by showing that the lexicographically sorting the 

transaction database uses less memory and performs better. 

N. Pasquier et.al. [4] The most important task in data mining 

is discovery of association rules. Among the large itemset 

identity the relationship and association rule. Various 

algorithms are used for this purpose. Based on a new mining 

method i.e. pruning the closed set lattice, In this paper, 

authors has been proposed a Close algorithm.  

C. F. Ahmed et.al. [5] integrates the HUP and 

incremental and interactive mining and proposed three novel 

tree structures to perform interactive and interactive HUP 

mining more efficiently. High Utility Pattern extraction has 

high value as it considers different profit values for every 

item. Cost overhead is depends on change in threshold. Use 

mining results and data structure to avoid this. To obtain 

compact size by arranging items as per their transaction 

frequency, second tree structure IHUP Transaction 

Frequency Tree is designed. The third tree structure IHUP 

Transaction-Weighted Utilization is designed on the basis of 

TWU value of items to reduce the mining time. The 

mechanism provides efficiency and scalability in 

incremental and interactive HUP mining. HUP 

lexicographic order is a first tree structure arranged as per 

item’s lexicographic sequence. 

Mengchi Liu et.al. [6] The generation of HUI, most 

of the algorithms first identify the utilities of the itemsets 

and then generate the candidate itemsets and then by 

scanning the database compute the exact utilities of the 

itemsets to generate the high utility itemsets for the analysis. 

Most of the algorithm of existing system has problem that 

are less efficiency, high computation cost etc. In this paper  , 

they has been  proposed an algorithm for mining HUIs 

without generation of the candidates. An algorithm named 

as HUI-Miner which is able to mine high utility itemsets 

from the initially constructed utility-list. This approach is 

compared with various algorithms like IHUPTWU [5], 

UPGrowth etc. Proposed a structure called utility-list which 

stores the utility information about the itemsets and also 

stores the heuristics information about the decision of 

pruning. Results showed that HUI-Miner shows significant 

improvement in the performance. 

Engelbert Mephu Nguifo et.al. [7] introduced exact 

concise representation based on discovery of the disjunctive 

search space. Some concise representation techniques are 

available in the survey. These exact concise representation 

techniques felicitate the estimation of frequency of an item 

and exact retrieval of its support when that itemset is 

potential of being high utility itemset. The disjunctive 

itemsets are able to deliver the information about the 

complementary occurrences of items. In the disjunctive 

search space, disjunctive supports are used to identify the 

respective itemsets. But there is possibility of a redundancy 

because itemsets may characterize the same data. The 

problem can be solved by the use of closure operator to get 

the compact and concise representation. This paper 

discussed that new closure operator related to the disjunctive 

search space, disjunctive and negative supports are 

considered. Approach aimed at retaining disjunctive closed 

itemsets and ensuring concise and exact recovery of the 

frequent itemsets with respect to minimum length 

description. Experiments carried out showed the technique 

as effective. Kannimuthu Subramanian et.al.[8] introduced 

the concept of mining high utility itemsets considering the 

distributed environment systems i.e. in case of data of 

interest is scattered on different locations. For mining high 

utility itemsets organizations focus on centralized data 

location where data of interest and various information 

related to data such as quantity, weight and buying 

frequency is stored. Paper used Fast Utility Itemset 

algorithm for mining high utility item set. Experiments 

showed that this reduced the execution time required for the 

computation. The working on distributed system this paper 

used master-slave technique. Utilities values of itemsets are 

extracted on each location. To improve the performance this 

computation task is done by parallel. Then total utility of 

itemsets is calculated at the master site. 

B.E. Shie et.al.[9] aimed at finding mobile 

sequential patterns i.e. moving path sequences with 

transactions. This paper combined high utility mining with 

the mobile data mining and proposed mining high utility 

mobile sequential patterns approach. The new and fast 

developing technology, number of users for 

telecommunication devices increased. Users approach is 

more towards making transaction from the handheld 

devices, most preferably a mobile. Paper proposed two tree 

based algorithm using different strategies using breadth first 

and depth first generation techniques. Results showed that 

algorithm performed better than existing mobile sequential 

pattern algorithms. 

T. Hamrouni et.al. [11] concentrated on exact 

concise representations of frequent patterns and described 

their close relation with important concepts like the 

framework of ε-adequate representation and the minimum 

description length principle. Based on the mathematical 

settings of Formal Concept Analysis, it showed the 

complementarity between minimal generators and closed 

itemsets. Then, the paper focused on the key role played by 

these patterns for solving several problems associated to 

various pattern classes. In this respect, it classified concise 

representations of frequent itemsets according to their 

common characteristics. 

Zhigang Zheng et.al.[12]  integrated the concept of 

utility into sequential pattern mining, and defined the 

generic framework for high utility sequence mining. This 

paper presented an efficient algorithm called USpan, which 

is used to mine high utility sequential patterns. USpan used 

lexicographic quantitative sequence tree to extract the 

complete set of high utility sequences and designed 

concatenation mechanisms for calculating the utility of a 

node and its children with two effective pruning strategies. 

Experiments on both synthetic and real datasets showed that 

USpan efficiently identifies high utility sequences from 

large scale data with very low minimum utility 

C. Rigotti et.al.[13]Extracting the frequent itemset 

efficiently in a large collection of transactions containing 

items is a common data mining problem. Frequent Itemset 

Mining produces high amount of data. Paper proposed a 

structure called free-sets, which provides the base for 

approximation of any itemset support i.e. the number of 

transaction containing the itemset. A new ε-adequate 

representation for the frequency queries is introduced. This 

representation is more concise than the ε-adequate 

representation and called as free-sets, based on itemsets by 

Mannila and Toivonen. Using pruning strategies developed 
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for frequent itmeset discovery, frequent free-sets can be 

easily extracted which can be further used to calculate the 

support of any frequent itemsets and this support  is used to 

approximate very closely the support of frequent itemsets. 

Then, paper considers this approximation on association 

rules i.e. patterns derived from frequent itemsets. 

Vincent S et.al [10]For discovery of itemsets 

Frequent Itemset Mining is used that customer purchase 

together frequently. But the model has some problem. It 

generates high amount of frequent itemsets and avoids low 

selling frequencies. To overcome this problem, utility 

mining concept is emerged. In this paper , they has been  

used closed itemset mining technique and proposed a novel 

solution called Closed High Utility Itemset Mining. 

Methodology in this paper  extends further to achieve 

privacy in the outsourced mining task.  High Utility Mining 

has several issues like lossy representation of HUIs; 

extracted pattern reduction may not be achieved, less 

efficient, recovery of HUIs from concise representation etc.  

III. THE EXISTING SYSTEM 

Existing work [10] extracting less and most important high 

utility item sets and used various strategies to enhance the 

performance of the mining task. The algorithm Closed High 

Utility Item sets Discovery includes following tasks: 

A. Main Procedure 

1) Converts the database in vertical database and 

simultaneously calculates the utility for each transaction 

and also its transaction weighted utility of items. When 

transaction is fetched, its Tid and transaction utility are 

stored into global table named Global Utility Table.  

2) Algorithm process to scans database and collect 

promising items having estimated utility greater than 

abs_min_utility  into ordered list (O) which is sorted in 

increasing order of support. Then utilities of 

unpromising items are removed from Global Utility 

table. 

3) CHUD generates candidates in recursive manner 

starting from candidates containing a single promising 

item and recursively joining items to them to form 

larger candidates. Using the total order α complete set 

of itemsets can be divided into n non-overlapping 

subspaces, where the kth subspace is the set of itemsets 

containing the item ak but no item ai α ak. For each 

item ak ε O, CHUD creates a node N({ak}) and puts 

items a1 to ak-1 into PREV-SET({ak}) and items ak+1 

to an into POST-SET({ak}). Then CHUD calls the 

CHUD Phase-I procedure for each node N({ak}) to 

produce all the candidates containing the item ak but no 

item ai α ak. 

1) Procedure  

1) First performs Subsume check on X which verifies if 

there exists an item which is included in a closed item 

set that has already been found and supersets of X do 

not need to be process. 

2) The next step is to compute the closure of an Xc = C(X) 

of X. Then the estimated utility is evaluated. 

3) Then DCM strategy (Discarding candidates with 

maximum utility less than minimum utility threshold) is 

applied i.e. it computes the maximum utility of Xc. It 

discards the candidate whose estimated or maximum 

utility is less abs_min_utility, otherwise Xc is outputted 

with its estimated utility. 

4) A node N (Xc) is created and the procedure Explore is 

called for finding candidates that are supersets of Xc i.e. 

potential CHUIs. Then RML strategy is applied to 

remove minimum utility items from local transaction 

utility table.  

2) Procedure 

1) Phase II consists of taking each candidate X and 

calculate its utility and generate the utility unit array. 

Each candidate of low utility is discarded.  From utility 

unit array, utilities can be recovered.  

IV. PROPOSED SYSTEM 

Privacy in outsourced task is achieved by proposed system. 

Mining concise representation of HUIs, methodology in [10] 

is used. Proposed techniques are applied before the mining 

task is outsourced to another party. This preprocessing 

contains following tasks: 

 One to one substitution for items in the itemsets. 

 Homomorphic encryption of weights of the data. 

 Closed High utility item set mining on transaction data 

using Homomorphic encryption properties and 

encrypted utility threshold. 

A. One To One Substitution 

Each item in item set is assigned with numerical id 

randomly. Each item in the transaction table is substituted 

with its respective numerical Id. 

Fig. 1: Proposed System 

Output of this process is converted dataset D’, Map 

of the items and their numerical ids. This map is kept 

securely at client side and converted dataset D’ is forwarded 

to next step. Example of this step is given below. 

D D’ 

I1,I2,I3 78,421,568 

I4,I1 142,78 

I5,I2,I1,I3 2,421,78,568 

I1,I2 78,421 

I2,I4 421,142 

Table 1: One to One substitution 

Consider data set D shown in table 1, I is item set 

which contains {I1, I2, I3, I4, I5} and D has 5 transactions 

as shown in first column of Table 1. Each Item I1 to I5 is 

assigned one numeric ID randomly and D is converted D’ as 
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shown in Second column of table 1 and Map M of this 

assignment is stores locally at client 

Item Random Numeric ID 

I1 78 

I2 421 

I3 568 

I4 142 

I5 2 

Table 2: Map M of the Item and Its numeric ID 

B. Holomorphic Encryption Of Weights Of The Data 

In this step weights of the items are the important 

information in High utility item set mining; in existing 

system weights of the items are understandable to 

outsourced party therefore indirectly HUI are 

understandable to the outsourced party. In proposed scheme, 

weights of the items are encrypted using homomorphic 

cryptosystem. Proposed system will use homomorphic 

encryption because it allows mathematical operation on 

encrypted data and when results of this mathematical 

encryption are decrypted then decrypted results reflects the 

mathematical operation’s effect.  

Proposed System use one of the Pallier 

cryptosystem homomorphic cryptosystem, which exhibits 

following properties:  

1) Holomorphic Addition  

Dsk (Epk (a+b)) = Dsk(Epk(a) * Epk(b) mod N2) 

2) Homomorphic Multiplication  

Dsk(Epk (a*b)) = Dsk(Epk  (𝑎)𝑏 Mod  N2) 

Where Epk is encryption function with Key public key Pk 

derived using N and g where N is product of two prime 

numbers of similar two lengths and g is generator in 𝑍𝑁2.  

Also, let Dsk be the decryption function with secret key sk. 

Encrypted weights of the items, Converted Database and 

encrypted utility threshold given to third party for high 

utility mining.    

3) Semantic Security 

It is impossible to figure out information about plain text 

using cipher text. 

For mining the database is given to outsourced third party.  

C. CHUI Mining 

We use mining of CHUIs as per the methodology described 

in the section III. 

This outputs the complete set of CHUIs which is in 

substituted form, and then at client side set of CHUIs is 

obtained using locally kept map of items and its numerical 

Ids. 

V. CHUD ALGORITHM 

Input: D:The Dtabase; abs_ min _utility 

Output: Complete Set Of CHUIs 

1) Initial Database Scan(D) 

2) Remove Utility Unpromising Items(O,GTU) 

3) for each item ak ε O do 

4) {Create node (N({ak}) 

5) CHUD Phase-I(N({ak}), GTU, abs_ min_ utility) 

6) REG Strategy(g(ak),GTU) } 

7) CHUD Phase-II(D, abs_ min _utility) 

VI. CHUD PHASE-I PROCEDUER 

Input: N(X): the node of X N(X); 

GTU: the global TU table abs min utility 

Output: The complete set of PCHUI’s 

1) if(subsumecheck(N(X),PREVSET(X))==Falsethen 

2) {Xc = ComputeClosure(N(X),POST-SET(X)) 

3) DCM Stratergy(Xc) 

4) Explore(N(Xc),TU,abs_ min_utility 

VII. CHUD PHASE-II ALGORITHM 

Input: D1:the database containing no unpromising items; 

Output: pCHUI:set of PCHUIs;abs min utility 

1) for (k:=1;Lk 6= _;k++) 

2) {Lk:=k-itemset in pCHUI 

3) for all X in Lk do 

4) { Calculate au(X) and utility unit array of X from Dk 

5) if au(X) _ abs min utility then f output X g 

6) } 

7) Dk+1:=IIDSStrategy(Dk; Lk) 

8) } 

VIII. CONCLUSION 

We have implemented various techniques of generating 

HUIs and techniques which addressed the issues in high 

utility mining and also improve the efficiency and accuracy 

of process generating the set of HUIs. We implemented 

some compact representations available for HUIs. Amongst 

them Closed High Utility Mining proved better and 

efficient. But conducting all these processes, organizations 

have to carry the storage and computation overhead. We 

proposed a system to the process of generation of compact 

HUIs to another party and also fulfilled the aroused need of 

security and privacy of the data as outsourced party may not 

be trusted one. 
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