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Abstract— In today’s era, internet has become a primary 

source of information for users. The websites over the 

internet are growing exponentially larger. So the probability 

of occurring the attack has also increased. SQL injection is 

the most serious security vulnerability in web applications. 

The attacker gets the unrestricted access to the database by 

inserting a malicious query into web applications. The 

attacker used the SQL injection to leak confidential 

information from a database, by- pass authentication or 

insert unauthorized users’ accounts to the database. AES 

provides the encrypted information to enhance the 

authentication process. This paper focuses on prevention of 

stored procedures from SQL injection attack. 
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I. INTRODUCTION 

The web applications are used in banking, university 

admission, shopping, email, social networking and various 

governmental activities. An attacker can access the data 

from these web applications. SQL injection is malicious 

code that violates the security of database connected web 

applications. It destroys the confidentiality and integrity of 

the data. Here a malicious query is inserted to the web 

application to get unauthorized access to the databases. SQL 

injection vulnerability listed on the top position by OWASP 

[1]. A successful execution of the injected query allows the 

attacker to manipulate the data. The attacker can insert, 

update or delete data stored in back-end databases. The 

attacker can read the sensitive information such as credit 

card number and social security numbers etc. For example: 

Original Query:  SELECT * FROM Login WHERE User_id 

= ‘pooja’ and Password = ‘123’ 

Injected Query:  SELECT * FROM Login WHERE User_id 

= ab’ OR 1=1-- and Password = ‘456’ 

In the injected query ‘1=1’ is evaluated always true 

and after the ‘--’ is evaluated as a comment. The injected 

query is executed and the attacker can access the database. 

There are the following main categories of SQL injection 

attacks. 

 Tautology Attack 

 Logically Incorrect Query 

 UNION Queries 

 Piggy Backed Queries 

 Inference 

 Stored Procedures 

 Alternate Encoding 

 Stored Procedure 

A stored procedure is a set of Structured Query 

Language statements with a given name that is stored in the 

database in complied form so that it can be shared by a 

number of programs. The stored procedures are stored on 

the server side, so they are available to all clients. They add 

a layer of abstraction into the design of a software system. 

This extra layer hides some design secrets from the attacker, 

such as definition of tables. It provides the strong validation, 

encapsulation of business logic in a single entity, exception 

handling and faster execution. SQL injection attack can be 

done if the dynamic SQL in the stored procedure is not 

controlled appropriately. In parameterized queries no 

additional SQL code can be injected, so parameterized 

queries can be used for prevention of SQL injection attacks 

[2]. 

II. RELATED WORK 

Static and dynamic approaches [3] are combined to detect 

and prevent all kinds of SQL injection attacks. Tracking 

method is used by runtime analysis to trace and monitor the 

execution of all received queries. A prepared set of expected 

changes and result of affected object is compared. This 

comparison decides the existence of SQL injection attack. 

[4] For preventing the authentication against SQL injection, 

Preventing SQL Injection Attack in Web Application 

(PSIAW) technique is used. Two additional columns are 

used for the hash value of username and password. The user 

login to the database, then the hash value of username and 

password are calculated. The disadvantage of this technique 

is that it cannot prevent other types of SQL injection attacks 

except authentication. [5] Prevention module and attack 

database are two modules that are used in negative tainting 

approach. Prevention module takes the query from the 

application layer and analyzes it. If there is SQL injection, it 

blocks the query and generates the alarm message. Attack 

database module stores the symptoms of all known SQL 

injection attack in linked list structure. This technique can 

stop all known attack except stored procedure and character 

encoding. [6] To eliminate the occurrence of attacks on 

stored procedures the static application code analysis is 

combined with runtime validation. The intended SQL query 

behavior in an application is abstracted in SQL graph form. 

All malicious SQL queries are captured by validating the 

SQL graph against the user inputs at the runtime, before 

these inputs are sent to the database for execution. In 

SQLrand [7] a proxy server is used between web server and 

database server to decode the random SQL query and then 

forward the decoded query to the database for computation. 

The keyword without randomization concludes SQL 

injection attack. The input from the user is extracted from 

the generated query by the web application and then this 

data is authenticated from the syntactic perspective of the 

generated query in SQL proxy based blocker technique [8]. 

Genetic algorithm is used for this purpose. In this approach 

the source code of the application is not required and no 

need to learn the authentication process. 

III. PROPOSED WORK 

Parameterized query is the right way to write the stored 

procedure to avoid the SQL injection attack. In proposed 
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approach, the query automatically gets transformed in 

parameterized query. The researchers have done their work 

at two levels, which are described below. 

A. User Level 

1) Input Validation 

SQL injection took place by inserting a malicious query 

through a non-validated input into web applications. When 

database system executes these malicious commands it leads 

to SQL injection. The attacker can access the data if the 

input validation is poor. In the paper, when user inserts their 

username and password, the system checks that they are 

valid or not. If the inputs are valid, the user’s login process 

is successfully executed. If they are not valid, an error 

message will be generated.  

2) AES 

Advance Encryption Standard (AES) encrypts the username 

and password [9]. It provides the secure authentication with 

the minimum overhead. A unique secret key is generated 

from the given username and password, when the user 

submits the registration form. This secret key is used by the 

user to login into the database. If the secret key matches the 

username and password, then the user can access the 

database. The sensitive information of the users is 

encrypted. When the attacker uses the injected query and 

submits the login form, then a message will be displayed. 

B. Database Level 

1) Stored Procedure 

Stored procedures are mainly used for faster execution, 

strong validation, encapsulation of business logic in a single 

entity and exception handling. If the dynamic SQL queries 

are used in stored procedure, then the SQL injection attack 

is possible. The parameterized queries are used to prevent 

the stored procedure from the SQL injection attack. The 

approach automatically converts the concatenated SQL 

queries into parameterized queries. In this approach the 

developer analyzes the SQL queries to check the 

concatenated queries. If there exist any concatenated queries 

then “update” button will be activated. When analyzer clicks 

on “update” button then queries will be automatically 

converted into parameterized queries. To store the updated 

queries click “compile sp” button. After compilation the 

updated queries will be stored in stored procedure. In our 

approach, if the query exists into malicious form then they 

will be automatically converted into parameterized query.  

Concatenated query: 

ALTER procedure get_user 

@username varchar(45), 

@password varchar(45) 

As declare @q varchar(MAX) set @q='select * from users 

where username=' '' + @username + ' '' and password= ' '' 

+ @password + ' '' ' exec(@q) return 

Parameterized query: 

ALTER procedure get_user 

@username varchar(45), 

@password varchar(45) as select * from users where 

username=@username and password=@password 

The following pseudo code is used to convert the 

concatenated query into parameterized query. 

Input, DB name 

List = select all sp; 

For i= 1: list length 

{ 

  Sp = list [i]; 

Check if sp has any concatenated query; 

If (yes) 

Apply transform to parameterized query and compile it; 

Else 

Continue; 

} 

IV. EXPERIMENTAL RESULTS  

The proposed work discussed in above section is executed 

using .net framework with c#. The experimental results are 

shown in this section. If an attacker inserts a malicious code, 

then an error message will be displayed as demonstrated in 

Figure 1.The sensitive information which is encrypted using 

AES is shown in Figure 2. If concatenated query is used in 

stored procedure then the SQL injection attack can occur as 

shown in Figure 3. Prevention of stored procedure from 

SQL injection using parameterized query is demonstrated in 

Figure 4. In Figure 5, a list containing all the existing stored 

procedures will be generated automatically. Figure 6 shows 

the automatic conversion of concatenated query to 

parameterized query. 

 
Fig. 1: Generated error message 

 
Fig. 2: Encrypted users’ sensitive information 

 
Fig. 3: SQL injection attack in Stored Procedure 
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Fig. 4: Prevention from SQL injection in Stored Procedure 

using Parameterized Query 

 
Fig. 5: Automatically generated list of stored procedures 

 
Fig. 6: Transformation of concatenated to parameterized 

query 

V. CONCLUSION 

SQL injection is one of the major security issues in web 

applications. Finding the efficient solution of this 

vulnerability is essential. In this paper, user level and 

database level SQL injection prevention is described. The 

attacker can access the data when input validation is poor. 

By encrypting the users’ sensitive information using AES 

will enhance the authentication process. Here, the 

parameterized query is adopted to avoid the SQL injection 

in stored procedures. The concatenated queries which can be 

affected by SQL injection are automatically transformed in 

parameterized queries. 
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