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Abstract— In recent years the Internet has evolved into a 

critical communication infrastructure that is omnipresent in 

almost all aspects of our daily life. This dependence of 

modern societies on the Internet has also resulted in more 

criminals using the Internet for their purposes, causing a 

steady increase of attacks, both in terms of quantity as well 

as quality. The objective of this paper is to review the 

recently used intrusion detection techniques. First, intrusion 

detection is done based on knowledge, then we used 

detection based on behaviour. Now, the current technique 

used is detection of intrusion without knowing the behaviour 

of benign activities in prior. Moreover, the current technique 

demonstrates its effectiveness when compared with other 

intrusion detection techniques published recently. The results 

reveal that the current detection system is accurate. Finally, 

possible future directions are suggested. 
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I. INTRODUCTION 

The Internet has undergone many changes in recent years, 

from a network whose primary intention was to connect 

local systems but it gradually grown to wider connections. 

Thus it resulted in increasing the number of attacks 

constantly in recent years. Encryption and cryptography was 

invented to protect communication for various reasons. 

Attackers also started to make use of encryption to hide their 

intrusions. When considering intrusion detection, encryption 

causes a major challenge. Traditional approaches to 

intrusion detection work on the principle of content 

inspection. This means that the content of packets is 

checked for the presence of specific aspects. But this type of 

checking is not possible in encrypted environments. 

Signature-based systems are not able to handle 

encrypted traffic because they need payload to evaluate. 

Thus we gone to behaviour detection. Normally intrusion 

detection based on behaviour should know the expected 

state of network in prior. So next method is adopted, to 

identify intrusion based on inherent knowledge. This do not 

need to know excepted state of network in prior. Here, 

knowledge is developed in real time based. 

II. RELATED WORK 

A. Detection Approaches 

Intrusion detection systems (IDS) are a protective measure 

taken to guarantee information security. They are used to 

defend against various attacks in network. They detect 

various attacks by analysing actions of attackers or attack 

tools in a network- or host-based manner with misuse or 

anomaly detection techniques. 

An active Intrusion Detection Systems (IDS) is also 

known as Intrusion Detection and Prevention System 

(IDPS). Intrusion Detection and Prevention System (IDPS) 

automatically blocks suspected attacks with-out any 

intervention required by an operator. Main advantage of 

Intrusion Detection and Prevention System (IDPS) is that it 

provides real-time corrective action in response to an attack. 

A passive IDS is a system which is configured to 

only monitor and analyze network traffic activity and to give 

alert to an operator against potential vulnerabilities and 

attacks when occurred. But a passive IDS is not capable of 

performing any type of protective or corrective functions on 

its own. 

1) Network Intrusion Detection Systems (NIDS) and Host 

Intrusion Detection Systems (HIDS) 

Network Intrusion Detection Systems (NIDS) consists of a 

network appliance or sensor with a Network Interface Card 

(NIC) operating in promiscuous mode and a separate 

management interface. The IDS is placed along a network 

segment or boundary and it always monitors all traffic on 

that segment. 

A Host Intrusion Detection Systems (HIDS) and 

software application which are installed on workstations are 

to be monitored. The agents monitor the operating system 

and write data to log les and/or trigger alarms. A host 

Intrusion detection systems (HIDS) cannot monitor the 

entire network but it can monitor the individual workstations 

on which the agents are installed. Host based IDS systems 

are used to monitor any intrusion attempts on critical 

servers. The main drawbacks of Host Intrusion Detection 

Systems (HIDS) are: 

1) HIDS faces difficulty in analysing the intrusion 

attempts on multiple computers.  

2) HIDS is very di cult to maintain in large net-works 

with different operating systems and con-figurations.  

3) HIDS can be disabled by attackers after the system is 

compromised.  

2) Knowledge-based (Signature-based) IDS and behavior-

based (Anomaly-based) IDS 

Knowledge-based systems detect threats and vulnerabilities 

by cross-checking the threat or vulnerability signatures in 

their databases. IDPSs typically or extensive, broad 

detection capabilities. Depending on the type of IDPS 

technology used, the types of events detected and the typical 

accuracy of detection varies. Most IDPSs require some 

tuning and customization so that it can improve its detection 

accuracy, usability, and effectiveness. Detection accuracy of 

a product can be improved from the default configuration, 

by making its tuning and customization capabilities more 

powerful. 

In knowledge-based detection systems, knowledge 

accumulated about specific attacks and system 

vulnerabilities are used. The IDS stores information about 

these vulnerabilities and checks for attempts to exploit them. 

Main drawback of knowledge-based techniques is, 

they are reactive from nature and not able to detect new and 

unknown threats. Also it requires more time to create 

signatures, they are often available shortly before the 

patches can be obtained as well. Analysis of important 

remote-to-local vulnerabilities demonstrates vulnerabilities 

in widely-used server software and they are discovered 
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infrequently. Software patches are used to prevent 

vulnerabilities from being exploited and they are available 

before or simultaneously with signatures. Thus signature-

based intrusion detection systems will never detect 

successful system compromises on small secure sites when 

patches are installed as soon as they are available. But 

network intrusion detection systems may detect successful 

sys-tem compromises on large sites, where it is impractical 

to eliminate all known vulnerabilities. 

Behavior-based intrusion detection techniques, it 

assumes that an intrusion can be detected by just observing a 

deviation from normal or expected behavior of the system or 

the users. The model of normal or valid behavior is 

developed by extracting information collected by different 

ways. The intrusion detection system compares this created 

model with the current activity in network. When a 

deviation from predicted model is observed, an alarm is 

raised. In other words, anything that does not correspond to 

a previously learned behavior is considered intrusive. 

Therefore, the intrusion detection system might be complete. 

But the accuracy of this intrusion detection system is a 

difficult issue. If for instance a backup is performed 

incrementally on a daily basis, but only once a month fully, 

the network load will intentionally rise once a month. 

Sometimes this will not be observed during the training 

period, if the learning period only covers a week. Thus, 

behavior-based approaches often suffer from high false 

alarm rates, due to the presence of unknown benign 

behavior. 

Advantages of behavior-based approaches are that 

they are able to detect attempts to exploit new and 

unforeseen vulnerabilities. They are also able to 

automatically discover new attacks. Behavior based 

intrusion detection systems are less dependent on operating 

system-specific mechanisms. They also help to detect `abuse 

of privileges' types of attacks which do not actually involve 

exploiting any security vulnerability. In short, this is the 

paranoid approach: Everything which has not been seen 

previously is dangerous one. 

Since entire scope of the behavior of an 

information system may not be covered during the learning 

phase, it results in high false alarm rate behavior based 

intrusion detection systems. This high false alarm rate is the 

main drawback of behavior based intrusion detection 

systems. Also, behavior of network can change over time, 

which introduces the need for periodic online re-training of 

the behavior pro le, which either results in unavailability of 

the intrusion detection system or in additional false alarms. 

Thus the information system can undergo attacks at the 

same time the intrusion detection system is learning the 

behavior of network. As a result, the behavior pro le 

contains intrusive behavior, which is not detected as 

anomalous. 

The correctness of a decision of an IDS is de- 

scribed using four categories of alarms. They are: 

 True  Positives  

 False  Positives  

 True  Negatives  

 False  Negatives 

B. Related Work on Detecting Intrusions in Encrypted 

Environments 

While a number of IDSs are available, only a few of them 

are able to operate in encrypted networks. 

Signature-based systems are not able to handle 

encrypted traffic because they need the payload for 

investigation. Here, IDSs intercept all messages that are 

transferred between two parties and check these traffic for 

the presence of any predefined knowledge of malicious 

traces. 

In case of encrypted traffic, IDSs are typically not 

able to investigate the payload, since message trans-ferred 

are in an encrypted form. But some methods are used to 

decrypt the encrypted traffic and then it is investigated. This 

decryption is done by distributing key with some parties. 

But this distribution will result in some attacks like middle 

man attacks. 

While signature-based systems are typically not 

able to analyze encrypted traffic, three approaches in the 

area of behavior-based systems are used: protocol-based, 

modification, and statistical techniques. Using these 

techniques investigation on network is done. 

Protocol-Based Analysis: This approach only 

concentrates for benign protocol. Since majority of attacks is 

happening in application layer, this type of detection 

technique will not provide a suit-able protection against 

attacks.  

 
Signature 

based 

Knowledge 

based 

Inherent 

knowledge 

Accuracy low medium high 

Detection 

capability 
low medium high 

Learning 

phase 
required required 

not 

required 

FAR low medium high 

Model 

Created 
no yes No 

Table 1: Comparison Table 

Modifications of the Encryption Protocols: An-

other approach uses modifications of the encryption 

protocol, respectively the infrastructure. A major drawback 

of this approach is, it results in-compatibility of the 

modified structure. 

Statistical Analysis the third technique is based on 

analysis of observable parameters of the connection 

provided. 

Next adopted approach is, which makes use of 

inherent knowledge of systems and services. By using 

inherent knowledge, it is able to differentiate benign from 

malicious. The majority of connections and their similarity 

is used to separate the benign traffic from the malicious 

even without having to know in advance. Different 

correlation techniques are used to determine the degree of 

similarity between two functions. These evaluated degrees 

of similarities are used for identifying intrusion and 

extrusion detection. 

III. SUMMARY AND CONCLUSIONS 

Research in intrusion detection has been done for several 

decades. Although numerous systems have been proposed, 

most of the systems fail to detect intrusions in an encrypted 
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environment. Knowledge-based systems are not able to 

detect encrypted at-tacks, whereas behavior-based systems 

are su ering from high False alarm rates. But inherent 

knowledge based detection gives more accurate results when 

com-pared to other detection methods. Also in inherent 

knowledge detection method, it does not need a learning 

phase. But it have limitation that, for intersession 

correlations a minimum number of concurrent users is 

required. 
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