
IJSRD - International Journal for Scientific Research & Development| Vol. 4, Issue 04, 2016 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 262 

Identifying Sybil Attack in MANET using CBDS (Co-Operative Bait 

Detection Scheme) 
Gurpreet Kaur Bhullar1 Dinesh Kumar2 

1,2Department of Computer Science & Engineering 
1,2GZS Campus College of Engineering & Technology Bathinda, Punjab, India

Abstract— In mobile adhoc network primary goal is to send 

the data and receive the data wirelessly such that no node 

has to need to manually connect to the other node. Now 

while communication there may be various hindrances in 

the communication due to the lack of resources. These 

hindrances may be malicious node. Which may destroy the 

packet while sending from source to the destination. In our 

case we are considering sybil nodes. Which are legitimate 

nodes but some times picks the identity of tje black hole 

node and starts destroying the packet. Under such situation 

without increasing the infrastructure cost we will use CBDS 

in DSR protocol. Such that each node identity will be picked 

from the hash function. If other intermediate node respond 

with hash value  then that node will be considered to be the 

legitimate node else either black hole node or sybil node. 

Key words: CBDS, MANET, DSR, BFTR 

I. INTRODUCTION 

As it cost effective solution to the wireless communication 

in the shorter distance. This type of network due to less 

infrastructure may prone to various types of attack. This 

may decrease the usability of the network. Such that may 

requires higher security for being used in various strategic 

application  such as military. In a MANET, each node not 

only works as a host  as well as relay node. Such that 

receive the data from one side and switch to the other 

intermediate node of even final destination. But can also act 

as a router While receiving data, nodes also need 

cooperation with each other to forward the data packets, 

thereby forming a wireless local area network. 

 
Fig. 1: Sybil Attack 

This environment has also greater threats. As these 

threats may be of malicious node. Whose intention is to 

destroy the packet rather than forward the packets. They 

exists in the network for only for dropping the packets.     In 

current time various research works are focus around the 

security. There main aim is to detect and prevent the attacks. 

These attacks may become unavoidable when more than one 

nodes collectively works as malicious nodes.  As lack of the 

infrastructure also adds to the problem. Where less no of 

hardware protective measures. Because it will increase the 

cost of the network. And due to cost it become dis 

functional.   When route request is sent by the source then 

various nodes check there seq no with the required 

destination no. If it matches then reply with the route. Else 

will forward the route request. But malicious node without 

checking all this falsely reply to the source node for being a 

shortest route. Under such situations source falsely 

considers that path as real path for forwarding the data 

packets. In grayhole attacks, the malicious node is not 

initially accepted as such since it turns malicious only at a 

later time, preventing a trust-based security solution from 

detecting its presence in the network. It then selectively 

discards/forwards the data packets when packets go through 

it.  In this paper our main objective if to identify the 

malicious node which is sybil in nature. Such that which 

some times behaves as legitimate node and some times 

behaves as legitimate node.     In our case main objective is 

to detect the identity by checking the packet drop ratio and 

the CBDS. With CBDS we can identify the malicious node 

which is not actually the part of the network. Using packet 

drop ratio we will identify the sybil node. If packet drop 

ratio is beyond the network efficiency. This is how various 

types of attack can be detected. 

II. LITERATURE SURVEY 

Many research work has been focus on the identification of 

the blackhole node. Where there main purpose is to detect 

the node and prevent the node by dropping that route which 

has that node. So that packet drop can be avoided. [5] or 

assumptions in order to operate. In general, detection 

mechanisms that have been proposed so. We can group 

these detection mechanisms into two categories 1) proactive 

this type of scheme constantly detect and checks the 

malicious node each occasion. So will generate overhead for 

detection on each occasion. This method of detection may 

some times be less efficient because it  will unnecessarily 

decreases the life time of the node.  2) Reactive detection 

schemes [1]–[5]  are such which will triggers when there is 

significant packet drop. Even more than the basic efficiency 

rate of the network. In [2], Liu et al. proposed a  scheme 

where each node sends the acknowledgment to the two hop 

away node . It is for making sure that packet has been 

received or not.  But it will increase the overhead of the 

network.  A parameter acknowledgment ratio, i.e. Rack, is 

also used to control the ratio of the received. This type of 

scheme is used in proactive type of scheme which focuses 

continually for malicious node so increase the overhead of 

the network.    In [12], Xue and Nahrstedt  proposed a 

prevention scheme where there is end to end ack. Such that 

route efficiency will be checked. Whether the packet sent on 

to the route has been sent successfully or not. If not then it 

will forward the packets on to the alternative route which is 

other than the followed route.  which may lead to significant 

routing overhead. But some paper has proposes a scheme 
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which is based on both  proactive and reactive techniques. 

Such that less overhead can be done and enough level of 

security is achieved 

III. PERFORMANCE EVALUATION 

A. Simulation Parameter 

SIMULATION PARAMETERS 

set val(Chan) Channel/Wireless Channel 

set val(prop) Propagation/ TwoRayGround 

set val(netif) Phy/WirelessPhy 

set val(mac) Mac/802_11 

set val(ifq) 
Queue/Drop Tail/ 

Pri Queue 

set val(ll) LL 

set val(ant) Antenna/Omni Antenna 

set val(ifqlen)50 50 

set val(nn) 30 

set val(rp) DSR 

X,Y 800,541 

Table 1: Simulation Parameters 

We consider a network of nodes placing within a 800m x 

541m area. The performance of our algorithm is evaluated 

by using the following parameter values. 

1) Parameter Values of DSR Simulation 

a) Packet delivery fraction   

The ratio of the data packets delivered to the destinations to 

those generated by the traffic type sources.   

Where total Packet is received &   is the total Packet 

sent. 

                          PDF=(Pr/Ps)*100 

b) Average end-to-end delay of data packets 

This includes all possible delays caused by buffering during 

route discovery latency, queuing at the interface queue, 

retransmission delays at the MAC, and propagation and 

transfer times where  is receive Time and  is sent Time 

c) Throughput  

Throughput or network throughput is the average rate of   

successful delivery of the packet in per unit interval of time. 

It measure in bit per unit time. 

Throughput = File Size / Transmission Time (bps) 

d) Overhead 

how much extra packet load has be taken to successful 

transmission. Overhead is also the extra processing that has 

to be done for process the data packet or routing packet. 

B. Experimental Process 

The simulation scenario and parameters used for performing 

the detailed analysis and study of Black hole attack, Sybil 

attack. This facet represents that how the effective 

performance parameters have been analyzed to simulate the 

protocols.  

Following steps have been used for simulation.  

1) Inputs to Simulator 

a) Scenario File – Movement of nodes.  

b) Traffic pattern file.  

c) Simulation TCL file  

2) Outputs File from Simulator 

a) Trace file 

b) Network Animator file  

c) Output from Trace Analyzer i.e. xgr file   

C. Steps of Proposed Algorithm  

Step 1.First source send route request (rreq) to all intermedi

ate node (IN). 

Step 2.Then first 

replies will be kept for use of packet transmission. 

Step 3.We will send hash function(CBDS) 

on that route which replies first. 

Step 4.If we get acknowledgement it means the route is with

out black hole and sybil node. 

Step 5.If no acknowledgement received then we will  

send packet on other selected route. 

Step 6. if packet drop ratio in greater than the network 

efficiency then consider that route has legitimate sybil node, 

even which has acknowledged hash function. 

Step 7. In that case follow another route. 

IV. RESULTS 

Following are results of various parameters taken in our 

research work. 

A. Nam Animation Snapshot 

 
Fig. 2: 

1) End to End Delay:  This graph shows the comparison of 

packet delivery fraction for with sybil node , black hole 

and without sybil node and black hole node. Horizontal 

line (x-axis) represents the Pause time and vertical line 

(y-axis) represents the Pdf(%).The pause time has value 

(10, 15, 20, 25, 30, 35 ) seconds. The red line indicates 

the packet delivery fraction with Black hole and sybil 

node green line indicates the packet delivery fraction 

without Black hole and sybil node. The graph shows 

that the packet delivery fraction of DSR. 
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Fig. 3: 

2) Packet Delivery Ratio: in this graph packet delivery is 

shown for both the cases. One for network with sybil 

node represented with red line and without sybil node 

represented with blue line. 

 
Fig. 4: 

Throughput: this graph shows the throughput for the 

network. Blue line represents the throughput without sybil 

node and red line represents with sybil node. 

 
Fig. 5: 

Overhead: it is the total extra battery and processing power 

is used for identifying the sybil node. 

 
Fig. 6: 

B. Comparison to Base paper 

 
Fig. 7: Comparison to Base Paper 

In the above comparison we have done comparison to the 

base paper. In current research work and in previous work 

various factors are being considered. All the factor has 

shown the result improvement by 45%. 

C. Comparison to Previous Technique 

 
Fig. 8: Comparison to Previous Technique 

In above we have compare the current work with the 

previously done technique. In our current research work the 

results has shown improvement in comparison the previous 

old technique by 17%. The analysis is done on various 

factors. 

V. CONCLUSION 

In out technique of CBDS in DSR protocol for sybil node 

identification is the better techniques. We have shown this 

in the simulation. As in various parametric graphs results 

has improved compared to the previous technique. So on the 

whole we can say CBDS technique is the better technique 

for sybil types of attack in other protocols like AODV and 

DSR. 

VI. FUTURE SCOPE 

As in future it will be checked during regular period that 

only authorized node can be the part of the network. 
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