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Abstract— A Mobile Ad hoc network is wireless network 

composed of different nodes communicate with each other 

through multiple hops without having to create a fixed 

infrastructure. Mobile ad-hoc networks are more vulnerable 

to attacks due to the lack of trusted centralized authority, 

dynamic topology, resource limitation and multi-hop 

scenario. Black hole  attack also known as selfish node attack 

which  is  dangerous active attack on the mobile Ad hoc 

Networks (manets). A Black hole is a malevolent node that 

proclaims to have shortest optimal path to desired destination 

node, which is fake shortest path and the packets received by 

the black hole node are dropped without having it to forward 

to destination node. In this paper various techniques 

regarding detection and prevention of black hole attack has 

been discussed. 
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I. INTRODUCTION 

Mobile Ad hoc Networks (manets) consists of mobile nodes 

that are interconnected by wireless network interfaces to 

create a temporary network without having any fixed 

infrastructure. Nodes move from one place to another and 

each mobile node acts as a host and as a router to establish a 

route and forwards packets to other nodes unrelated to its 

own use. Manets have dynamic network topology due to 

which nodes in network can join or leave network frequently 

in any direction or change their links by self-configuration. 

Manets are vulnerable to various kinds of attacks such as 

black hole attack, worm hole attack and so on. Manets often 

suffers from security attacks because of lack of central 

monitoring, open medium, dynamic topology, multi- hop 

routing, no fixed infrastructure and its management [1]. 

Manets suffers from these type of attacks because 

communication is based on mutual trust between nodes and 

there is no central control for network management and 

authorization facility for its changing topology. In these 

terminals nodes are not able to communicate directly with 

each other and they have to rely upon some other nodes, so 

that message should be delivered to destination such 

networks are often referred to as multi hop network.. Mobile 

ad hoc networks routing protocols are often classified into 

three categories as Table driven routing protocols also called 

as proactive protocols which maintain continuous view of 

network. On demand protocols are also called reactive 

protocols which search for route between source and 

destination. Hybrid routing protocols combines best features 

of table driven in case of intra domain routing and demand 

routing protocol for inter-domain routing. 

The characteristics of manets make them 

susceptible to many new attacks. These attacks can occur in 

different layers of the network protocol stack. Mobile Ad 

hoc Networks (manets) are amongst the most vulnerable for 

insider attacks. Here we study about some of the most 

severe attacks against manets namely the black hole attack, 

sinkhole attack, selfish node behaviour, and selective 

forwarding attack. Using Ad hoc On-Demand Distance 

Vector (AODV) routing protocol has been presented  in NS-

2 for implementation of launching these attacks and 

comparative analysis of these attacks is performed. Our 

simulation-based study shows that flooding attacks like 

RREQ flood drastically increase the routing overhead of the 

protocol. Route modification attacks such as sinkhole and 

black hole severely affect the packet efficiency and brings 

down the throughput to unacceptable ranges[15]. Manets 

lacks in central controlling entity due to this  feature along 

with undefined and unsecure boundaries make its security a 

very challenging issue. Black hole and gray hole attacks can 

in fact seriously compromise the performance of a critical 

infrastructure like a MANET[16]. We are working on 

attacks that are usually present at Network layer, the basic 

idea behind network layer attacks is to inject itself in the 

active path from source to destination or to absorb network 

traffic. These attacks are given as: 

A. Blackhole Attack 

In these attacks, malicious node claims to have an optimum 

shortest route to the destination node whenever it receives 

RREQ packets but that is usually fake path as per its nature, 

and sends the REPP with highest destination sequence to the 

source node for intercepting the RREQ packets. For 

example, in figure 3, when source node “S” wants to send 

data to destination node “D”, it starts sending RREQ 

messages to initiates the route discovery process. When 

malicious node “M” receives the route request, it 

immediately sends reply to source node claiming to have 

shortest path for destination. If reply from node “M” reaches 

first to the source than the source node “S” ignores all other 

reply messages and start sending packets through the node 

“M” and hence all data packets are consumed or dropped at 

malicious node. 

 
Fig. 3: Blackhole Attack[17] 

B. Wormhole Attack 

In wormhole attack, when malicious node receives data 

packet it then provides this received data to another 

malicious node. The path existing between two malicious 

nodes is referred to as a wormhole. For example in figure 5, 

the nodes “X” and “Y” are malicious nodes that forms the 

path in network. The source node “S” when start sending the 

RREQ message to find the route to destination node “D”. 
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The immediate neighbour node of source node “S”, namely 

“A” and “C” forwards the RREQ message to their 

neighbours “H” and “X” respectively. The node “X” when 

receives the RREQ immediately share with it “Y” and later 

it initiate RREQ to its neighbour node “B”, through which 

the RREQ is delivered to the destination node “D”.It forces 

the source node to select route <S-A-B-D> for destination. 

As a result ,“D” ignores RREQ packets  that arrives later 

and thus, invalidates the genuine route <S-C-H-E-F-D>. 

 
Fig. 5: Wormhole Attack[17] 

C. Greyhole Attack 

In these types of attacks, a malicious node claims having an 

optimum route to the destination node where it wants to 

send the packets and then intercept these packets. It is 

similar to black hole attack but it drops data packet of a 

particular node[17]. 

D. Sinkhole Attack: 

In sinkhole Attack, a malicious node provides wrong routing 

information to present itself as a specific node and then 

receives whole network traffic. After receiving, it modifies 

the secret information, such as changes made to data packet 

or drops them to create security issues in the network. A 

malicious node tries to attract the secure data from all 

neighboring nodes[17]. 

II. BLACK HOLE ATTACK 

Black hole attack is dangerous active attack present in 

manets. Black hole attack  can be performed by single node 

or combination of nodes. This attack is performed generally  

when the communication in between two  nodes take place 

and nodes actively participates in this process. When the 

source node wants to exchange information or sends data to 

destination node then  it checks its routing table[2],if there is 

no route available in routing table then source node starts its 

initiation process by sending RREQ messages, While in 

Black hole attack an attacker node sends False route 

reply(RREP) in exchange to this request message claiming 

to have the shortest path to the destination and drops packets 

when received. When the source node receives multiple 

RREP messages it selects greatest one with high sequence 

number, In case sequence numbers are same one with small 

hop count is selected. The attacker sends replies with 

highest sequence number than destination node[3]. The 

black hole attack has two properties. First, the node exploits 

the mobile ad hoc routing protocol, for having a valid route 

to a destination node while that is fake route, this is done  

with the intention of intercepting the received packets. 

Second, the attacker consumes the intercepted packets 

without forwarding the packets and there is a more subtle 

form of these attacks when an attacker  selectively forwards 

packets. The attacker runs the risk that neighbouring  nodes 

will monitor and expose the ongoing attacks[6].  

 
(a) Propagation of Route Request (RREQ) Packet 

 
(b) Propagation of Route Reply (RREP) Packet 

Fig. 1: AODV control message[5] 

III. RELATED WORK 

Shivani et al[1] proposed a method for detection and 

isolation of packet dropping attacks in manets.In this 

method monitoring nodes are used for detecting the attack in 

networking by utilizing its unique ID and it covers all its 

neighbours and observes their behaviour using anomaly 

based intrusion detection. All monitoring nodes broadcasts 

alert messages on detection of malicious node in 

network.The problem of this method is if packets are 

modified by an attacker then this proposed method cannot 

detect these kind of attacks. 

Golok Panda et al[2] proposed an approach which 

leads to prevent the inducer that carry black hole node by 

key authentication method. Nobody will listen to malicious 

node’s Hello message packet. It is clear that malicious node 

is the main security threat that affects the performance of the 

AODV routing protocol. Avg. Jitter and Avg. End-to-end 

delay has not shown any improvement in their results due to 

the overhead of key mechanism. It will be extended to 

achieve better enhanced value of these parameters.  

Neelam Khemariya et al[3] proposed an efficient 

approach for detection and removal of both single black hole 

attack and cooperative black hole attack not only when 

nodes are not idle but it can also detects when a node is idle 

as well. This algorithm is implemented on AODV(Ad hoc 

on demand Distance Vector). To check if node is idle or not 

particular threshold value is set for communication 

interval(CI), if CI is more than threshold value then 

procedure for detection of malicious node is started. This 

mechanism lacks in identifying grey hole or wormhole 

attack etc. 

Firoz Ahmed et al[4] proposes an Encrypted 

Verification Method(EVM) to effectively detects black hole 

attack. The verification process is initiated conditionally and 

it verifies the sequence number that was not faked by any 
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malicious node. The simulation shows that the EVM reduces 

the control overhead and effectively identifies the Malicious 

node. In future, it can extend this algorithm to solve a 

selective forwarding attack such as gray hole attack. 

Nirali Modi et al[5] This paper proposed an 

algorithm that used the trust value which is used to identify 

the malicious node, after identifying the malicious node it 

will be removed from the neighbouring table and another 

path is selected. This proposed algorithm can offer a secure 

way transmission between any nodes in network topology. 

Researcher propose modification to the AODV protocol and 

justify the solution with implementation and simulation 

using NS-2.33. This simulation analysis shows the 

significant improvement in end-to-end delay, throughput, 

and packet delivery ratio of AODV in presence of Black 

hole attack. 

Nabarun Chatterjee et al[6] proposes a triangular 

encryption in NS2, this approach has low computational 

overhead. There is Pre agreement between sender and 

receiver on partition and the key of triangular encryption. 

Sender sends plain text with RREQ packet and in response 

to that Destination encrypts the plain text with pre agreed 

partition so it makes sure packet reaches at destination as it 

is not possible that  black hole node contains cipher text in 

its RREP and check has been performed by sender AODV 

node to make sure whether cipher is matching or not. So, no 

packets are dropped except Black hole has shortest path. 

Amol Bhosle et al[7] This paper proposed a 

method to provide the data security of such network using 

node authentication and digital signature. In this paper some 

previous methods for identifying malicious node are 

discussed, there was no such method to authenticate the new 

node before it joins the network. This new protocol design 

provides the integrity, confidentiality, non repudiation and 

authentication with the help of AES, and digital signature. 

The node authentication achieved by the IP address of the 

nodes. Digital signature formed with the help of RSA and 

hash function MD-5. This security mechanism called 

SMDNA (Securing MANET Data using Node 

Authentication) improves the performance of the routing 

protocol AODV. 

Abderrahmane Baadache et al[9] deals with this 

misbehaviour called black hole attack, and proposed an 

authenticated end-to-end acknowledgment based approach 

in order to check the correct forwarding of packets by 

intermediate nodes. This proposed approach detects the 

black hole conducted in simple or cooperative manner and 

also detects the modification and the replay of messages 

attacks. Through simulation using OPNET simulator, it 

shows the detection efficiency and evaluate the performance 

of the proposed approach in both proactive and reactive 

routing based networks in terms of end-to-end delay and 

network load. Also, it compare the approach with existing 

approaches that is with 2-hop ACK and the watchdog 

approaches in terms of detection ratio, delivery ratio and 

additional overhead.4 

IV. CONCLUSION 

There are large numbers of techniques used for finding 

black hole nodes in manets for efficient routing of data. In 

CBDS approach authors proposed a way for defending 

against collaborative attacks using DSR protocol comprising 

three steps for identifying malicious nodes where this 

approach will be improved. All the techniques discussed in 

this paper have their own characteristics as well as 

performance parameter where they outperform their 

competitors. Still MANET networks constitute a challenges 

regarding security problem due to changing topology and 

attacks. 

REFERENCES 

[1] Shivani Uyyala, Dinesh Naik, “Anomaly based 

Intrusion detection of Packet Dropping Attacks in 

Mobile Ad-hoc Networks”,International Conference on 

Control, Instrumentation, Communication and 

Computational Technologies (ICCICCT), 2014. 

[2] Mr. Golok Panda, Mr. Gouri Shankar Mishra & Mr. 

Ashok Kumar Sahoo, “Prevention of Black hole Attack 

in AODV protocols for Mobile Ad Hoc Network by 

Key Authentication.” IRACST - International Journal of 

Computer Science and Information Technology & 

Security (IJCSITS), ISSN: 2249-9555 Vol. 2, No.3, 

June 2012. 

[3] Neelam Khemariya & Ajay Khuntetha, “An Efficient 

Algorithm for Detection of Blackhole Attack in AODV 

based manets” International Journal of Computer 

Applications (0975 – 8887) Volume 66– No.18, March 

2013. 

[4] Firoz Ahmed, Seok Hoon Yoon and Hoon Oh, “An 

Efficient Black Hole Detection Method using an 

Encrypted Verification Message in Mobile Ad Hoc 

Networks” International Journal of Security and Its 

Applications Vol. 6, No. 2, April, 2012. 

[5] Nirali Modi & Vinit Kumar Gupta, “Prevention Of 

Black hole Attack using AODV Routing Protocol in 

MANET” (IJCSIT) International Journal of Computer 

Science and Information Technologies, Vol. 5 (3), 3254 

– 3258, 2014. 

[6] Nabarun Chatterjee, Jyotsna Kumar Mandal, “Detection 

of Blackhole Behaviour using Triangular Encryption in 

NS2” 1st International Conference on Computational 

Intelligence: Modeling Techniques and Applications 

(CIMTA- 2013) Procedia Technology 10, 524 – 529, 

2013. 

[7] Amol Bhosle, Yogadhar Pandey, “Review of 

authentication and digital signature methods in Mobile 

ad hoc network” ISSN: 2278 – 1323 International 

Journal of Advanced Research in Computer 

Engineering & Technology (IJARCET) Volume 2, 

Issue 3, March 2013. 

[8] Rashmi, Ameeta Seehra, “A Novel Approach for 

Preventing Black-Hole Attack in manets” International 

Journal of Ambient Systems and Applications (IJASA) 

Vol.2, No.3, September 2014. 

[9] Abderrahmane Baadache ⇑, Ali Belmehdi, “Struggling 

against simple and cooperative black hole attacks in 

multi-hop wireless ad hoc networks”,20 August 2014. 

[10] T.Prasanna Venkatesan, P. Rajakumar, A. 

Pitchaikkannu, “An Effective Intrusion Detection 

System for manets” International Journal of Computer 

Applications® (IJCA) (0975 – 8887) International 

Conference on Advances in Computer Engineering & 

Applications (ICACEA-2014) at IMSEC,GZB. 



Review on Detection and Prevention of Black Hole and Gray Hole Attack in MANETs 

 (IJSRD/Vol. 4/Issue 03/2016/520) 

 

 All rights reserved by www.ijsrd.com 2004 

[11] Payal N. Raj and Prashant B. Swadas, “DPRAODV: A 

Dyanamic Learning System against Blackhole Attack in 

Aodv Based MANET” IJCSI International Journal of 

Computer Science Issues, Vol. 2, 2009. 

[12] Djamel Djenouri, Nadjib Badache, “On eliminating 

packet droppers in MANET: A modular solution” Ad 

Hoc Networks 7,1243–1258,2009. 

[13] Djamel Djenouri, Nadjib Badache, “Struggling Against 

Selfishness and Black Hole Attacks in manets”, 

wireless communication Mobile computing(WCMC), 8 

(6) 689-704,2008. 

[14] Rakesh Poonia, Amit Kumar Sanghi, Dr. Dharm Singh, 

“DSR Routing Protocol in Wireless Ad-hoc Networks: 

Drop Analysis”, International Journal of Computer 

Applications (0975 – 8887) Volume 14– No.7, 

February 2011. 

[15] H. Ehsan and F. A. Khan “Malicious AODV: 

Implementation and Analysis of Routing Attacks in 

manets” IEEE 11th International Conference on Trust, 

Security and Privacy in Computing and 

Communications, Liverpool,pp.1181-1187,2012. 

[16] G. Singh Bindra, A. Kapoor, A. Narang and A. 

Agrawal, "Detection and removal of co-operative 

blackhole and grayhole attacks in manets," System 

Engineering and Technology (ICSET), International 

Conference on, Bandung,pp.1-5,2012. 

[17] Aarti, Dr. S. S. Tyagi,” Study of MANET: 

Characteristics, Challenges, Application and Security 

Attacks” International Journal of Advanced Research in 

Computer Science and Software Engineering,Volume 3, 

Issue 5, May 2013. 


