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Abstract— The world has undergone a major change now a 

day in the manner in which it is conducted and with the 

change in nature the risk of crime or fraud has also undergone 

a change. The facilities of computer technology which makes 

life so easy and fast come with certain drawbacks. This 

powerful and user-friendly computer makes more and more 

people to use them and rely on them as part of their normal 

way of life. Therefore, in the current study understanding of 

cyber crime and their impacts over various areas like 

economic, business, teenager etc. with the future trends of 

cyber crimes are explained. 
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I. INTRODUCTION 

Cyber crime is a term used to define a criminal activity using 

a computer. It can be defined as “a criminal act using 

computer or cyberspace as the communication vehicle”. 

Cyber crime could be anything as downloading illegally 

music files to stealing millions of rupees from online bank 

accounts etc. Cyber crime can be divided into two categories 

computer- crime or computer related crime. Cyber criminals 

are becoming more sophisticated and are targeting people as 

well as public and private organizations. Therefore, 

additional layers of defense and security system is needed. 

The present study has been undertaken to touch some aspects 

and effects of this cyber-technology.  

II. OBJECTIVES 

1) To explore various types of cyber crime and their 

impacts. 

2) To identify Internet scams by various methods. 

3) To learn how to keep from being a victim. 

III. RESEARCH QUESTIONS 

1) How are cyber crimes committed? 

2) Whether youngsters are more involved in cyber crimes? 

3) How can cyber crime be reduced, prevented or detected? 

IV. CATEGORIES OF CYBER CRIME 

A. Hacking:  

It is type of crime wherein a person’s computer is broken into 

so that his personal or important and sensitive information 

can be accessed without the person’s notice.  

B. Identity Theft: 

This has become a major type of crime nowadays.In this type 

of cyber crime a person’s bank account details ,credit card, 

social security and other sensitive information is hacked and 

this result in major financial losses for the victim . 

C. Harassment Via E-Mails:  

It is very common type of harassment by sending letters, 

attachments of files & folders i.e. via e-mails. At present 

harassment is common as use of social networking sites i.e. 

Facebook, Twitter, Orkut etc. is increasing day by day. 

D. Defamation: 

It involves any person with intention to lower down the 

dignity of the person by hacking his account and sending 

some mails or messages by using vulgar language to 

unknown persons mail account. 

V. CRIME DETECTION METHODS 

Crimes can be detected by one or more types of detection 

techniques. Such techniques are: 

A. Honey Pots:  

The general concept of honey pot is that once an intruder 

breaks into a system, they will come back for subsequent 

times, during these visits additional information is gathered 

and additional attempts at file or system access can be 

monitored and saved. 

 
Fig. 1: Honeypot diagram 

B. Anomaly Detection Systems: 

Anomaly detection systems focus on unusual patterns of 

activity. An Anomaly-based intrusion detection system is 

used for detecting network and computer intrusions. Unusual 

key stroke, abnormal command, and unconventional program 

activities can provide proof regarding the existence of an 

electronic crime. 

 
Fig. 2: Anomaly detection system diagram 
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VI. IMPACTS OF CYBER CRIME 

A. Impact of Cyber Crime Over Private Industry: 

This type of crime is a major problem in combating the threat, 

in fact, rarely the companies realize that they have been 

victims of frauds or attacks long after the event occurred. The 

consequences are disarming and retrieving the situation is 

sometimes impossible, because the time gap between the 

event and its discovery provides an advantage to those who 

commit crimes. 

B. Impact of Cyber Crime Over Business: 

Cyber-crime includes many criminal practices designed to 

attack a company's computer security. The purpose of the 

electronic break is to steal the financial information of the 

business or its customers, to deny services to the company 

website or to install a virus that monitors a company's online 

activity in the future. 

C. Impact of Cyber Crime Over Teenager: 

As per the survey, the worst fear of cyber crime is on 

teenagers female. Cyber Bullying is a fear when person 

receives threats, negative comments or negative pictures or 

comments from other person. Cyber Bulling can be done 

through chatting, instant messaging etc. In our analysis, a 

feared person can reach a limit of depression, mental 

weakness and humiliation. Through the analysis we have 

seen that if person is bullied he or she may be depressed up 

to the level of self harming.  

VII. HOW TO PREVENT CYBER CRIME 

1) One should not disclose any personal information to 

strangers. 

2) One must not send any photograph to strangers or 

persons whom they don’t know. 

3) A person should never send their credit card number or 

debit card number to any site that is not secured. 

4) Web site owners must watch traffic and check any 

irregularity on the site. It is the responsibility of the web 

site owners to adopt some policies for preventing cyber 

crimes as the number of internet users are growing day 

by day.  

5) The IT department should pass certain rules for the 

protection of computer system and should also bring out 

some more strict laws to breakdown the criminal 

activities relating to cyberspace.  

VIII. RESEARCH FINDINGS 

Many youths have accepted that they mainly uses internet for 

entertainment, interacting with others and fun. Also they feel 

that breaking into someone’s account without their 

permission is not wrong whereas some youths feel the reverse 

of it. 

1) Advantages of cybercrime.  

2) Improved security of cyberspace. 

3) Increase in cyberdefence. 

4) Increase in cyber speed. 

5) Allows more options to save data. 

6) Better response time to national crisis. 

7) Disadvantages of cybercrime 

8) Improved hacker speed and ability. 

9) Interconnected computers. 

10) Improved viruses, malware and worms. 

IX. LIMITATIONS AND SCOPE 

1) Survey and case studies was done on small scale, limited 

area. Can be done on large scale.  

2) Research was done only on age group between 14-21 and 

further study can be done on comparison between 

teenagers and adults.  

X. CONCLUSIONS 

The internet is a very powerful tool and most effective means 

of communication but it is much vulnerable to many 

malpractices just like anything else. As the internet is 

expanding, the world of cybercrime is also increasing. The 

government still has an important role to play, but most of the 

prevention steps needs to be done by the commercial 

companies producing software and those who have the ability 

to stop fraud.Relying on consumer education scheme and 

programs will only affect a small percentage of possible 

victims. 
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