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Abstract— Cloud computing is an innovative Information 

System (IS) architecture, a way to increase the capability 

without investing in new technology. It extends Information 

Technology’s (IT) existing capabilities. Projecting as an 

evolutionary step, following the transition from mainframe 

computers to client/server deployment models, cloud 

computing encompasses elements from grid computing, 

utility computing and autonomic computing, into an 

innovative deployment architecture. Cloud computing 

security is one of the main challenges in cloud computing. 

An organization can decide to adopt cloud only on based on 

benefits to risk ratio. This paper is focused on the security 

issues of cloud computing. Before analyzing the security 

issues, the definition of cloud computing and brief discussion 

to under cloud computing is presented. 
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I. INTRODUCTION 

Cloud computing is a model for enabling convenient, on-

demand network access, to a shared pool of configurable 

computing resources, (e.g., networks, servers, storage, 

applications, and services) that can be rapidly provisioned 

and released with minimal management effort or service 

provider interaction [1]. The name cloud computing, was 

inspired by the cloud symbol that is often used to represent 

the Internet in flow charts and diagrams. A distinct 

migration to the clouds has been taking place over recent 

years with end users, ‘‘bit by bit’’ maintaining a growing 

number of personal data, including bookmarks, photographs, 

music files and much more, on remote servers accessible via 

a network. 

Throughout computer science history, numerous 

attempts have been made to disengage users from computer 

hardware needs, from time-sharing utilities envisioned in the 

1960s, network computers of the 1990s, to the commercial 

grid systems of more recent years. This abstraction is 

steadily becoming a reality as a number of academic and 

business leaders in this field of science are spiraling towards 

cloud computing [2]. 

Grid Computing [2] emerged in the early 1990s, as 

high performance computers were inter-connected via fast 

data communication links, with the aim of supporting 

complex calculations and data-intensive scientific 

applications. Grid computing is defined as ‘‘a hardware and 

software infrastructure that provides dependable consistent, 

pervasive, and inexpensive access to high-end 

computational capabilities’’. Cloud Computing has resulted 

from the convergence of Grid Computing, Utility 

Computing and SaaS, and essentially represents the 

increasing trend towards the external deployment of IT 

resources, such as computational power, storage or business 

applications, and obtaining them as services. 

II. WHAT IS CLOUD COMPUTING? 

Cloud is a rich computing resource. One of the most popular 

definitions for Cloud is “a type of parallel and distributed 

system consisting of a collection of interconnected and 

virtualized computers dynamically provisioned and 

presented as one or more unified computing resources based 

on service-level agreements established through negotiation 

between the service provider and consumers”. 

Cloud computing is a computing technology that 

leverages cloud’s resources for “enabling ubiquitous, 

convenient, on-demand network access to a shared pool of 

configurable computing resources (e.g., networks, servers, 

storage, applications, and services) that can be rapidly 

provisioned and released with minimal management effort 

or service provider interaction”. 

Cloud computing is mainly used for data storage. 

Here the data is stored on multiple third-party servers. The 

user sees a virtual server; it appears as if the data is stored in 

a particular place with a specific name, when storing the 

data. This doesn’t exist in reality. It’s just used to reference 

the virtual space of the cloud. In reality, the user’s data 

could be stored on any one or more of the computers used to 

create the cloud [1]. 

A. Cloud Components 

In a simple, topological sense, a cloud computing solution is 

made up of several elements: Clients, the datacenter, and 

distributed servers. These components make up the three 

parts of a cloud computing solution. Each element has a 

purpose and plays a specific role in delivering a functional 

cloud based application, so let’s take a closer look.  

1) Clients 

Clients are the devices that the end users interact with to 

manage their information on the cloud. Clients generally fall 

into three categories: 

 Mobile 

 Thin Client 

 Thick Clients 

2) Datacenter 

The datacenter is the collection of servers where the 

application to which you subscribe is housed. 

3) Distributed Servers 

The distributed Servers are the servers in geographically 

disparate locations. 

B. Service Models of Cloud Computing 

The cloud system is made up of five layers in total. The 

bottom most layer, the Physical Hardware Layer is usually 

made up by server class computers in data centers, clusters, 

grids, storage networks or any other computing systems. 

This is the workhorse layer which provides the necessary 

physical resources in terms of processors, memory, bus, 

storage, networking etc., to carry out the basic computing 

operations. 
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Fig. 1: Layered Architecture of Cloud System. 

Virtualized Hardware Layer [3] running on top of 

the physical hardware is created by virtualization software. 

The virtualization software slices the physical hardware into 

virtual machines in such a manner that each virtual machine 

will act like an independent computer running its own 

operating system along with other resources. These virtual 

computers can be pooled together to act as single resource 

pools.  

1) Infrastructure as a Service (IaaS) 

This Layer provides the client with the facility of computing 

infrastructure similar to raw computing hardware. The 

service provider owns the equipment and is responsible for 

housing, running and maintaining it. The client typically 

pays on a per-use basis. IaaS offers users elastic on demand 

access to resources (networking, servers and storage), which 

could be accessed via a service API. Typical examples are 

Flexiscale, AWS: EC2 (Amazon Web Services). 

2) Platform as a Service (PaaS) 

It is often referred as cloudware, this gives a developer the 

flexibility to develop applications on the provider’s 

platform. It usually requires no software download or 

installation. Entirely virtualized platform that includes one 

or more servers, operating systems and specific applications. 

Main services provided are storage, database, and 

scalability. Typical examples are Google App Engine, 

Mosso, AWS: S3. 

3) Software as a Service (SaaS) 

Software as a Service consists of software running on the 

provider’s cloud infrastructure, delivered to (multiple) 

clients (on demand) via a thin client (e.g. browser) over the 

Internet. It saves the users from the troubles of software 

deployment and maintenance. Software can be requested on 

demand, and are rolled out more frequently. Typical 

examples are Google Docs and Salesforce.com. 

C. Deployment Models of Cloud Computing 

Cloud Computing can have any number of deployment 

models but here we are discussing four deployment models: 

1) Public Cloud 

A public cloud is a publicly accessible cloud environment 

owned by a third-party cloud provider. Public cloud 

describes cloud computing in the traditional mainstream 

sense, whereby resources are dynamically provisioned on a 

fine-grained, self-service basis over the Internet, via web 

applications/web services, from an off-site third-party 

provider who shares resources and bills on a fine-grained 

utility computing basis. Public clouds are less secure than 

the other cloud models. 

2) Private Cloud 

A private cloud is owned by a single organization. Private 

clouds enable an organization to use cloud computing 

technology as a means of centralizing access to IT resources 

by different parts, locations, or departments of the 

organization. When a private cloud exists as a controlled 

environment, the problems described in the Risks and 

Challenges section do not tend to apply. The Private cloud is 

more suited to organizations which are involved in mission 

and safety organizations 

3) Hybrid Cloud 

Hybrid cloud provides solutions through a mix of public and 

private clouds. It is an integrated cloud service utilizing both 

private and public clouds to perform distinct functions 

within the same organization; Hybrid clouds are more 

secure in terms of data control, information and allow access 

of information to different organizations over the internet. 

4) Community Cloud 

A community cloud is similar to a public cloud except that 

its access is limited to a specific community of cloud 

consumers. The community cloud may be jointly owned by 

the community members or by a third-party cloud provider 

that provisions a public cloud with limited access. The main 

goal of a community cloud is to have participating 

organizations realize the benefits of a public cloud - such 

as multi-tenancy and a pay-as-you-go billing structure -- but 

with the added level of privacy, security and policy 

compliance usually associated with a private cloud. 

III. IMPORTANCE OF SECURITY IN CLOUD COMPUTING 

Cloud Computing utilizes three delivery models by which 

different types of services are delivered to end-users. The 

three delivery models i.e. SaaS, PaaS and IaaS which 

provide infrastructure resources, application platform and 

software as a service to the consumer. These service models 

also place a different level of security requirements in the 

cloud environment. There are significant trade-offs to each 

model in the terms of integrated features, complexity vs. 

extensibility and security. If the cloud service provider takes 

care of only security at the lower part of the security 

architecture, the consumer become more responsible for 

implementing and managing the security capabilities. 

A recent survey by cloud Security Alliance (CSA) 

& IEEE indicates that enterprises across sectors are eager to 

adopt cloud computing but that security are needed both to 

accelerate cloud adoption on a wide scale and to respond to 

regulatory drivers. It also details that cloud computing is 

shaping the future of IT but the absence of a compliance 

environment is having dramatic impact on cloud 

computing’s growth. 

 
Fig. 2: Cloud Security Survey 

http://searchcloudapplications.techtarget.com/answer/Community-cloud-offers-members-a-shared-yet-controlled-environment
http://searchcloudapplications.techtarget.com/answer/Community-cloud-offers-members-a-shared-yet-controlled-environment
http://searchcloudcomputing.techtarget.com/definition/public-cloud
http://whatis.techtarget.com/definition/multi-tenancy
http://searchsecurity.techtarget.com/definition/security
http://searchcloudcomputing.techtarget.com/definition/private-cloud
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A. Security Issues in Cloud 

1) Trust 

Trust [2] in a cloud environment depends heavily on the 

selected deployment model, as governance of data and 

applications is outsourced and delegated out of the owner’s 

strict control. 

2) Integrity 

Integrity makes sure that data held in a system is a proper 

representation of the data intended and that it has not been 

modified by an authorized person. When any application is 

running on a server, backup routine is configured so that it is 

safe in the event of a data-loss incident. 

3) Confidentiality and Privacy: 

Confidentiality [2] refers to only authorized parties or 

systems having the ability to access protected data. Privacy 

is the desire of a person control the disclosure of personal 

information. 

4) Availability 

Availability refers to the property of a system being 

accessible and usable upon demand by an authorized entity. 

System availability includes a systems ability to carry on 

operations even when some authorities misbehave. 

5) Access Control 

Access management is one of the toughest issues facing 

cloud computing security [4]. Access control can be 

separated into the following functions: 

 Authentication 

 Authorization 

6) Data Intrusion 

According to Garfinkel, another security risk that may occur 

with a cloud provider, such as the Amazon cloud service, is 

a hacked password or data intrusion. 

7) Data Theft 

Cloud computing uses external data server for cost affective 

and flexible for operation [1]. So there is a chance of data 

can be stolen from the external server. 

8) Data Loss 

Data loss is a very serious problem in Cloud computing. If 

banking and business transactions, research and 

development ideas are all taking place online, unauthorized 

people will be able to access the information shared. 

9) Security issues in Provider Level 

A Cloud is good only when there is a good security provided 

by the vendor to the customers. 

10) User Level Issues 

User should make sure that because of its own action, there 

shouldn’t be any loss of data or tampering of data for other 

users who are using the same Cloud. 

11) Infected Application 

Service provider should have the full access to the server 

with all rights for the purpose of monitoring and 

maintenance of server. So this will prevent any malicious 

user from uploading any infected application onto the cloud 

which will severely affect the customer and cloud 

computing service. 

B. Cloud Security Challenges 

The current adoption of cloud computing is associated with 

numerous challenges because users are still skeptical about 

its authenticity. Based on a survey conducted by IDC in 

2008, the major challenges that prevent Cloud Computing 

from being adopted are recognized by organizations are as 

follows: 

1) Security 

It is clear that the security issue has played the most 

important role in hindering Cloud computing acceptance. 

Without doubt, putting your data, running your software on 

someone else's hard disk using someone else's CPU appears 

daunting to many. 

2) Costing Model 

Cloud consumers must consider the tradeoffs amongst 

computation, communication, and integration. The cost of 

transferring an organization's data to and from the public 

and community Cloud and the cost per unit of computing 

resource used is likely to be higher. 

3) Charging Model 

The elastic resource pool has made the cost analysis a lot 

more complicated than regular data centers[5], which often 

calculates their cost based on consumptions of static 

computing. 

4) Service Level Agreement (SLA) 

Although cloud consumers do not have control over the 

underlying computing resources, they do need to ensure the 

quality, availability, reliability, and performance of these 

resources when consumers have migrated their core business 

functions onto their entrusted cloud. These are provided 

through Service Level Agreements (SLAs) negotiated 

between the providers and consumers. This also raises a 

number of implementation problems for the cloud providers. 

5) What to Migrate 

Based on a survey (Sample size = 244) conducted by IDC in 

2008, the seven IT systems/applications being migrated to 

the cloud are: IT Management Applications (26.2%), 

Collaborative Applications (25.4%), Personal Applications 

(25%), Business Applications (23.4%), Applications 

Development and Deployment (16.8%), Server Capacity 

(15.6%), and Storage Capacity (15.5%). 

6) Cloud Interoperability Issue 

The primary goal of interoperability is to realize the 

seamless fluid data across clouds and between cloud and 

local applications. There are a number of levels that 

interoperability is essential for cloud computing. 

IV. SECURITY SOLUTIONS FOR CLOUD COMPUTING 

There are several groups interested in developing standards 

and security for clouds and cloud security. The Cloud 

Security Alliance (CSA) is gathering solution providers, 

non-profits and individuals to enter into discussion about the 

current and future best practices for information assurance 

in the cloud (Cloud Security Alliance (CSA) – security best 

practices for cloud computing, 2009). There are some tips 

and tricks that cloud security solution providers should kept 

in mind when they delivers their service to cloud service 

consumer in a public cloud solution.  

A. Security Check Events 

Ensure that the cloud service provider gives enough details 

about fulfillment of promises, break remediation and 

reporting contingency. These security events will describe 

responsibility, promises and actions of the cloud computing 

service provider [6]. 
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B. Authentication Solutions 

Halton and Basta, suggest one way to avoid IP spoofing by 

using encrypted protocols wherever possible. They also 

suggest avoiding ARP poisoning by requiring root access to 

change ARP tables; using static, rather than dynamic ARP 

tables; or at least make sure changes to the ARP tables are 

logged [6]. 

C. Monitor the Data Access 

Cloud service providers have to assure about whom, when 

and what data is being accessed for what purpose. For 

example many website or server had a security complaint 

regarding snooping activities by many people such as 

listening to voice calls, reading emails and personal data etc. 

D. Share Demanded Records and Verify the Data Deletion 

If the user or consumer needs to report its compliance, then 

the cloud service provider will share diagrams or any other 

information or provide audit records [6] to the consumer or 

user. Also verify the proper deletion of data from shared or 

reused devices. Many providers do not provide for the 

proper degaussing of data from drives each time the drive 

space is abandoned. Insist on a secure deletion process and 

have that process written into the contract. 

E. Control the Consumer Access Devices 

Be sure the consumer’s access devices or points such as 

Personal Computers, virtual terminals, gazettes, pamphlets 

and mobile phones are secure enough. The loss of an 

endpoint access device or access to the device by an 

unauthorized user can cancel even the best security 

protocols in the cloud. Be sure the user computing devices 

are managed properly and secured from malware 

functioning and supporting advanced authentication 

features. 

F. Privacy and Control Solutions 

Hayes (2008) points out an interesting wrinkle here, 

“Allowing a third-party service to take custody of personal 

documents raises awkward questions about control and 

ownership: If you move to a competing service provider, 

can you take a data with you? Could you lose access to a 

document if you fail to pay a bill?” [6]. The issues of 

privacy and control cannot be solved, but merely assured 

with tight service-level agreements (SLAs) or by keeping 

the cloud itself private. 

G. Monitor the Data Access 

Cloud service providers have to assure about whom, when 

and what data is being accessed for what purpose. For 

example many website or server had a security complaint 

regarding snooping activities by many people such as 

listening to voice calls, reading emails and personal data etc.  

Share demanded records and Verify the data deletion: If the 

user or consumer needs to report its compliance, then the 

cloud service provider will share diagrams or any other 

information or provide audit records to the consumer or 

user. Also verify the proper deletion of data from shared or 

reused devices. Many providers do not provide for the 

proper degaussing of data from drives each time the drive 

space is abandoned. Insist on a secure deletion process and 

have that process written into the contract. 

H. Cryptographic Methods 

A client can verify the integrity of his remote data by storing 

a hash in local memory and authenticating server responses 

by re-calculating the hash of the received data and 

comparing it to the locally stored value. When dealing with 

large datasets, this method is implemented using hash trees, 

where the leaves of the tree are hashes of data blocks, and 

internal nodes are hashes of their children. A user verifies a 

given data block by storing the root hash of the tree; this 

results in a logarithmic number of cryptographic operations 

in the number of blocks. Recent research has focused on 

efficiency of cryptographic methods, in particular 

Papamanthou et.al propose a mechanism to verify the 

correctness of server responses to queries, as well as 

integrity of stored data. They augment a hash table with a 

secure digest, a “fingerprint” of the entire stored dataset, 

which serves as a secure set description to which the answer 

to a query will be verified at the client, using a 

corresponding proof provided by the server. They meet their 

efficiency goals, as their method is the first which 

authenticates a hash table with constant query cost and sub 

linear update cost. 

I. Trust and Reputation Systems 

The formula for building trust in the cloud is to achieve 

control over and visibility into the cloud’s infrastructure, 

identities, and information. The technologies needed to 

establish this level of cloud control and visibility already 

exist. Organizations are applying these technologies in 

creative ways to build trusted clouds that can meet the most 

rigorous security and compliance requirements while 

delivering the flexibility, fluidity, and massive scale that 

hold such business promise for organizations worldwide. 

V. CONCLUSION 

After discussing the security issues this paper conclude that 

we should be careful about the security concerns while 

putting our business on Cloud. Cloud must be safe from all 

the external threats, so there will be a strong and mutual 

understanding between the customer and the cloud service 

provider. In this paper key security considerations and 

challenges which are currently faced in the Cloud 

computing are highlighted. Cloud computing has the 

potential to become a frontrunner in promoting a secure, 

virtual and economically viable IT solution in the future. In 

any cloud service (infrastructure, software or platform) the 

end service provider or enterprise will control the access to 

the services. 

VI. FUTURE WORK 

Future work can be focused on creating an implementation 

work on any of the security solutions discussed in this paper. 

While future work will keep on developing the algorithms 

searching for trustworthy sensors to improve the easiness in 

finding trustworthy sensors as well as the energy efficiency 

of our approach. 
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