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Abstract— Nowadays, cloud services are spreading across 

the globe in the view of information storage, processing and 

management more efficiently and remotely with high 

connectedness over the internet. Hence information storage 

field has become an emerging trend. Information storage 

provides the storage capability for storing information in the 

form of files on several data storage servers which 

collectively form the storage cloud. This paper relatively 

briefs out the overview of cloud storage, issues and 

challenges being faced by it, and solutions towards the 

improvement in its performance. This paper has been written 

by collocating the cloud storage issues and solutions in a 

bundle that provides understandability and availability of 

cloud storage related information to the researchers and 

users. 

Key words: Cloud Storage, Key-Value, Metadata, QOS 

I. INTRODUCTION 

Cloud storage is widely used by people throughout the globe 

in the form of cloud storage applications provided by cloud 

service providers. Some of the storage applications to name 

are Google drive, Dropbox, Box, Cubby, Copy, Media Fire, 

Mega, One Drive, iCloud and many more. All such 

applications provide the users the capability of storing the 

information in the form of files across several disks forming 

a cloud. The users can store their file at the cloud using any 

of the applications as such and can also retrieve the same 

files from anywhere anytime using the same application. 

Thus cloud storage belongs to a family of SAAS- delivery 

models. To provide good quality of storage service the cloud 

storage system has to overcome several problems like big 

file storing, retrieval and processing, higher response time, 

multiple read/write seeks, increased space complexity, 

network bandwidth problems, uploading and downloading 

with intervals, lower storage throughput, data duplication, 

delays and lost productivity due to internet bottlenecks, 

increased latency and many more as such.  

Cloud Services are fit for offering conventional IT 

services with critical cost focal points. In IaaS model, 

obligation of obtaining and keeping up the resources lies on 

the cloud provider; clients end has constrained resource 

capacities with the goal that it can get connected with the 

cloud providers [14]. Be that as it may, services offered in 

IaaS are charged according to the resources subscribed 

(capable processor, more memory, storage space and so 

forth.) and their utilizations. IaaS have noteworthy 

significance, since equipment gets obsolete in at regular 

intervals according to the Murphy's Law [14]. Accordingly, 

IaaS is significantly engaging Small and Medium 

Enterprises (SMEs), because of the way that infrastructure is 

to be upgraded by the cloud provider; consequently it 

liberates SMEs from potential overhauling of equipment 

while clients appreciate the universal and wide network 

access. 

Managing storage performance is no more a small 

task. Disk space is one those things the typical systems 

administrator often has little control over. As the number of 

users accessing a storage system has increased, the volume 

of data being stored will increase as well. Unfortunately, if 

it’s a disk storage issue then performance is going to take a 

hit at some point when storage disks are going to run of 

space. 

However, there are several questions need to be 

addressed in the information storage field. How to scale 

storage system for inconceivable data growth? How to 

distribute the data for availability purpose? How to replicate 

the information for load balancing and fault tolerance? How 

to reduce the latency for fast I/O? How to reduce multiple 

read/write operations over disks? And many more such 

questions. The way of addressing the solutions to such 

questions rely on other performance issues and challenges.  

II. CLOUD STORAGE OVERVIEW 

Cloud storage is a critical tenet of cloud computing. Without 

Cloud Storage, the cloud computing becomes blank in 

providing services towards the end users. The storage space 

is centralized in the form of connected data servers for 

allowing it to be accessed remotely anywhere anytime. It 

may be delivered using any of the cloud deliver models such 

as private, public, hybrid and community.  The cloud 

storage can be used to store large no: of files, big files, e-

documents, digital contents, reports of analytics field, video 

surveillance data, health care data, educational institution 

data, and government owned data and many as such. It is 

used for data backup, recovery, archive and sharing 

purposes. It can be thought of as a Storage-as-a-service 

delivery model as a part of SaaS delivery model.  

 
Fig. 1: Cloud Storage Overview 

Fig 1 describes how various electronic or portable 

client devices can access the storage space over the Internet 

without essentially knowing the underlying details of the 

type or location of storage and infrastructure, and its 

implementation. Although the devices can access SAN or 
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NAS storage explicitly, SAN or NAS storage can itself use 

cloud storage for backup or other purposes. 

Cloud storage providing the storage space 

distinguishes the type of data to be stored. The data it 

identifies are of two types, user data and system and 

application data. User data includes the files, videos, audio 

files, photos, and other personal data. System and 

application data includes libraries, utilities, metadata, 

administration data, VM’s data and many more as such. 

However, it is the responsibility of the cloud storage to 

distinguish and store such data separately and reliably. For 

this purpose the storage in the cloud is categorized into two 

types [5] as shown in Fig.2. 

A. Hosted Storage:  

It is a primary storage provisioning the storage for files or 

blocks. It is available throughout the storage existence and 

generally considered as high performance storage. It 

provides access to data on demand.  

B. Reference Storage: 

This category is fixed storage to which blocks or files are 

typically written to once, and read from many times. 

Examples of data typically residing on reference storage 

include multimedia, archival data, medical imaging, 

surveillance data, log files, and others. 

Storage space is additionally needed even for 

maintaining cloud storage environment using VM. It is 

provided by the same storage space. For example, the 

storage memory is required when the VM is created by 

VMM. The VMM stores the created VM’s information in 

the storage space [4]. Hence VMM needs much storage to 

eventually manage VMs, guest OSs and many application 

data.  The types of storage provisioned for a cloud service 

can be categorized as follows [5] as shown in Fig.2.  

C. Ephemeral Storage: 

This storage is required for VMM only while a virtual 

machine is in running state. It is unbound from use and 

made available to the storage pool when the VM is shut 

down. Examples of this category of storage include boot 

volumes, page files, and other temporary data. 

D. Persistent Storage: 

This storage is required across VM reboot sessions. It is 

reserved even when a VM is shut down. It includes “gold” 

(master template) images, shadow page tables, systems 

customization, and user data. This space is used for balloon 

processing.  

 
Fig. 2: Storage categories used in cloud 

III. LITERATURE REVIEW 

Some of the challenges and issues affecting the storage 

performance are studied briefly from different papers as 

shown below: 

1) Unfortunate Quality of Service (QoS) affecting Service 

Level Agreements (SLA) objectives to be neglected: 

Salvatore et al. [1] worked on Service Level 

Agreements over Quality of Services (SLA-QoS) that 

briefs out the practice to provide SLA based QoS on 

threatened and hazardous cloud environment. In this 

practice, resources laid on cloud that comprise cost 

factor are in fact the exploitation of stable underlying 

infrastructures. For this purpose, another outline is 

needed to reduce cost and improve QoS, which is none 

other than Cloud@Home (C@H) [2]. C@H makes 

computing and storage services available on 

subscription and free of cost basis. Since such a system 

operates on volunteer basis, the QoS is guaranteed 

through network consistency and resources reliability. 

The volunteer tactic makes the scheme more reliable 

because it incorporates numerous services and every 

service is available in enhanced and improved state. 

The C@H provider holds the responsibility 

(aggregator) of bringing together the available 

resources, collocating disparate technologies and apply 

various supervision strategies. Many of the supervision 

activities are performed over and done with Resource 

Management Module and C@H users are assured of 

QoS by SLA administration module. This makes 

negotiation, monitoring, and recovery and termination 

activities of SLA to be obeyed better by C@H QoS. 

2) Virtual Storage [3, 4]: Virtualization that leverages the 

resource management tasks, is the basic ideology of 

cloud computing. A virtual environment is a complex 

system of inter-reliant resources. There are many com-

ponents – virtual machines (VMs), applications 

running on a VM, Virtual Machine Monitors (VMM), 

external storage, disks attached to VM hosts, etc. 

Having many VMs run on a storage LUN from a single 

data store which is partitioned can often lead to 

bottlenecks at a storage level. In addition, if VMs 

create process VMs to run I/O intensive applications 

individually, then it leads to terrific pressure on the 

disk, and other applications running and associated 

with that storage also suffer performance concerns due 

to resource disputation. An optimized technique, 

balloon process uses swapping of pages to relinquish 

control to VMM for memory virtualization creates the 

bottleneck towards disk performance. When a VM runs 

out of physical memory, it uses the balloon process and 

swapping technique. This leads to more IOPS to the 

storage space. If several users are trying to crowd 

through the storage space available for a particular VM 

to fit their data, storage I/O will be affected because it 

may not be able to accommodate all user requests due 

to improper storage and retrieval schemes. The Storage 

issues slowdowns the VMs, guest operating systems, 

and applications running in those VMs. Furthermore, 

Storage I/O issues can cause VMs to experience 

storage breaks and also leading the VMs to halt and 

even crash.  
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3) Applications bottleneck [3]: Applications that are 

poorly designed with dense I/O often cause 

bottlenecks. I/O intensive applications are always open 

to storage latency issue. When the application uses 

more storage space, slowdowns tend to take place. 

Under such circumstances, IT professionals should 

start troubleshooting from the server layer all the way 

down to the storage drives to find out whether it is an 

application issue or storage issue. If it’s a storage issue, 

it could be caused due to lack of storage drives to 

provision the I/O capability. It can also be due to lack 

of bandwidth at the array’s front-end ports or it can be 

due to an issue with the controller. Application 

bottlenecks can be solved by finding a balance between 

the most frequently used applications, viz. 

Applications that are used by a large user base and 

Applications that are not so storage I/O bandwidth 

heavy. Application bottlenecks can occur even if the 

multiple hectic applications using the same data store. 

Certain measures need to be taken to tune performance 

levels for either having a great storage throughput or 

for optimizing IOPS.  

4) I/O Response time [3]: Increased response time in 

storage I/O causes bottlenecks. At the point when there 

is a line in the storage I/O, latency can be observed. On 

the off chance that the storage drive is requiring some 

time to react to I/O request, and then this shows there 

is a bottleneck in the storage layer. A bustling storage 

device can likewise be the motivation behind why the 

response time is higher. As you continue including 

more workload with existing I/O bottlenecks, the 

response time eventually differ.  Additional of disk 

volumes to the existing storage enhances the 

performance by distributing I/O requests.   

5) Poor storage Design [3]: The Fundamental motivation 

behind why storage bottlenecks emerge is a direct 

result of an ineffectively designed storage framework. 

It's extremely obvious when the storage framework 

can't prepare the measure of work that a client is 

attempting to run, at last bringing on a wide range of 

bottlenecks and I/O performance issues. The most 

basic outline blemishes include:  

 Fewer axles in a RAID bunch attempting to tackle 

the whole workload. 

 Use of less effective SATA drives with low RPMs. 

 No load balancing storage drives and processors. 

 Using a RAID level that has a high write penalty. 

 Using smaller array cache 

6) Greg Schulz in his white paper described the storage 

performance bottlenecks as follows:  

 Server bottlenecks because of absence of CPU 

processing power, memory or under measured I/O 

interfaces can bring about poor performance or in 

more terrible case situations application 

unsteadiness. 

 Application and database bottlenecks from 

exorbitant locking, poor queries design, and 

information conflict and deadlock conditions result 

in poor client response time. 

 Storage and I/O performance bottlenecks can 

happen at the host server because of absence of I/O 

interconnect data transmission, for example, an 

over-burden PCI interconnect, storage device 

contention, and absence of accessible storage 

framework I/O throughput.  

7) Enewsletter of Imex [6] describes the following key 

challenges of cloud storage:  

 Performance and data exchange rates get to be key 

issues as the distance between the data and the 

client increases - which is the thing that happens in 

distributed cloud computing.  

 Even boundless data transfer capacity without 

taking care of the latency issue won't enhance the 

performance since it is the inertness that brings 

about the end user experience to be extremely poor. 

 Not all data access patterns are appropriate to the 

cloud, especially if there are vast distances to 

cover. In such cases, data transmission gets to be a 

test as well as a financial consideration. 

 Cloud storage isn't going to supplant the storage 

network in the data center at any point in the near 

future, at any rate not for data oriented, high 

performance, low-response time, value-based 

applications and for mission-critical data. 

 In any case, we will see numerous use cases where 

organizations and associations of all sizes will 

expand their on-reason storage with distributed 

storage conceivably from different vendors in a 

hybrid model deployment. Be that as it may, hybrid 

models have a tendency to convey interoperability 

issues and the need to manage distinctive tools, 

API's, management infrastructure and so on. 

 The well-known storage use cases have a tendency 

to be occasionally accessed to data situations 

including archiving, Backup, DR, and offsite data 

protection. Performance and data exchange rates 

get to be key issues as the distance between the 

data and the client increases. It will be a hybrid 

cloud storage world for a long time to accompany a 

great deal of that storage living in private clouds. 

 Numerous vast enterprises manage petabytes of 

data and their processing. A majority of the 

obstacles for adoption and growth of cloud 

computing are related to the basic performance 

aspects, such as availability, performance, capacity, 

or scalability. 

8) In retrospect, a recent paper [7] addresses performance 

issue raised by the space complexity O(n) due to 

inefficient and complex metadata file storage in the 

same storage space where its actual file is stored. 

Figure 3 shows how the metadata is generated for 

every file that is uploaded and stored at the cloud 

storage. The metadata file includes a list of chunks, 

chunk-id’s, file size, and other file related information. 

This makes the size of the metadata file to increase 

linearly over the actual file as shown in Fig.3 and 

Fig.4. Because, the length of the list of chunks and id’s 

in the metadata file equals the number of chunks from 

file. As the file size increases, its number of chunks 

also increases so as its metadata file size. The same 

paper [7] also addresses the solution for the above 

problem. It is nothing but the implementation of simple 

and lightweight metadata file to reduce the space 

complexity and induce low latency and sequential 
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writes through the key-value cache, which is discussed 

in the last section. 

9) Wang et al. [8] recommend an automated optimization 

scheme for cloud storage, called AOSC, which utilizes 

data chunking, position and replication to accomplish 

more steady and predictable performance. The authors 

report that test results in view of Amazon Elastic 

Cloud Computing (EC2) data center exhibited that 

AOSC could upgrade the security and give better 

performance sureties to cloud computing. 

 
Fig. 3: Increase in metadata file size 

 
Fig. 4: Graphical notation of metadata files size increase 

10) The paper [9] has proposed the internal of Dropbox 

through which it has addressed storage overview, 

Dropbox performance, and workload. The authors of 

that paper have tried to overcome the single server 

system and urged to use the separate servers for 

metadata storage and chunks storage. Additionally it 

implemented system-log server to maintain the 

connection and storage information. The metadata 

server stores the metadata file consisting of a list of 

chunks again leading to increase in size as per the file 

size. The metadata file format is bit complex here also. 

The paper has briefly discussed regarding the 

performance issues like Traffic breakdown, server 

locations and RTT, and storage throughput through the 

network.   

Some of the most recommended solutions for the 

above described issues and challenges are discussed below: 

 Nathuji [10] et al. recommends that the cloud ought to 

give additional sources as per the necessities to get the 

improved performance that users would have watched 

on the off chance that they were working in 

disengagement. Appropriately, the authors have 

composed Q-Clouds, a QoS-mindful control structure 

that enhances source rate to decrease performance 

intrusion impacts. Q-Clouds utilize online conclusions 

to build a multi-info multi-yield (MIMO) model that 

records performance intrusion connections, and uses it 

to perform closed circle source management. In 

addition, the effectiveness is utilized to permit 

applications to specify different levels of QoS as 

project Q-states. Q-Clouds with dynamism convey 

underutilized sources to permit raised QoS stages, in 

this way improving program performance. Trial 

appraisals of the solution utilizing standard benchmark 

programs demonstrate the points of interest: 

performance unsettling influence is reduced totally 

when conceivable, and framework use is improved by 

up to 35% utilizing Q-states. To conquer the 

difficulties charged by proficiency unsettling influence 

impacts, creator suggests an option approach: QoS-

mindful cloud that effectively make up for productivity 

aggravation utilizing shut loop source control. Q-

Clouds have been displayed, a QoS-mindful control 

theoretic control structure for multicore cloud servers. 

Q-Cloud servers oversee unsettling influence among 

consolidated Virtual Machines by powerfully 

modifying resource portions to programs endless 

supply of workload SLAs. Q-Clouds guarantee that the 

proficiency experienced by projects is the same as they 

would have acquired if there was no performance 

unsettling influence. This paper concentrated on Q-

Clouds framework that is created to offer guarantees 

that the effectiveness educated by projects is isolated 

of whether it is consolidated with different workloads. 

A MIMO model is introduced that records unsettling 

influence impacts to drive a shut circle resource 

administration controller. Q-Cloud servers can make 

utilization of the announced states to procurement 

lethargic sources progressively, in this way upgrading 

cloud effectiveness and resourcess. A technique to 

analyze how Q-Clouds can be stretched out to better 

manage unsettling influence in the I/O ways. How 

concerned issues around applications with staged 

behaviors ought to be dealt with. Checking out the 

incorporation of general performance unsettling aware 

control for dynamic work location utilizing live 

relocation techniques.  

 Jeyarani et al. [11] propose a VM scheduler, that uses 

the system of meta-scheduler and inlay methodology, 

for performance optimization. Inter VM scheduler is 

executed at the host level to balance the load and 

upgrade VM Provisioner for enhanced usage of the 

resources. Client can pick the most suitable resource 

for the meta-scheduler to perform the fundamental 

tasks and the VM scheduler at the framework level 

sends jobs for performance by ideally using the best 

accessible resources. What's more, the Inter VM 

scheduler resources can capacitate the host machines 

for versatile balancing of workload. 

 Enewsletter of Imex [6] states that data segmentation 

plays a major role in optimizing the storage and access 

performance. Cloud storage is poor in fitting the 

following types of data, viz. transactional data like 

Frequent Read and Write Accessed Data (eg DB), 

Massive I/O requirements, Database, Source Code, 

Active VMware images etc., and active corporate data 

like Advanced Data Protection Schemes, Office Docs 

and spreadsheets and many more. However, it best fits 



A Survey: Recommended Techniques ‘Key-Value Store’ and ‘Simple Metadata Management’ for Services in Cloud Storage Systems 

 (IJSRD/Vol. 4/Issue 03/2016/442) 

 

 All rights reserved by www.ijsrd.com 1686 

the following types of data, viz. large files with mostly 

read accesses like Digital Content, Streaming Media, 

Video, Music, parallel Streaming Writes and Video 

Surveillance (Private Clouds) and Long-Term Storage 

Files like Backup and archival Files (Private Clouds), 

Medical Images, Energy Exploration, Genomics, and 

VMWare Backups as well as Geographically Shared 

Files like Movie Trailers, Training Videos, Corporate 

Marketing and Training Collaterals 

(docs/podcasts/videos).  One of the key necessities to 

enhance execution of information access and 

computations is to distinguish application/workload 

attributes (IOPs, latency and bandwidth), data 

utilization designs (frequency of access, I/O, age, need 

and relationship with other information) and in 

addition data management (data arrangements, storage 

device qualities and locality of reference) and 

afterward store the information on proper tier of 

storage and eliminate access hotspots. 

 The paper [12] has brought up a recommended 

technique ‘key-value’ store to optimize the 

performance in cloud storage. The authors have also 

introduced the Zing-Database (ZDB) which is made 

specially to fit for key-value store. It is designed for 

optimizing read/write operations by supporting 

sequential write, single disk seek random write and 

same single disk seek for read operations. ZDB 

architecture uses log storage file to hold the key-value 

stores and indices. To store key-value pairs in log file, 

it uses hash function to select the log file. Key-value 

store optimizes the disk seek through the flat index 

table used to lookup the pairs in data file. 

 
Fig. 5: Consistent metadata file size over any file size 

 The paper [7] additionally suggests the solutions to 

improve storage performance over its throughput, 

minimal disk seek operations, reduced latency and 

space complexity. It depicts the usage of simple and 

lightweight metadata file. It describes the 

implementation of separate servers for chunk storage, 

metadata file storage, processing purpose and main 

primary server. The primary server receives all the 

requests and handles the requests to respective servers. 

The metadata server stores metadata files and chunk 

server stores chunks. Both servers implement the key-

value store technique at the database side. The disk of 

the database attached to chunk server also implements 

the commit log data file to store key-value pairs as 

well. This provides the data availability. The file is 

divided into smaller chunks and stored contiguously in 

the key-value store of chunk server over the data file. 

Thus the metadata file includes the startChunkId, 

Number of Chunks, chunk size, chunk server location, 

file size and other related information as depicted in 

the Fig.5. The metadata file shown in Fig.5 is just the 

skeleton of metadata file. It is same for any file of any 

size. Thus, once the disks seek is done to read the first 

chunkId, then again no need to visit the disk for 

seeking key. Rather just by incrementing the integer 

key value until NumberOfChunks is met, every chunk 

value can be obtained. This reduces the multiple disk 

seeks as well as space complexity to O(1). Because, 

the metadata file size remains same for all the types of 

files uploaded, irrespective of file size as shown in the 

Fig.6. 

 
Fig. 6: Graphical notation of consistency in the metadata 

files size over its file size 

IV. CONCLUSION 

Cloud storage service offered by cloud computing is as vast 

as sky without the boundary limits. That is, it is spread 

across the globe and widely used by the people for all 

purposes to store their data. As the usage of the storage 

services increases, the portfolio of promises offered by the 

service towards good quality by overcoming several 

problems faced also increases. This paper has made an effort 

in bringing together several performance issues and 

challenges that need to be addressed by researchers and 

scholars more urgently. The end users experience towards 

the storage service should be considered while delivering 

the same. The paper has discussed the cloud storage 

overview which stands the same for all types of storage 

services. The paper has also brought an insight towards deep 

and recommended solutions to increase the performance of 

the cloud storage service as well as applications. The readers 

of this paper should take forward the literature review in 

bringing out to highlight more performance issues and 

solutions.  
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