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Abstract— At present, there many security mechanism 

available for the data security purpose. One of them is most 

commonly used characters, numbers, special symbols etc and 

password for the authentication purpose. If the password is 

difficult to guess then it is also difficult to remember. To 

overcome this method new strategy is developed as picture 

as password which is also referred to as graphical 

authentication. This security aspect can be conquered with 

the help of the security aspects like cryptography, 

steganography and Edge-LSB Technology. Currently, the 

security paradigm is moving from one layer security to two 

layer security paradigm. Where first layer is cryptography 

and second layer is steganography, which hides the data. So, 

we provide the new technique to hide the data in the images 

with help of Edge LSB algorithm. Edge-LSB hides the data 

in the edge pixel of the image which prevents hacking of the 

data. 
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I. INTRODUCTION 

Its been very old tradition to pass the information secretly. It 

has been since the early eras. The necessity to hide the data 

from the others had been the primary element since the old 

era. There has been various advances in security of the data 

transmission in the recent years. The basic mechanism of 

hiding the data was the normal alphabetical usernames and 

passwords. The next most important step that included in 

authentication was the encryption and decryption of the 

usernames and the passwords. The latest we use the 

graphical passwords, in which the password is encrypted in 

the image.  

Images are preferred the medium for the current 

steganography techniques. Graphical password is the 

possible option to the text based techniques. Steganography 

is the art of secure transmission of messages between sender 

and the receiver[1]. Steganography and cryptography are the 

two main components of data hiding techniques. The main 

aim of the steganography is to communicate secretly. The 

image steganography is the process of hiding the data within 

an image so that there will not be any perceived visible 

change in the original image[2]. The LSB embedding 

algorithm is most conventional image steganography 

algorithm. Steganography can be applied to audio files, it 

means hide information in an audio file; it can be called 

Audio Steganography[2.] Steganography can be applied to 

text files, i.e hiding information in a text file, it is called 

Text Steganography[2]. 

The process of steganography consists of creating a 

stego object that will contain no change with that of original 

object is prepared but using text as a source[2]. The basic 

image steganography algorithm is Least Significant Bit 

embedding. In a grey-scale image, each pixel is represented 

in 8 bits. The last bit in pixel is called Least Significant Bit 

since the pixel value will be affected only by”1”. So this 

property is used to hide the data in the image[2]. Here we 

considered last two bits as LSB bits as they will affect the 

pixel value only by “3”[2]. 

II. LITERATURE REVIEW 

Steganography and cryptography are the two main 

components of data hiding techniques. The main aim of the 

steganography is to communicate secretly. Steganography is 

used to communicate silently between the sender and the 

receiver[1]. Steganography operates at complex level, as its 

detection depends upon the underlying hidden data. Data is 

hidden inside a vessel of container. The vessels can be audio 

files, video files, executable file etc. [2]. Due to growing 

need in networking the need of data image security has 

emerged. The main aim of steganography is communicate 

silently without getting detect. 

The algorithm for traditional data image 

steganography is Edge LSB algorithm. The technique 

converts image into shaded grey scale image. In grey scale 

image any kind of text can be hidden. In grey scale image 

each pixel is represented in 8 bits and where the last bit is 

called as Least Significant Bit. This property is used to hide 

the data in image. This property is used to hide the data in 

image. This results in storing extra data. The LSB 

Steganography is technique in which each bit is replaced by 

the data bit which result in storing the raw data before 

embedding in image. In this technique, all the image bits are 

replaced with the message bit which is to be hidden. LSB 

embedding can be applied in any data domains like for 

example, embedding a hidden message into the color values 

of RGB bitmap data. 

Graphical passwords have been proved to be useful 

authentication method for Personal Digital Assistants 

(PDAs) which are widely used with their small size, 

compact deployment and low cost[3]. Given the fact that 

pictures are generally easier to remember than words[5,6] 

and that humans are very weak in any password 

authentication mechanism[7-9], it is conceivable that 

graphical passwords would be able to provide a good 

tradeoff  between usability and security. 

III. EXPERIMENTAL RESULTS 

Thus, from the above literature survey we performed, we 

came to the point of providing secure access to the 

application. Graphical passwords have been proved to be 

useful authentication method for Personal Digital Assistants 

(PDAs). Here, at the time of authentication we used 

graphical i.e. image passwords instead of the alphabets, 

numbers, special symbols as password. The various 

techniques we are going to use are Edge-LSB technique, 

Cryptography, Steganography. With help of the above 

techniques we would be able to make the authentication 

process more secure. The data can be hidden with help of 
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the steganography and that data can be encrypted and 

decrypted using cryptography. 

IV. STEPS AND ALGORITHM USED 

These are the steps mentioned below that we follow in 

execution of our project,  

1) First signup with valid user name and password and 

other   entities. 

2) Select the first method Single Image CCP and and 

select the points that would be used as authentications 

on the single image. 

3) Select the second method multiple image CCP and 

select multiple points in the image and again select 

another image and select multiple images. 

4) Select the third method triangular grid method and 

select the point that would be remembered at the login 

time. 

5) Here user login with the login id with the signup 

member and an image will be open. 

6) Now user will have to first select the accurate points 

that were selected at the sign up process. 

7) If the first point in the single CCP image is selected 

correct then the multiple CCP image window is open 

and again the user has to select the proper points from 

the multiple images. 

8) After selecting appropriate points in the Multiple 

image CCP then the triangular grid image window 

appears.User have to select the specific block which 

was already selected at the time of sign up process. 

9) Finally, main form arises. Here, the text stegnography 

is performed. 

10) Here, for text stegnography user have to select a text 

file and the image. After selecting both, it is required to 

encrypt those files by using a security key. 

11) Finally, user needs to save encrypted image file. 

12) Here, there is provision for decryption also. Select the 

encrypted image file and then click on decrypt to 

extract text file. 

13) After decrypting the image file user needs to save the 

extracted text file. 

14) Thus, above mentioned steps are used in our project 

execution. 

V. SCREEN SHOTS 

 
Fig. 1: Sign up page. 

 
Fig. 2: Set triangular image password. 

 
Fig. 3: Sign in form. 

 
Fig. 4: Single triangular username and password selection. 

 
Fig. 5: Encrypting the text file hidden in image and saving 

the encrypted image file. 

 
Fig. 6: Decryption of image file to text file and save it. 
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VI. CONCLUSION 

In our proposed project, we used multiple algorithms to 

secure the access of applications. The attacker can easily 

detect the hidden image even though after we use LSB 

(Least Significant Bit) embedding algorithm and RLSB 

(Random Least Significant Bit) embedding algorithm. To 

overcome such problems, a  innovative concept of Edge 

LSB came into existence, which enabled hiding data into 

edges of pixels. The usage of steganography by use of ELSB 

embedding algorithm have enabled access of application 

securely. But, the most important part in the project is again 

provision of cryptography for more security to access of 

application. Thus, here a combination of several algorithms 

is used like, usage of graphical password, embedding 

algorithms like LSB,RLSB,ELSB, including steganography, 

and finally cryptography for increasing more secure access 

of application. The proposed concept is applicable to all 

sorts of images and can be applicable to hide sensitive 

information like copyrights, trade secrets and chemical 

formulae. 
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