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Abstract— Technology is being advanced day by day, more 

and more people are using internet all over the world. It is 

becoming a part of everyone’s life.  However, how many 

people are concerned about security? As technology is 

growing rapidly, newer attacks are appearing. The problem 

of security becomes even more critical in academic 

environment. The main aim of this research is to identify how 

Honeypot can be used in an academic environment to make 

it secure. Honeypot is a well-designed tool that is used to 

identify hackers. By using Honeypot, it is possible to monitor 

the activities started and running on the system by hacker. In 

other words, Honeypot is a trap machine which looks like a 

real machine and can be used to find out threats of a system. 

It is great way to improve security by getting the information 

from a victim system using forensic tool. 
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I. INTRODUCTION 

Computer and network have become very important part of 

our daily life. Now a day’s use of internet is increased, 

therefore the requirement of its security is also increasing. 

There are many tools that are being used for making the 

network secure like Intrusion Detection System (IDS) 

Intrusion Prevention System (IPS), Firewall, and Antivirus 

etc. Honeypot is used to identify unknown vulnerabilities and 

threats that cannot be identified by firewall and other means 

of security. The major difference between Honeypot and 

others is that other tools of security can only be used with 

known attacks and threats, whereas Honeypot can also be 

used to identify the unknown one. One can get early warnings 

of new vulnerabilities by installing and monitoring computer 

systems on a network that we expect to be broken into. Every 

attempt to contact these systems via the network is suspect. 

Such a system is called Honeypot. The idea behind it is more 

focused on the defensive side and to develop the powerful 

technologies and tools like Firewall and Intrusion Detection 

System (IDS) to defend the network from intruders. It is 

concerned in the types of attacks; the various tools used for 

attacking, the new kinds of virus and other security threats so 

that systems can be defended more securely. The idea behind 

the Honeypot is to create a virtual system, put the system 

visible to the attackers so that they can be compromised and  

probe. The system will keep track of all the activities and later 

the logged information is analyzed to make sure the system 

and to identify new types of threats. If a Honeypot is 

compromised, then the information collected is used to 

identify the vulnerability that was used to compromise it.  

Lance Spitzner defines Honeypot technology as –“A 

Honeypot is security resource whose value lies in being 

probed, attacked, or compromised.”[6]. 

II. BACKGROUND 

The strength of good security is to have security in depth. 

Honeypot complements other types of security, without 

replacing them. It is used as part of a comprehensive security 

policy and adds an additional layer of protection to detect 

security breaches that may not be identified by other means. 

A. Firewall: 

A firewall prevents access by blocking connections according 

to a rule base. A hacker attacking a network protected by a 

firewall will be prevented from even identifying the services 

that are running. Honeypot however, allows connection but 

sends a back a response in case of attack [1]. 

B. Anti-Virus Software: 

Anti-Virus software uses a signature database to identify 

known viruses, Trojans and worms. It examines hard disk or 

the contents of email attachments to identify malware. 

Honeypot detects the actions performed by malware and are 

reported immediately. Another advantage of Honeypot is that 

it is effective at detecting new viruses that have not yet been 

added to the anti-virus signature database by anti-virus 

software vendors [1].  

C. Network Based Intrusion Detection Systems (NIDS): 

NIDS perform the task of monitoring the traffic on the 

network looking for known attack patterns within the data 

being transferred. Because NIDS also rely on the signature 

database techniques as anti-virus software they suffer the 

same problems with new attack patterns. They can also 

wrongly identify legitimate traffic as suspicious. Often the 

false positives can overwhelm the reporting of genuine 

attacks.  

Honeypot also contains a signature database to 

identify know attacks, but it is not dependent on this to detect 

an attack [1].  

D. Honeypot: 

The main value of Honeypot lies on being attacked so that the 

administrator can study their attackers and kinds of attacks. 

Therefore it can be said that Honeypot is a tool that study the 

world of internet security, to identify the various threats and 

vulnerabilities. From the introduction, we know that the main 

objective of the Honeypot is to collect information. Honeypot 

can be used for two reasons for a production or research 

purposes. The production Honeypot measures the existing 

network vulnerability with outside threat and a research, 

studies the attackers so that they can be better equipped for 

the future attacks.  

The main aim of Honeypot is:  to know who our 

enemy is. If follows the saying again best defense to our 

security is to have best offense. The more one is aware of the 

current security issues, the more one get secured. The other 

aspect of the Honeypot is we don’t have to go around 

hackers’ computer to look for the information; the hacker 

himself comes to us [3]. 

III. REVIEW 

Several papers were published in the area of Honeypot and 

Information Security. The various papers were studied. Many 
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types of Honeypots have been developed depending upon the 

area and use. 

Several papers were published in the area of 

Honeypot and network security. The various papers were 

studied. 

A paper on “Honeyd: A Virtual Honeypot Daemon” 

[10] was studied. This paper provided a brief overview of the 

design and implementation of Honeyd, a daemon that 

simulates the TCP/IP stack of operating systems to create 

virtual Honeypots. Then the paper discussed the design and 

implementation of Honeyd. It discussed intended goals and 

show how they were implemented. It defines how virtual 

Honeypot is configured using templates. New templates are 

created with the create command. The set and add commands 

change the configuration of a template. It gave a brief 

overview of Honeyd’s design and implementation. 

Evaluation of paper showed that Honeyd is eff ective in 

creating virtual routing topologies and successfully fools 

fingerprinting tools.  

A paper on “HoneyAnalyzer - Analysis and 

Extraction of Intrusion Detection Patterns & Signatures 

Using Honeypot”[11] was studied. This paper stated the 

intrusion detection signature; the purpose of attack signatures 

is to describe the characteristic element of attack. In Intrusion 

Detection Signature there is a common standard for defining 

signature. This paper then proposed a method for defining 

signature for Honeypot which includes data capture, data 

analysis and signature extraction to extract a good quality 

signature.   

 A paper on “Honeypot Security” [8] was studied. 

This paper defined what a Honeypot is. It stated that, a 

Honeypot works by fooling attackers into believing it is a 

legitimate system; they attack the system without knowing 

that they are being observed covertly. When an attacker 

attempts to compromise a Honeypot, attack-related 

information, such as the IP address of the attacker, will be 

collected. This activity done by the attacker provides valuable 

information and analysis on attacking techniques, allowing 

system administrators to “trace back” to the source of attack 

if required. This paper also classified the Honeypot into Low 

interaction and High interaction Honeypot. A High 

interaction Honeypot gives attacker real system to interact 

with whereas a Low interaction does not. This paper also 

stated strategies to deploy a Honeypot to maximize the 

strength and to minimize the risk involved. Finally it gives 

the example of Honeypot systems. 

A paper on “An Improved Hybrid Intrusion 

Detection System in Cloud Computing” [2] was studied. This 

paper had 3 phases; in phase one only KFsensor is used to 

provide security to the network. In phase 2 analyses using 

Flowmatrix is done. At last in phase 3 both KFsensor and 

Flowmatrix is used to build a Hybrid system that can 

overcome the drawbacks of KFsensor and Flowmatrix when 

used alone.   

A paper on “HoneyDroid - Creating a Smartphone 

Honeypot” was studied. This paper suggests the use of 

Honeypot in android mobile devices. It suggests a design 

based on micro kernel to identify and threat. 

 

 

 

S.

N 
Method 

Yea

r 
Pros Cons 

1. 

Honeyd: 

Introduction, 

design and 

implementatio

n. 

200

3 

Honeyd is 

effective 

for creating 

virtual 

routing 

topologies. 

No inbuilt 

log analyzer 

is present. 

2. 

Data Capture, 

Analysis for 

Signature 

Extraction. 

200

5 

Good for 

extracting 

good 

quality 

signature 

from the 

data 

obtained by 

the logs of 

Honeypot. 

Requires 

deep 

analysis to 

build 

narrow 

signature. 

3. 

Definition of 

Honeypot its 

classification 

and 

deployment. 

200

8 

Brief 

introductio

n of 

Honeypot 

and its 

examples 

was given. 

Only 

theoretical 

overview of 

Honeypot is 

given. 

4. 

Creating a 

Honeypot for 

android 

mobile 

phones. 

201

1 

Micro 

kernel 

provides 

strong 

isolation 

guarantees 

for its 

application

s. 

Does not 

behave 

exactly the 

same way 

original 

Android 

system 

does, as 

some 

virtualizatio

n overhead 

has to be 

taken into 

account. 

5. 

Deployment 

of KFsensor 

and 

Flowmatrix to 

build a Hybrid 

intrusion 

detection 

system. 

201

2 

Drawbacks 

of 

KFsensor 

and 

Flowmatrix 

can be 

overcome, 

when 

implemente

d together. 

No means 

are 

introduce to 

automaticall

y analyze 

the logs 

generated. 

Table 1: Literature Review Table 

IV. CONCLUSION 

Network Security has span diverse disciplines from business 

to research. Currently there are quite number or research has  

been conducted based on honeypot security. Honeypot are 

new technology which is to be used to give the network 

security, from threats for organizations .This paper gives a 

review of the work and studies done in the field of network 

security and Honeypot.  
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