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Abstract— Data disclosure is more advantageous in an 

organization for achieving the privacy and security. The data 

can be micro data contain information about person, a 

business, or an organization. Statistics from security firms, 

research institutions and government organizations show 

that the number of data-leak instances has grown rapidly in 

recent years. Among various data-leak cases, human 

mistakes are one of the main causes of data loss. There exist 

solutions detecting inadvertent sensitive data leaks caused 

by human mistakes and to provide alerts for organizations. 

A common approach is to screen content in storage and 

transmission for exposed sensitive information in such a 

case a detection operation usually requires to be conducted 

in secrecy which becomes challenging to satisfy in practice, 

as detection servers may be compromised or outsourced. In 

this paper, we present a privacy preserving data-leak 

detection (DLD) solution to solve the issue where a special 

set of sensitive data digests is used in detection. The 

advantage of our method is that it enables the data owner to 

safely delegate the detection operation to a semi-honest 

provider without revealing the sensitive data to the provider. 

The proposed system is developed to provide the security 

for Personal Health Records. The data is anonymized and 

maintained by the administrator and the records are secured 

from the providers by hiding the sensitive data. Using our 

techniques, an Internet service provider (ISP) can perform 

detection on its customers’ traffic securely and provide data-

leak detection as an add-on service for its customers. In 

another scenario, individuals can mark their own sensitive 

data and ask the administrator of their local network to 

detect data leaks for them. 
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I. INTRODUCTION 

As network is the source of   telecommunication which 

gives permissions to computer for data transmission requires 

secure transmission with privacy data. Network based 

information leaks pose a serious threat to confidentiality. 

And data leak is big challenge in organizations also while 

transmitting secret data, there are several algorithms are 

designed for data security and still it continues in designing 

new algorithms to provide better results.  Preventing and 

detecting data leaks in the organization or in a network 

requires a set of complementary solutions, which may 

include data -leak detection [1, 2] data confinement [3,4,5], 

policy enforcement[6] and malware detection[7,8]. And 

disclosure is one of the main advantageous in an 

organization for achieving the privacy and security. In 

Network Data - leak detection (DLD), it typically searches 

for any occurrences of sensitive data in patterns and 

performs deep packet inspection on that data by analyzing 

the payloads of TCP/IP packet for inspecting application 

layer data ,when the data found in network traffic then give 

alerts to the organization.  

Among various data-leak cases, human mistakes 

are one of the main causes of data loss. There exist solutions 

detecting inadvertent sensitive data leaks caused by human 

mistakes and to provide alerts for organizations. A common 

approach is to screen content in storage and transmission for 

exposed sensitive information in such a case a detection 

operation usually requires to be conducted in secrecy which 

becomes challenging to satisfy in practice, as detection 

servers may be compromised or outsourced. 

In this paper, we present a privacy preserving data-

leak detection (DLD) solution to solve the issue where a 

special set of sensitive data digests is used in detection. The 

advantage of our method is that it enables the data owner to 

safely delegate the detection operation to a semi-honest 

provider without revealing the sensitive data to the provider. 

The proposed system is developed to provide the security 

for Personal Health Records. The data is anonymized and 

maintained by the administrator and the records are secured 

from the providers by hiding the sensitive data. Using our 

techniques, an Internet service provider (ISP) can perform 

detection on its customers’ traffic securely and provide data-

leak detection as an add-on service for its customers. In 

another scenario, individuals can mark their own sensitive 

data and ask the administrator of their local network to 

detect data leaks for them. 

II. LITERATURE SURVEY 

X. Shu[9]  describes about network based data leak 

detection and proposed a new privacy preserving data-leak 

detection technique with fuzzy finger print that provides 

strong privacy. The experiment provides very less number 

of false alarms than previous technique. He also describes 

how cloud providers can offer data leak detection as an add-

on service to the customers with privacy.  

K. Border [10] studies about data leaks in network 

traffic and presents an approach quantifying information 

leak capacity in network traffic. The authors took an insight 

that most of network traffic is of repeated data which is 

avoided by filter the data and are isolated and quantify true 

information flow in the network.  

Rashmi Bhat [11]The author reviews various 

techniques for data leakage and misuse detection  and 

proposed system which will measure the risk of damage that 

can be caused when data is exposed to the insider and 

measuring risk before data exposure  to prevent or minimize 

the damage in the data. 

Fang Liu[12] designed a  new MapReduce 

algorithm for data leak detection that follows computing 

collection intersection method . The author implemented a 

prototype for process that supports privacy-preserving data 

transformation and the transformation enables technique to 
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minimize the exposure of sensitive data during the detection 

and it supports the secure outsourcing of the data leak 

detection. 

Xiaokui Shu[13] the authors present a privacy 

preserving data-leak detection system that  solve the data 

leakage  by a special set of sensitive data digests in 

detection. The technique enables the data owner to safely 

delegate the detection operation to a semi honest provider 

without revealing the sensitive data to the provider. The 

method was effective when compared to the previous 

techniques in secure truncation. 

III. PROBLEM DEFINITION 

Straightforward realizations of data-leak detection require 

the plaintext sensitive data. However, this requirement is 

undesirable, as it may threaten the confidentiality of the 

sensitive information. If a detection system is compromised, 

then it may expose the plaintext sensitive data (in memory). 

In addition, the data owner may need to outsource the data-

leak detection to providers, but may be unwilling to reveal 

the plaintext sensitive data to them. Therefore, one needs 

new data-leak detection solutions that allow the providers to 

scan content for leaks without learning the sensitive 

information 

IV. PROPOSED SYSTEM 

In this paper, we propose a data-leak detection solution 

which can be outsourced and be deployed in a semi-honest 

detection environment. We design, implement the technique 

that enhances data privacy during data-leak detection 

operations. Our approach is based on a fast and practical 

one-way computation on the sensitive data (SSN records, 

classified documents, sensitive emails, etc.). This enables 

the data owner to safely delegate the content without 

exposing the sensitive data to the users.  

In the proposed system, the data anonymization 

technique is used in large scale organizations to preserve the 

patient health records. A special set of sensitive data digest 

is used in detection. Data digest refers to as data refinement 

and data security. This satisfies the data disclosure property 

by hiding the sensitive information. Users can request for 

the patient details. Admin provides the access rights to users 

based on the digest authentication. Digest authentication is 

method of authentication in which request from potential 

user is received, based on the type of user, admin send the 

response. Data anonymization technique is used in the 

proposed system to achieve the data disclosure property. 

Data anonymization is type of information sanitization i.e. 

process of removing sensitive information form datasets. 

In the proposed system, the users are of type 

government and researchers. The authority forwards the user 

request to admin. The admin set the access structure for 

users and set the secret key for their request. The users can 

view the anonymized dataset with that secret key.  

The rights of patients also considered in the system. 

So the users can send the request to the patients. The 

requested patients decide their data outsourcing. If the 

patient accepts the request users can view the medical 

information. If the patient rejects the user request, they 

cannot view their data’s. But they can view only their 

medical information not the sensitive information. 

A. Modules 

1) Patient Details 

In this module, patient details are collected. The patient 

details includes patient’s name, age, address, mobile 

number, patient disease name, solutions given to the patients 

and the current status of patients. These details are stored in 

the database. The database is maintained by the admin.  

2) Data Digest 

Data digest includes data refinement and data security. The 

patient details collected are maintained in the database in 

encrypted form. This is done by admin. The patient details 

are securely stored in database. 

3) User Request 

Users can request for the patient records. Users can be 

patient relatives or researchers who have gone under 

research for the particular disease. Before they request, 

every user must be registered with their corresponding 

details. These include their personal information and also 

the type of users. These details are stored in the database. 

All these data’s are under the control of admin.  

4) Admin Module 

The entire system is maintained by the admin. Admin can 

login into the system with the respective username and 

password. Admin have patient details, user details and user 

request. Admin can view the patient details any time. He can 

process the user request at any time. Users have to wait until 

he/she receives the response from the admin. 

5) Digest Authentication 

Digest authentication is method of authentication in which 

request from the potential user is received by network server 

and then sent to domain controller. In this module, user 

sends the request to admin. Based on the type of user, admin 

grants the rights to users to access the requested resources. 

6) Anonymized Dataset 

In this module, anonymization technique is used. Data 

anonymization is type of information sanitization i.e. 

process of removing the sensitive data information. This 

achieves the data disclosure property based on the type of 

user. If the user is of type relations, they can view the 

personal details of the patients. If the users are of type 

researchers, they can view only the anonymized data. This 

hides the personal information. It enables the admin to 

safely delegate the content without exposing the sensitive 

data to the users.  

7) Classifying Data 

In this module the details can be classified according to 

disease. So far the user requested records are given to users 

in the anonymized dataset. Users can also view only the 

selected disease details of the patients. For this they have to 

send the request to patients. Patients provide the access 

rights. If the patient accepts the user request, they can view 

their medical information else they not. But the personal 

information about the patients is not leak in this system. 

B. Advantages 

1) In proposed system, data leak detection products 

have the privacy preserving feature and can be 

outsourced. 

2) The proposed techniques can handle malicious 

users. 

3) It covers enough sensitive data segments. 
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C. Architecture Diagram 

 
Patient details with sensitive data 

    Fig. 1: Architecture diagram 

V. RESULT ANALYSIS 

The privacy preserving data leak detection is implemented 

in hospital which maintains the personal, treatment and 

medicine details of the patient in a secure manner.  The 

system administrator set the access structure for users and 

set the secret key for the user request. The users view the 

anonymized dataset with that secret key and if patient 

accepts all the details can be viewed or outsourced or else all 

the details of the patient are kept secret.  

 

 
Fig. 2: Administrator Login 

Authentication is given for the system 

administrator with user name and password. Administrator 

can view all the details of the system and patient or user can 

login with their username and password after registering 

their details. Figure 2 shows the administrator login. 

 

 

 
Fig. 3: Patient Registration 

Patient details are registered their personal and 

disease detail after which user id and password will be 

generated for the user to login. Figure 3 shows Patient 

Registration page. The user can view their detail.  

 

 
Fig. 5: Assign key for the request 

The patient details can be accessed by other like 

relatives or government by a secret key which must be 

requested. Figure 4 show the page requesting for key from 

the authority. The authority assigns the key based on the 

user request. Figure 5 shows the page for assigning key. 
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Fig. 6:  Data Anonymization 

Figure 6 shows Data Anonymization. All the 

patient details are viewed with cipher text and Data 

anonymization technique is used that provides information 

sanitization i.e. process of removing the sensitive data 

information. This achieves the data disclosure property 

based on the type of user. If the user permits the information 

can be viewed with the key or it will be hidden. The 

proposed system achieves data confidentiality and identity 

privacy with high efficiency. 

VI. CONCLUSION 

The proposed system have the merits of anonymous 

technique in which a cipher text can be securely and 

conditionally shared multiple times without leaking both the 

knowledge of underlying message and the identity 

information of cipher text to senders/recipients. The 

proposed system is secure in sharing of personal health 

records in cloud computing. Considering partially 

trustworthy cloud servers, we argue that to fully realize the 

patient-centric concept, patients shall have complete control 

of their own privacy through encrypting their PHR files to 

allow fine-grained access. The framework addresses the 

unique challenges brought by multiple PHR owners and 

users, in that we greatly reduce the complexity of key 

management while enhance the privacy guarantees 

compared with previous works. Through implementation, it 

shows that the solution is both scalable and efficient. The 

proposed system achieves data confidentiality and identity 

privacy with high efficiency. 
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