
IJSRD - International Journal for Scientific Research & Development| Vol. 4, Issue 03, 2016 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 2042 

 Adoption to Cloud Computing: Security Threats and Challenges 
Darshan B. Patel 

Assistant Professor 

Department of Computer Engineering 

Vadodara Institute of Engineering Gujarat-India
Abstract— In this Emerging era of computing technology, 

cloud computing defines an efficient and flexible way to 

abstract computing and use on the remote third party 

infrastructure. This becomes efficient for companies to begin 

from small resources and gradually increase the resources as 

the service demand rises.  But there are many challenges in 

adopting cloud computing. One of the main issue is the 

security aspect related to the data and penetration in the cloud 

by impersonating a legitimate user, thus affecting the cloud 

data and services. This Paper is to provide a better 

understanding of the challenges in security while adopting 

cloud computing technology and identify the approaches and 

solutions which has been proposed by cloud service industry. 
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I. INTRODUCTION 

Term cloud is used as a metaphor for internet. Cloud 

computing  relies on sharing hardware and software resources 

over a network rather than on local servers or personal 

devices. This network of servers and connections is 

collectively known as the cloud.  The cloud is a next 

Generation platform that provides dynamic resource pools, 

virtualization, and high availability. 

Cloud computing is a model for convenient and on-

demand network access to a shared pool of configurable 

computing resources that can be rapidly provisioned and 

released with minimal management efforts [1] [2]. In simple 

words, Cloud Computing is the combination of a technology, 

platform that provides hosting and storage service on the 

Internet [3]. Main goal of the cloud computing is to provide 

scalable and inexpensive on-demand computing 

infrastructures with good quality of service levels [4] [5]. 

 
Fig. 1: 

Cloud computing has evolved as a popular and 

universal paradigm for service oriented computing where 

computing infrastructure and solutions are delivered as a 

service[1]. The cloud has revolutionized the way computing 

infrastructure is abstracted and used. Some of the features 

which makes cloud computing desirable includes; elasticity 

(the ability to scale on-demand), pay-per-use (which means 

no/low upfront investment and low time to market) and 

transfer of risk (from the small application developers to the 

large service providers). Therefore novel applications/ideas 

can be tried with minimal risks, an approach that was not 

feasible in the pre-cloud era. This has resulted in large 

numbers of applications—of various types, sizes, and 

requirements—being deployed across the various cloud 

service providers. 

 
Fig.2: 

Resources on the cloud can be used by the client and 

deployed by the vendor such as amazon, Google, IBM, 

salesforce, zoho, rackspace, Microsoft. It also shares 

necessary software’s and on-demand tools for various IT 

Industries. Benefits of Cloud computing are enormous. The 

most important one is that the customers don’t need to buy 

the resource from a third party vendor, instead they can use 

the resource and pay for it as a service thus helping the 

customer to save time and money. Cloud is not only for 

Multinational companies but it’s also being used by Small 

and medium enterprises. 

II. CLOUD COMPUTATION IMPLEMENTATION  

A. Steps to Cloud Security:  

Edwards (2009) stated that, with the security risk and 

vulnerability in the enterprise cloud computing that are being 

discovered enterprises that want to proceed with cloud 

computing should, use the following steps to verify and 

understand cloud security provided by a cloud provider:  

 Understand the cloud by realizing how the cloud's 

uniquely loose structure affects the security of data sent 

into it. This can be done by having an in-depth 

understanding of how cloud computing transmit and 

handles data.  
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 Demand Transparency by making sure that the cloud 

provider can supply detailed information on its security 

architecture and is willing to accept regular security 

audit. The regular security audit should be from an 

independent body or federal agency.  

 Reinforce Internal Security by making sure that the cloud 

provider's internal security technologies and practices 

including firewalls and user access controls are very 

strong and can mesh very well with the cloud security 

measures.  

 Consider the Legal Implications by knowing how the 

laws and regulations will affect what you send into the 

cloud.  

 Pay attention by constantly monitoring any development 

or changes in the cloud technologies and practices that 

may impact your data's security.  

B. Information Security Principles: 

 C I A (Confidentiality, Integrity, Availability)  

 Confidentiality  

 Prevent unauthorized disclosure  

 Integrity  

 Preserve information integrity  

 Availability Ensure information is available when 

needed  

C. Identify Assets & Principles:  

 Customer Data  

Confidentiality, integrity, and availability.  

 Customer Applications  

Confidentiality, integrity, and availability.  

 Client Computing Devices  

 Confidentiality, integrity, and availability. 

III. SECURITY IN THE CLOUD 

Despite the tremendous business and technical advantages of 

the cloud, the security and privacy concern has been one of 

the major hurdles preventing its widespread adoption. 

Especially for outsourced data services, the owners exclusive 

control over their data is ultimately relinquished to the 

CSPs8. For example, Googles recent privacy policy implies 

that they essentially own the right to arbitrarily handle the 

uploaded user data9. As a result, from the data owners point 

of view, whenever their outsourced data contain sensitive 

personal information, such as financial and medical records, 

and social network profiles, it can no longer be considered as 

private as before. On the other hand, although in reality CSPs 

usually enforce data security through mechanisms like 

firewalls and virtualization, these measures do not fully guard 

against threats of unauthorized data access from insiders, 

outsiders, or other cloud tenants due to the non-bug-free 

deployment and low degree of transparency. Infamous data 

breach incidents occur from time to time, such as the recent 

Sony PlayStation data breach10 and DropBox privacy 

leakage[11]. 

 
Fig. 3: 

A. Parameter That Affects Cloud Security: 

1) Parameters Affecting Cloud Security:  

There are numerous security issues for cloud computing as it 

encompasses many technologies including networks, 

databases, operating systems, virtualization, resource 

scheduling, transaction management, load balancing, 

concurrency control and memory management [8]. 

Security issues for many of these systems and 

technologies are applicable to cloud computing. For example, 

the network that interconnects the systems in a cloud has to 

be secure. Furthermore, virtualization paradigm in cloud 

computing results in several security concerns. For example, 

mapping the virtual machines to the physical machines has to 

be carried out securely. Data security involves encrypting the 

data as well as ensuring that appropriate policies are enforced 

for data sharing. In addition, resource allocation and memory 

management algorithms have to be secure. Finally, data 

mining techniques may be applicable to malware detection in 

clouds. 

2) Security Issues Faced by Cloud Computing:  

Whenever a discussion about cloud security is taken place 

there will be very much to do for it. The cloud service 

provider for cloud makes sure that the customer does not face 

any problem such as loss of data or data theft. There is also a 

possibility where a malicious user can penetrate the cloud by 

impersonating a legitimate user, there by infecting the entire 

cloud. This leads to affects many customers who are sharing 

the infected cloud [7]. There are four types of issues raise 

while discussing security of a cloud. 

1) Data Issues 

2) Privacy issues 

3) Infected Application 

4) Security issues  

 Data Issues: sensitive data in a cloud computing 

environment emerge as major issues with regard to 

security in a cloud based system. Firstly, whenever a data 

is on a cloud, anyone from anywhere anytime can access 

data from the cloud since data may be common, private 

and sensitive data in a cloud. So at the same time, many 

cloud computing service consumer and provider 

accesses and modify data. Thus there is a need of some 

data integrity method in cloud computing. Secondly, data 

stealing is a one of serious issue in a cloud computing 
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environment. Many cloud service provider do not 

provide their own server instead they acquire server from 

other service providers due to it is cost affective and 

flexible for operation and cloud provider. So there is a 

much probability of data can be stolen from the external 

server. Thirdly, Data loss is a common problem in cloud 

computing. If the cloud computing service provider shut 

down his services due some financial or legal problem 

then there will be a loss of data for the user. Moreover, 

data can be lost or damage or corrupted due to miss 

happening, natural disaster, and fire. Due to above 

condition, data may not be accessesable to users. 

Fourthly, data location is one of the issues what requires 

focus in a cloud computing environment. Physical 

location of data storage is very important and crucial. It 

should be transparent to user and customer. Vendor does 

not reveal where all the data’s are stored. 

 Secrecy Issues: The cloud computing service provider 

must make sure that the customer personal information 

is well secured from other providers, customer and user. 

As most of the servers are external, the cloud service 

provider should make sure who is accessing the data and 

who is maintaining the server so that it enable the 

provider to protect the customer’s personal information.  

 Infected Application: cloud computing service provider 

should have the complete access to the server with all 

rights for the purpose of monitoring and maintenance of 

server. So this will prevent any malicious user from 

uploading any infected application onto the cloud which 

will severely affect the customer and cloud computing 

service. 

 Security issues: cloud computing security must be done 

on two levels. One is on provider level and another is on 

user level. Cloud computing service provider should 

make sure that the server is well secured from all the 

external threats it may come across. Even though the 

cloud computing service provider has provided a good 

security layer for the customer and user, the user should 

make sure that there should not be any loss of data or 

stealing or tampering of data for other users who are 

using the same cloud due to its action. A cloud is good 

only when there is a good security provided by the 

service provider to the user.  

IV. THREATS IN CLOUD COMPUTING  

A. Data Breaches: 

One of the security threat which is identified as a top threat 

in a survey conducted by the CSA is data breaches. The 

concept of data breach is that any malicious person or 

unauthorized person enters into a corporate network and 

stolen the sensitive or confidential data. The CSA illustrate 

the amount of risk of this threat by pointing a research paper 

from last November which describes how a malicious virtual 

machine can extract the private cryptographic keys of the 

other virtual machines on the same server. 

B. Data Loss 

Another serious threat that threatens the CSP is the potential 

incapacity to prevent data loss because many of the 

companies treat their data as a valuable asset. In our 

networked world, most people know that loss of data is 

unavoidable at one point or another. There is increasing 

amount of sensitive data which is relayed to cloud computing 

providers and this data could get lost in any number of ways, 

including through accidental deletion or corruption of stored 

data. 

C. Account Hijacking: 

In Account Hijacking a malicious intruder can use the stolen 

credentials to hijack cloud computing services and they can 

enter on other’s transactions, insert false information, and 

divert users to abusive web sites which resulted in legal issues 

for cloud service providers. 

D. Insecure Application Programming Interfaces (Apis): 

If the Application Programming Interfaces which are used by 

the users to communicate with the cloud services are weak or 

not sufficiently secured, accidental or malicious attempt to 

violate them may expose the cloud data to many security 

threats related to inflexible access control, scalability and 

limited monitoring and many other issues. 

E. Denial Of Service: 

DoS have become very serious threat when the organizations 

are dependent on the services for 24/7. It temporarily denies 

the access of data stored in the cloud to the authorized users 

by make an attack on the server by sending thousands of 

requests to it become unable to respond to the regular clients. 

F. Malicious Insiders: 

A person who enters into the cloud network to harm the 

organizations confidential data and assets, damage valuable 

brands, penalize financial damage, stop productivity is 

known as a malicious insider. 

G. Abuse and Nefarious Use: 

Network hackers are always developing new technologies to 

extend their reach by propagating malwares or share the 

pirated software, escape from being detected, and improve 

the effectiveness of their activities. Some cloud computing 

providers who are weak in their security measures such as 

detecting the intruders are the target of the attackers. 

H. Insufficient Due Diligence: 

CSA's basic advice is for organizations to make sure that they 

have sufficient resources and to perform extensive due 

diligence before jumping into the cloud. Due diligence refers 

to the care a reasonable person should take before entering 

into an agreement or a transaction with another party. 

I. Shared Technology Issues: 

Cloud computing is known for its sharing technology so it is 

very difficult to obtain a strong isolation property for 

multitenant architecture. It is the responsibility of the CSP to 

provide a scalable service to the user without interfering with 

the other client system.  

V. SOLUTIONS OF SECURITY ISSUES 

A. Find Key Cloud Provider: 

First solution is of finding the right cloud provider. Different 

vendors have different cloud IT security and data 

management. A cloud vendor should be well established, 

have experience, standards and regulation. So there is not any 

chance of cloud vendor closing.  
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B. Clear Contract: 

Contract with cloud vendor should be clear. So if cloud 

vendor closes before contract, enterprise can claim.  

C. Recovery Facilities: 

Cloud vendors should provide very good recovery facilities. 

So, if data are fragmented or lost due to certain issues, they 

can be recovered and continuity of data can be managed. 

D. Better Enterprise Infrastructure: 

Enterprise must have infrastructure which facilitates 

installation and configuration of hardware components such 

as firewalls, routers, servers, proxy servers and software such 

as operating system, thin clients, etc. Also should have 

infrastructure which prevents from cyber-attacks. 

E. Use Of Data Encryption For Security Purpose:                  

Developers should develop the application which provides 

encrypted data for the security. So additional security from 

enterprise is not required and all security burdens are placed 

on cloud vendor. IT leaders must define strategy and key 

security elements to know where the data encryption is 

needed.  

F. Prepare Chart Regarding Data Flow:  

There should be a chart regarding the flow of data. So the IT 

managers can have idea where the data is for all the times, 

where it is being stored and where it is being shared. There 

should be total analysis of data. 

VI. CONCLUSION 

Cloud computing is the emerging era for the use of 

technology as a service. But there are also various issues to 

deal while adopting it. One of the major issues is related to 

security aspect of  it. This Paper discuss the theoretical aspect 

of the security  attacks and the possible solutions to it. One of 

the major concern is users privacy while datamining in cloud 

computing. Privacy preserving data mining  can be inherited 

in cloud computing for securing the users personal 

information. 
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