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Abstract— Wi-Fi is a local area wireless networking 

technology that is widely used for different purposes such as 

data transmission and wireless communication. Wi-Fi 

connection will most often result in faster, more reliable 

internet access and it is cheap. A penetration test on Wi-Fi is 

a proactive and authorized attempt to evaluate the security of 

an IT infrastructure by safely attempting to exploit system 

vulnerabilities, including OS, service and application flaws, 

improper  configurations, and even risky end-user behaviour. 

Several operating system distributions like Kali Linux, 

pentoo are taken to the penetration testing. These systems 

require highly skilled technical users.  In this paper, we are 

explaining methodology of combing all tools and methods 

and implementing them as a mobile application, making it 

feasible for anyone to do penetration testing of available Wi-

Fi networks easily. The application will include test cases 

that are subjected to both an application and network layer 

penetration test. The advantage of this approach is android 

development requires minimal investment as Android 

provides freely its software development kit (SDK) to the 

developer which minimizes the development and licensing 

costs. Unlike other mobile platforms, Android application 

can be deployed in different ways. Usage of such systems 

eliminates need of having deep knowledge about networks 

and security aspects as it provides comparatively easy to use 

techniques but with the same effectiveness as of conventional 

tools. 
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I. INTRODUCTION 

Wi-Fi is a local area wireless computer networking 

technology that allows electronic devices to connect to the 

network. Purpose of conducting penetration testing on Wi-Fi 

networks is to identify, rank and report vulnerabilities that, 

if exploited, may result in an intentional or unintentional 

compromise of a system. There are tools available to assess 

Wi-Fi networks. There are operating systems which 

combine these tools in a single suite. But disadvantages of 

using these tools and operating systems is the user requires 

to manually enter commands and keywords for each attack 

and user needs deep technical knowledge about networking, 

attacks and penetration testing methods. For accessing these 

tools we need to boot our laptop with these operating 

systems and carry along.  

It is necessary to build an automated tool which has 

a very user friendly GUI and which can execute the tests 

with same effectiveness as of conventional techniques. 

Android is free and an open platform built on Linux. It is an 

open source solution for mobile devices offering a complete 

software stack including operating system, middleware and 

key mobile applications. Hence on Android platform, the 

product is implemented using multithreading and kernel 

level programming. Android applications are scripted in 

java language with the help of rich set of libraries. The 

advantage of this approach is android development requires 

minimal investment as Android provides freely its software 

development kit (SDK) to the developer which minimizes 

the development and licensing costs. Unlike other mobile 

platforms, Android application can be deployed in different 

ways, either by using third party application or by forming 

your own distribution and sales channel. 

In this product we are combing all tools and 

methods and are implementing as a mobile application, 

making it feasible for anyone to do penetration testing of 

available Wi-Fi networks easily. The product includes test 

cases that are subjected to both an application and network 

layer penetration test. Duration of these tests is relatively 

short, typically a several seconds to several minutes per test. 

It also includes variety of automated tests combined with 

manual verification of identified issues. A list of 

vulnerabilities or issues discovered is generated. 

II. METHODOLOGY 

To achieve the goals and objectives for an automated 

penetration testing tool, significant tools like Nmap, 

Ettercap, ARPs poof and Network radar are combined under 

one suite. Nmap stands for network mapper, which is used 

to discover hosts and services on a network. Ettercap is 

effectively used for man-in-the-middle attacks (MITM).  

ARP spoofing allows an attacker to intercept data frames on 

a network, modify the traffic, or stop all traffic. Network 

Radar is an easy to use network discovering and managing 

tool that allows retrieve detailed information on network 

devices. All mentioned tools are developed to run 

individually on Linux platforms. 

Almost all attacks on the Wi-Fi are designed as 

Linux commands which are coded in C programming 

language. To implement these commands in an android 

application, the Android NDK toolset is used. The NDK is a 

toolset that allows implementing parts of the app using 

native code languages like C and C++. The NDK and the 

main java code of the application are connected through JNI 

(Java Native Interface). JNI defines a way for managed code 

(written in Java) to interact with native code (actual Linux 

commands). User- defined java methods then analyses the 

required data and makes the penetration testing results 

available to the user as per the rest of the coding.  

 
Fig. 1: Interface of application with kernel function using 

NDK 
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III. WORKING 

All attacks to be automated all classified under application 

layer attacks, network layer attacks and web application 

attacks. Categorization of attacks helps in better analysis of 

security of Wi-Fi networks and it’s easier to identify 

vulnerabilities at different levels of network architecture.  

 
Fig. 2: Block of the proposed application 

A. Basic: 

Basic approach of the tool implements network layer attack. 

Network layer allows every node to be connected which 

individual provided with address. They route the message 

packet toward the destination. Attacks are possible in 

different ways E.g. Routing attacks, ICMP attack, IP 

Spoofing, Packet sniffing, Ping flood. 

1) Flow: 

1) Start the application 

2) Select the target from list of available nodes 

3) Select the BASIC set of attack to perform 

4) Display output of all three attack  

 Traceroute 

 Port Scanning 

 Service Inspection 

5) Display the output on the screen 

B. Result: 

 
Fig. 3: Example of the output of Basic functionality 

The implemented functionality provides output 

such as the number of hops are present in the path of source 

and destination, open port available on the target which are 

currently idle and working, Services available on the 

selected target. 

C. Moderate: 

Moderate approaches of the tool implements network and 

application layer attack.  Application layer identifies the end 

/destination of the communication. They command to route 

the message packet toward the destination. Application layer 

attacks are injection broken authentication and session 

management, Cross site scripting, sensitive data exposure. 

1) Flow: 

1) Start the application 

2) Select the target from list of available nodes 

3) Select the MODERATE set of attack to perform 

4) Provide START button for individual attack  

 Kill Connection 

 Redirection  

 Text Filter 

 Image Replacement 

 Script Injection 

5) Check the user output on the target end 

D. Result: 

 
Fig. 4: Example of the Moderate functionality 

This mainly includes man-in-the-middle attacks. Many kind 

of attacks are clubbed together 

E. Pro 

Advance approach of the tool implements application layer 

attack. Different attacks are mentioned above. 

1) Flow: 

 Start the application 

 Select the target from list of available nodes 

 Select the ADVANCE set of attack to perform 

 START the attack by clicking start button. 

 STOP after some time. 

 Display the credential on the screen 

This is mainly implemented for login credential sniffing by 

the target selected by the attacker/tester.    

F. Result: 

 
Fig. 5: Example of the output of Pro functionality 
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IV. CONCLUSION 

There is a need of automating the technique of testing Wi-Fi 

networks. Developing an automated penetration tool on the 

Android platform is feasible using multithreading, kernel 

level programming and different Android toolkits.  Usage of 

such systems eliminates need of having deep knowledge 

about networks and security aspects as it provides 

comparatively easy to use techniques but with the same 

effectiveness as of conventional tools. Importantly, it can 

save our time and efforts. The automated system will 

provide a detailed report of all test cases executed which 

will help analysis the level of security of Wi-Fi networks. 
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