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Abstract— In wireless sensor network or mobile ad-hoc 

network, numbers of sensor or mobile nodes are present that 

communicate with each other. The data is exchanged 

between these nodes, for this many routing algorithms are 

used that determine the path, distance etc. of the network. 

The process of finding the path between the nodes for 

information transfer is termed as routing. As per literature 

studied it was concluded that the most of the routing 

protocols such as AODV, DSDV, DSR etc. do not focus on 

the security of network. As per comparison, AODV routing 

protocol is better than the other protocols on the basis of 

performance metrics like throughput, PDR, packet loss etc. 

The security is one of the key factors that should be 

considered while transferring the information. Traditional 

protocols work on the basis of the distances between the 

nodes, trust value, bandwidth, and throughput etc. Security of 

the data was not considered anywhere. So in this work, a new 

algorithm is proposed that will take security of the data in 

account along with it the trust mechanism approach is 

updated. On the basis of both direct and indirect trust values, 

node to node distance is calculated. After finding the route, 

the security of the data is maintained by introducing key 

concept. This encryption of data before sending it to the 

destination prevents it from unauthorized access. From the 

results obtained it is concluded that this proposed algorithm 

is efficient than the traditional routing algorithms as the 

security of the network is increased. So we can say that this 

paper improved the security of AODV routing protocol with 

trust calculation and key concept. 
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I. INTRODUCTION 

MANET (Mobile Ad-hoc Network) is a wireless network in 

which all mobile nodes such as mobile, laptop etc. is 

connected without wires. Each node can move in any 

direction frequently. There is no central organization in 

MANET. In MANETs, different protocols such as AODV, 

DSDV, DSR, OLSR etc. are used to establish and maintain 

the route for data packets, transmission and reception of data 

packets, to provide the security in the network. As per 

comparison, AODV protocol is better than the other 

protocols on the basis of performance parameters such as 

throughput, packet delivery ratio etc.         

A. AODV Routing Protocol: 

Ad-hoc On-demand Distance Vector (AODV) is a routing 

protocol in which route established on-demand from source 

to destination by node-to-node routing approach. Each node 

sends the request for route to the nearest node and the 

neighbor node sends acknowledgement to establish the 

route. This process will be repeating until the route has 

established from source node to destination node so it is 

called hop-by-hop routing protocol. Once the route is 

established, the data packets will forward on a forward route 

from source to destination.  

Routing tables are used in the working of AODV 

protocol. Three main control messages are used in routing 

process of AODV protocol such as Request, Reply, and 

Error messages. Before sending the data packets, source 

node looks the routing table for existing route but if no route 

find in routing table then source node sends Request 

message for route to all its neighboring nodes. This Request 

message further continues until the neighboring nodes or 

destination node finds the route from source to destination. 

In AODV, each node has sequence number which find out 

whether the route is old or new. The source node receives 

Reply message from the destination node and it tests the 

sequence number of Reply messages which comes from the 

destination node that should be higher than the sequence 

number of Request message. If the route is not created due 

to some disruptions then Error message is sent to the source 

or transmitting node to notify about link failure and 

transmitting node starts the transmission process again. 

Another message like Hello messages are employed for 

safeguarding of the route in AODV protocol.  

AODV protocol is a distance vector routing 

protocol in which the term distance vector is used to group 

routing protocols into two broad categories based on 

whether the routing protocol selects the best routing path 

based on a distance metric, finding the path that has the 

lowest total metric to reach the destination. Distance vector 

protocols use a distance calculation plus an ongoing network 

interface to choose the best path to a destination network. In 

MANET, different types of attacks are introduced such as 

active and passive attacks. Active attacks affect the data 

packets internally like data interruption, disturbing the 

functionality of network and modify the data packets. The 

examples of active attacks are black hole attacks, spoofing, 

jamming, packet poisoning etc. Passive attacks affect the 

data packets externally without disturbing the functionality 

of network. The examples of passive attacks are packet 

sniffing, snooping etc.    

II. TRUST COMPUTATION IN AODV PROTOCOL 

Trust plays an important role in the routing process of 

AODV protocol. Each node should be trustworthy to 

participate in the transmission process from source node to 

destination node. Trust value is used to decide whether a 

neighbor node is trusted or malicious. Trust can be 

computes as a direct, indirect or hybrid trust which is the 

combination of direct plus indirect trust that depends on the 

trust computing way.  

Direct trust computation is based on sensing of 

neighboring nodes, experience and observation on the 

behavior of nodes. Indirect trust computation is based on the 

recommendations. When the source node does not have any 
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direct trust on destination node then another node can 

recommend the trust value based on their own experience 

and observations. Hybrid trust computation is the 

combination of direct trust value and indirect trust value 

which uses the both experience and recommendations based 

approach to compute total trust for any node.  

III. KEY CONCEPT 

Key elements play an important role in security of ad-hoc 

networks. Data should be secure during transmission of data 

packets from source node to destination node. There is no 

permanent infrastructure, no central organization and the 

connectivity is not always secure in mobile ad-hoc 

networks. These characteristics make ad-hoc networks more 

susceptible for security against various attacks. Key 

elements are the key issues for secure connectivity and 

transmission of data packets from source to destination in 

ad-hoc networks. In Mobile Ad-hoc Network, key 

organization provides secrecy, message reliability, and 

authentication. Key organization includes key production, 

key allocation, and key protection. Key organization 

protocol can be divided into two groups: private key 

organization and public key organization. Private Key 

organization protocol creates secret or private key which is 

used in symmetric key cryptography. Public Key 

organization protocol offers a couple of keys 

(public/private) which is used for asymmetric key 

cryptography. Symmetric key cryptography is more capable 

than asymmetric key organization because it uses a private 

key or secret key for establishment the link and sharing the 

data between the two nodes from the source to the 

destination.        

A. Related Issues 

In modern years, a number of researchers have shown its 

interest in the advancement of security to evaluate the 

routing in MANET. AODV (Ad-hoc on-demand distance 

vector) protocol is the basic protocol which is customized to 

deal with security demands. An analytical model is designed 

to secure the performance of AODV protocol which 

depends on the network topology and link establishment or 

failure between nodes with trust mechanism and malicious 

node detection. This model is designed to optimize the 

connectivity for all nodes in the network [19]. In mobile ad-

hoc network, active attack i.e. black hole and DOS attacks 

occurs easily because ad-hoc networks are more susceptible 

to attack. These active attacks affect the performance of ad-

hoc routing protocols. A new trust mechanism is called 

Trust AODV has proposed to secure AODV routing 

protocol. An ant algorithm is used to get better performance 

of proposed secure AODV routing protocol. An ant 

algorithm uses a positive trust value for all nodes to choose 

communication route from source node to destination node. 

The model results compare and estimate the performance of 

proposed secure routing protocol with and without ant 

algorithm under DOS attacks. In terms of packet delivery 

ratio and throughput, the result shows the performance of 

proposed secure routing protocol is better using an ant 

algorithm [18]. In current years, trust aware secure protocols 

are mostly used to provide security in wireless sensor 

networks (WSNs). A new trust aware secure routing 

protocol is introduced to oppose various attacks with better 

characteristics in terms of compatibility of trust metric with 

QoS metrics and control overhead formed by trust 

algorithm. Trust-aware secure routing protocol can attain the 

proposed security and higher efficiency suitable for wireless 

sensor networks to produce an optimized routing algorithm 

which uses the combination of trust metric and QoS routing 

metric [10]. In mobile ad-hoc networks, security is the 

necessary requirement to offer the secure communications 

between the nodes by determine strong and error free route. 

Various secure routing protocols make sure three security 

parameters such as integrity, confidentiality and availability. 

The proposed secure routing protocol provides the 

authentication with all security parameters to forecast the 

performance of ad-hoc routing network in terms of 

performance metrics such as end-to-end delay, control 

overhead, average path length and packet delivery ratio etc 

[20]. 

IV. PROPOSED WORK 

Routing is the fundamental issue for networks. Routing is 

the process of finding the path between the nodes of the 

network from source to destination. Many algorithms have 

been proposed for routing. The problem of the traditional 

approach was that it entirely depends upon the trust 

parameter. So by studying the literature, a new protocol is 

designed in this work for the routing in wireless sensor 

network. In this new proposed algorithm the traditional trust 

mechanism approach is being updated. The node to node 

distance is calculated by using the direct and indirect trust 

selection method. The selection of route is discovered on the 

basis of high trust value and minimum distance. By using 

both the selection methods, the method is made complex. 

After finding the routes, the security of the data that is to be 

transmitted from source to destination is also maintained by 

using key concept. The data is encrypted before it is send 

from source node to destination node. By using key concept 

the data security of the data is increased and it is not 

accessed by unauthorized user. This will provide more 

security to the data and the routing is efficiently done. So 

this approach is considered to be more efficient and secure 

than the traditional approach, as the parameters that are 

considered are more and can help in finding the best route as 

shown in figure 1. 

A. Block Diagram 

 
Fig. 1: Proposed Model 
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V. SIMULATION RESULT AND ANALYSIS 

In this proposed work, a new trust protocol for routing is 

proposed. The methodology of the proposed work is 

described below: 
1) Initially for designing a network the parameters are 

initialized. On the basis of the parameters the 

performance of the system depends. After initializing 

the parameters the distance between the every nodes of 

the network is calculated and next step is to select the 

source node and the destination node as shown in 

figures 2. 

 
(a) 

 
(b) 

Fig. 2: (a) Select nodes and area in the network, and (b) 

Select the source node and destination node 

2) Now, after selecting the source node and the 

destination node, calculate the trust value (both direct 

and indirect trust) of the nodes in the network. The 

selection of the route is done on the basis of high trust 

value and minimum distance as shown in figure 3. 

 
Fig. 3: The selection of the route from source to destination 

3) Now it is checked if the high trust node is available if it 

is available then selects the next node, if the node with 

high trust is not available then check the minimum 

distance node. 

4) Finally using the key concept to secure the route from 

unauthorized access.  

Various performance parameters are used to find 

the results in comparison with traditional protocols such as: 

 Packet Delivery Ratio: It is the ratio of number of data 

packets successfully delivered at the destination to the 

total number of data packets sent from source. 

PDR= Successfully Received Packets/Total Sent 

Packets*100 

 Packet Loss: Packet Loss = Total number of data 

packets sent - Total number of data packets received 

 Throughput: It is the average rate of data packets 

successfully delivered in a unit time from source to 

destination in the whole network. 

By using these performance parameters, it is 

concluded that the proposed protocol result is better than the 

traditional protocols as shown in figure 4. We have 

proposed that the throughput of the proposed protocol is 

better than the traditional protocols. The loss of packets is 

minimum in our proposed protocol, so the Packet Delivery 

Ratio (PDR) is higher than the traditional protocol in our 

proposed work. 

 
(a) 

 
(b) 

 
(c) 

Fig. 4: The comparison of the proposed trust algorithm with 

the traditional approach on the basis of performance 

parameters such as (a) The Throughput, (b) Packet Loss, and 

(c) Packet Delivery Ratio (PDR) 
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Figure 5 shows the comparison of the probability 

of successful route selection in proposed protocol with the 

traditional approach. In our proposed protocol the 

probability of the route selection (i.e. PrSec) is high as 

compared to the traditional protocol in the presence of 

increased number of mobile nodes (i.e. N) and malicious 

nodes. In figure 5, the line has drawn in red color shows the 

probability of successful selection in traditional protocol and 

the line has drawn in the blue color shows the probability of 

successful route selection in proposed protocol 

 
Fig. 5: Comparison of probability of successful route 

selection in both traditional protocol and proposed protocol. 

Table 1 shows the comparison values of various 

performance parameters such as packet delivery ratio, 

packet loss and throughput in proposed protocol as 

compared to the traditional protocol. In table 1, the 

throughput efficiency of proposed protocol is low (4.5 kbps) 

as compared to the traditional protocol (i.e. 25 kbps). The 

loss of packets in proposed protocol is low (i.e. 300 packets) 

as compared to the traditional protocol (i.e. 1100 packets) 

during transmission of data packets (i.e. 2000 packets) from 

the source to the destination. The packet delivery ratio in 

proposed protocol is high (i.e. 85 percent) as compared to 

the traditional protocol (i.e. 45 percent). 

S. 

No. 

Performance 

parameters 

Traditional 

protocol 

Proposed 

protocol 

1. Throughput 25 kbps 4.5 kbps 

2. Packet loss 1100 packets 300 packets 

3. 
Packet delivery 

ratio (PDR) 
45 percent 85 percent 

Table 1: Comparison values of various performance 

parameters in both traditional protocol and proposed 

protocol 

VI. CONCLUSION 

Routing is the process of finding the path between the nodes 

of network from source to destination. Many algorithms 

have been proposed earlier for the efficient routing in the 

wireless network. Previously, the work was done on the 

basis of the trust approach or distance between the nodes. 

Security of data was not considered. From the results 

obtained it is concluded that the proposed approach is better 

than the traditional algorithm as the security of the data is 

taken in consideration. Along with this, the trust mechanism 

approach is updated that will provide more security to the 

path by making it more complex for unauthorized access. In 

this way the security of the system is increased and the 

routing is done effectively and efficiently. 
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