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Abstract— The Tor communication network uses self-

reported bandwidth values to pick out routers for building 

tunnels. Since tunnels are allotted in proportion to the present 

information measure, this permits a malicious router operator 

to draw in tunnels for compromise. Although Tor limits the 

self-reported information measure, it uses a high most price, 

effectively selecting performance over high secrecy for all 

users. We tend to propose a router choice formula that permits 

users to regulate the exchange between performance and 

secrecy. We conjointly propose AN expedient information 

measure formula to switch self-reported values that's a lot of 

sensitive to load and a lot of tuned in to dynamic network 

conditions. Our mechanism effectively blends the traffic from 

users of various preferences, making partitioning attacks 

tough. We enforced the expedient measure and tunable 

performance extensions and examined their performance each 

through simulation and within the real Tor network. Our 

results show that users will get dramatic will increase in either 

performance or secrecy with little to no sacrifice within the 

different metric, or a diminished improvement in each. Our 

mechanisms also are secure to the antecedently published low-

resource attacks on Tor. 
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I. INTRODUCTION 

Anonymous contact on the Internet looks finally within reach. 

However an initial commercial deployment of Onion 

Routing, The Freedom Network, was in the end closed down, 

a volunteer-run replacement network using the second-

generation onion routing design. Tor has been operational for 

several years and has nearly two thousand nodes and several 

hundred thousand users as of late 2009. Tor is used by an 

increasing variety of parties: reporters communicating with 

sources, rebels and embassies hiding their activities from 

local governments, people trying to get around geographic 

restrictions, and more. However, for the regular user, the 

performance penalty introduced by Tor is still prohibitively 

high for everyday use. Same time, the popularity of Tor has 

led to development of a number of practical attacks on the 

system. Efforts to enhance the performance of the Tor 

network can often decrease the anonymity, and vice versa. To 

address this problem, we propose a user-tunable appliance for 

selecting routers based on their bandwidth abilities. Rather 

than trying to find a negotiation that satisfies both those users 

who desire strong anonymity protection and those for whom 

performance is more of a priority, as is done in the recent Tor 

design. So, letting users express a preference in the tradeoff 

between secrecy and performance and make router selections 

accordingly can be helpful [1].  

This mechanism can successfully blends the traffic 

of users with different preferences, making partitioning 

attacks hard. The main work is the Tor load-balancing 

algorithm. Currently, Tor routers self-report their bandwidth 

abilities, and clients choose them in proportion to their 

fraction of the overall Tor volume. This enables a low-

resource attack, where routers misreport their bandwidth to 

be the artificially high and thereby seizure a large portion of 

tunnels. Additionally, due to continually changing 

conditions, self-reported bandwidth is frequently an 

overestimate of the actual node capacity, leading to unreliable 

performance delivered to Tor users. We propose to replace 

the Tor mechanism with an opportunistic bandwidth 

measurement mechanism. Because of the complete graph 

topology of the Tor network, each router will have a chance 

to connect with most other routers and thus observe their 

presentation empirically. 

II. RELATED WORK 

The main goal of Onion Routing is to provide strongly private 

communications in real time over a public network at low 

cost and efficiency. Communications are kept private in the 

sense that an eavesdropper on the public network cannot 

predict either the contents of messages owing from Alice and 

Bob or even whether Alice and Bob are communicating with 

each other. Other goal is to provide anonymity to the sender 

and receiver, so that Alice may receive messages but be 

unable to find the sender, even though she may be able to 

reply to those messages. An initial design has been applied 

and fielded to demonstrate the feasibility of the approach. 

This model, which uses computers operating at the Naval 

Research Laboratory in Washington, D.C., to simulate a 

network of five Onion Routing nodes, attracted increasing use 

over the two years it was available. 

When in operation, users in more than sixty 

countries and all seven major US top level areas initiated up 

to 1.5 million networks per month through the prototype 

system, which shows connections per day averaged over the 

preceding 30 days. This demand validates both an interest in 

the service and the possibility of the approach. However, the 

initial prototype lacked a amount of features needed to make 

the system robust and scalable, and to attack insider attacks 

or more extensive snooping. A design for a second generation 

system that addresses these issues is complete, and the 

processes required to release the source code for public 

distribution have been started. Many companies have 

contacted NRL to with intent to commercially license Onion 

Routing. 

A. Weaknesses in the Implementation of TOR 

First we present a high-level overview of the Tor network 

design and then highlight two important problems in the load-

balancing algorithm. 

1) Tor Design 

The Tor network is based on an onion-routing structure, 

where traffic is forwarded through many other routers and 

encryption layers are equal to the number of routers, with 
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each router removing one layer of encryption. The path 

through the network. A tunnel is built in a telescoping 

fashion, so that each router knows only the previous and the 

next router in the way. In particular, the first router knows the 

start of the tunnel, but not its destination, and the last (exit) 

router knows the destination but not the start. Although, if 

both routers cooperate, they can use traffic analysis to link 

connection over the same tunnel; hence there is little 

advantage to using long paths and in practice Tor path length 

is set to 3 Tor routers are registered with a directory service. 

Every router reports its own IP address, public key and 

principles about what traffic it will accept, and a bandwidth 

value that is specified by monitoring the peak bandwidth 

achieved by the router over time. The directory service also 

maintains statistics about the uptime of each router. The Tor 

path construction algorithm, executed on the side of and by 

the client, will first select all routers that have an acceptable 

forwarding policy and then select a random router out of the 

list, with the selection weighted by the reported bandwidth. 

By this way, traffic is roughly balanced across Tor nodes in 

proportion to the bandwidth they have present. To prevent a 

router from reporting an unreasonably high bandwidth, an 

upper bound is enforced. To prevent against the predecessor 

attack, recent versions have showed guard nodes, first 

described. Each client picks a set of 3 nodes that will be used 

as entry routers for all of its tunnels. Guard nodes are chosen 

among nodes, i.e., nodes with a high uptime that have a 

bandwidth higher than the median bandwidth reported by all 

nodes. 

Tor forms an overlay network for forwarding traffic, 

and thus needs to address the performance issues associated 

with this task. It also has an extra requirement of preserving 

secrecy, making this task that much more hard. We next 

examine two shortcomings of the Tor load-balancing scheme 

that motivate the work. 

2) Advertised Bandwidth 

The bandwidth values used in the load balancing algorithm 

are self-reported by each node and are not verified in any way. 

This leaves the door exposed to attacks where malicious 

nodes can report a higher-than-actual bandwidth so that a 

larger portion of tunnels are routed through them. Despite the 

enforced upper bound, the attack can be quite successful: 

Bauer et al. [3] report that a small portion of attacker nodes 

can attain the first and last node positions (thus violating 

anonymity) on approximately half the tunnels. Even when 

nodes are honest, the reported values can be a poor predictor 

of the offered bandwidth at a node due to changing network 

conditions and other factors. This makes Tor performance 

highly flexible. Although the Tor network provides 

reasonable bandwidth on most connections, the performance 

curve has a long tail. In particular, while the median 

bandwidth is 29 KB/s, the 90th percentile bandwidth is less 

than a quarter of that, at 6 KB/s, and there is a significant 

fraction of tunnels which perform still worse. This presents a 

poor user experience, especially to users who are browsing 

the web, with connections frequently slowing down. 

3) User Heterogeneity 

The Tor load balancing algorithm is a negotiation between 

performance and anonymity. Users who are highly 

anonymity sensitive (e.g. dissidents) might wish to allocate 

all of the tunnels uniformly across all routers, to prevent 

apparently high-bandwidth routers from having a higher 

chance of compromising their traffic. Users who are less 

privacy-sensitive and are using the network for regular web 

browsing (e.g. users who want to hide their browsing 

activities from their neighbors) might rate performance more 

and would be more willing to use high-bandwidth routers 

more often. By aiming to achieve a common default, the Tor 

router selection algorithm give up the needs of both of these 

classes. 

Following are the points considered for the old 

Onion Routing design:  

 Perfect forward secrecy: Perfect forward 

confidentiality: In the original Onion Routing design, a 

single intimidating node could record traffic and later 

agreeing consecutive nodes in the circuit and force them 

to decrypt it. Rather than using a solo multiply 

encrypted data structure (an onion) to place each circuit, 

Tor now uses an incremental path-building design, 

where the initiator arrange meeting keys with each 

consecutive hop in the circuit. Once the keys are deleted, 

subsequently agreeing nodes cannot decrypt elderly 

traffic. As a side advantage, onion replay detection is no 

longer required, and the procedure of structuring circuits 

is more dependable, since the initiator knows when a 

hop fails and can then try to extend to a new node[6]. 

 Separation of “protocol cleaning” from anonymity: 

Onion Routing initially required a separate “application 

proxy” for each supported application protocol—most 

of which were never written and so many applications 

were never supported. Tor uses the standard and near-

ubiquitous SOCKS proxy interface, allowing us to 

provision most TCP-based programs without 

modification. Tor now relies on the filtering 

characteristics of privacy-enhancing application-level 

proxies such as Privacy, without trying to duplicate 

those characteristics itself. 

 No mixing, padding, or traffic shaping (yet): Onion 

Routing actually called for batching and reordering cells 

as they arrived, expected padding between ORs, and in 

later designs added padding between OPs (users) and 

ORs. Exchanges between padding protection and cost 

were discussed, and traffic shaping algorithms were 

theorized to provide good security without costly 

padding, but there was no concrete padding scheme 

suggested. Recent research and deployment experience 

recommend that this level of resource use is not practical 

or economical; and even full link padding is still 

susceptible. Thus, until we have a proven and 

convenient design for traffic shaping or low-latency 

mixing that enhances secrecy against a realistic 

adversary, we leave these strategies out. 

 Many TCP streams can share one circuit: Onion Routing 

initially built a separate circuit for each application level 

request, but this required multiple public key operations 

for each and every request, and also presented a threat 

to anonymity from building so many circuits. Tor 

multiplexes multiple TCP streams along each circuit to 

improve efficiency and secrecy. 

 Leaky-pipe circuit topology: Through in-band signal at 

intervals the circuit, Tor initiators will direct traffic to 

no despartly down the circuit. This novel approach 

permits traffic to exit the circuit from the middle—
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possibly annoying traffic form and volume attacks 

supported perceptive the tip of the circuit[6].  

 Congestion control: Earlier secrecy designs do not 

address traffic bottlenecks.  Inopportunely, typical 

approaches to load balancing and flow control in 

overlay networks include inter-node control 

communication and global understandings of traffic. 

Tor’s decentralized congestion control uses end-to-end 

acks to maintain secrecy while allowing nodes at the 

edges of the network to detect congestion and send less 

data until the congestion diminishes. 

 Directory servers: The earlier Onion Routing strategy 

planned to flood state information through the 

network—an approach that can be untrustworthy and 

complex. Tor takes a easy view toward distributing this 

information. Certain more trustworthy nodes act as 

directory servers: they provide signed directories which 

describe known routers and their current state. Users 

periodically download them via HTTP. 

 Variable exit policies: Tor provides a reliable 

mechanism for each node to advertise a policy 

describing the hosts and ports to which it will connect. 

These exit policies are critical in a volunteer-based 

distributed infrastructure, because each operator is 

contented with permitting different types of traffic to 

exit from his node[6]. 

 End-to-end integrity checking: The actual Onion 

Routing design did no integrity checking on data. Any 

node on the circuit could change the contents of data 

cells as they passed through - for example, to alter a 

connection request so it would connect to a different 

web server, or to ‘tag’ encrypted traffic and look for 

relative corrupted traffic at the network edges. Tor 

hampers these attacks by confirming data integrity 

before it vacate the network. 

 Rendezvous points and hidden services: Tor provides an 

integrated mechanism for responder secrecy via location 

protected servers. Previous Onion Routing designs 

involved enduring “reply onions” that could be used to 

build circuits to a hidden server, but these reply onions 

did not provide further security, and became useless if 

any node in the path went down or rotated its keys. In 

Tor, clients arrange rendezvous points to connect with 

hidden servers; reply onions are no longer required. 

Unlike Freedom, Tor does not need OS kernel patches 

or network stack support. This prevents us from 

anonymizing non-TCP protocols, but has greatly helped 

our portability and deploy ability[6]. 

III. PROPOSED IMPROVEMENT 

To address these issues, the fundamental questions of an 

overlay network must be readdressed: first, how the 

performance of a router is measured; and second, given a list 

of measured routers, how is the route selected. The goal is to 

improve the bandwidth available to a Tor tunnel, rather than 

other performance characteristics such as latency or jitter. 

And reason for concentrating on bandwidth is threefold. First, 

bandwidth is already a key factor in Tor design. Second, 

bandwidth is archetypally a property of a node rather than a 

link between two nodes, since the bottleneck is likely to be 

near to the node rather than in the intermediate network. This 

makes measurements and optimizations much more 

achievable than for link properties, since for N nodes there 

are O (N2) links.  

Additionally, a scheme that optimizes latency is 

certain to leak at least some information about the starting 

point of a path, whereas it is possible to enhance bandwidth 

without such information leaks. Finally, the overwhelming 

majority of Tor traffic, by both data volume and number of 

connections, is from web and peer-to-peer traffic applications 

that are relatively insensitive to latency and jitter. 

A. Router Measurement 

An easy way to measure the available bandwidth at a router 

is to perform a probe. Though crude, this mechanism is likely 

to present the most accurate picture of the performance of a 

node. Of course, it is unrealistic to expect all nodes to review 

all routers, since that will generate an unreasonable amount 

of extra traffic and create a negative impact on overall Tor 

performance. A single prober, on the other hand, will serve as 

an unnecessary point of failure. Additionally, if reviews can 

be identified, malicious routers may choose to devote more 

of their resources to probes to gain a higher rating. 

We propose instead that opportunistic monitoring be 

used to measure bandwidth capacity; that is, each router in 

the Tor network keeps track the peak bandwidth it has 

recently seen for each of its peers. 

B. Variable Router Selection Algorithm 

There are several modifications to the router selection 

algorithm used by Tor in order to decrease its vulnerability to 

overthrow as well as provide a better experience for all 

classes of users. There is a trade-off between selecting routers 

for optimal performance and providing maximum secrecy 

protection. Even if the bandwidth measurements are accurate, 

using high-bandwidth nodes more often increases a user’s 

exposure, and some users will wish to pick uniformly from 

all routers. Others may be desirous to expose themselves even 

more than the current Tor design in order for increased 

performance.  

We propose giving users control over this trade off 

by letting them select a point on the anonymity–performance 

scale either globally(i.e. in the Tor configuration file), or 

depending on the task. Providing such flexibility not only 

helps already present Tor users, but attracts new users to the 

network as well, improving anonymity for all by increasing 

the anonymity set. However, care must be taken to avoid 

partitioning attacks. If it is easy to identify what level of 

privacy a user is aiming for, the secrecy set may be in fact 

reduced. For example, if only privacy-sensitive users use 

poorly performing routers, then attackers may wish to focus 

their efforts on them. Our proposed selection function 

composite traffic from both privacy-sensitive and privacy-

insensitive users by having both sets select from a pool of 

routers, but weighting their selection differently. 

C. Architecture 

The Tor anonymous communication network is an overlay 

network; each onion router (OR) runs as a normal user-level 

process without any special privileges. Each onion router 

keeps a TLS connection to every other onion router. Each 

user runs local software called an onion proxy (OP) to fetch 

directories, establish circuits across the network, and manage 

connections from user applications. These onion proxies 
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accept TCP streams and multiplex them across the circuits. 

The onion router on the other side of the circuit links to the 

requested destinations and relays data.  

 
Fig. 1: Architecture of TOR Network 

Each onion router keeps a long-term identity key 

and a short-term onion key. The identity key is used to sign 

TLS certificates, to sign the OR’s router descriptor (a 

summary of its keys, address, bandwidth, exit policy, and so 

on), and (by directory servers) to sign directories. The onion 

key is used to decrypt requests from users to set up a circuit 

and arrange ephemeral keys. The TLS protocol also 

establishes a short-term link key when communicating 

between ORs. Short-term keys are rotated regularly and 

independently, to limit the impact of key compromise.  

1) Cells 

Onion routers contact with one another, and with users’ OPs, 

via TLS connections with ephemeral keys. Using TLS hides 

the data on the connection with perfect forward secrecy, and 

prevents an attacker from modifying data on the wire or 

impersonating an OR. Traffic go-by along these connections 

in fixed-size cells. Each cell is 512 bytes, and subsists of a 

header and a payload. The header involves a circuit identifier 

(circID) that specifies which circuit the cell indicates to 

(many circuits can be multiplexed over the single TLS 

connection), and a command to describe what to do with the 

cell’s payload. (Circuit identifiers are contact-specific: each 

circuit has a different circID on each OP/OR or OR/OR 

connection it traverses). 

Depends on their command, cells are either control 

cells, which are always understood by the node that gets or 

obtains them, or relay cells, which carry end-to-end stream 

data. The control cell commands are: padding (presently used 

for keep alive, but also usable for link padding); create or 

created (used to set up a new circuit); and wipe out (to tear 

down a circuit). Relay cells have an additional header (the 

relay header) at the front of the payload, encompassing a 

streamID (stream identifier: many streams can be multiplexed 

over a circuit); an end-to-end checksum for integrity 

checking; the length of the relay payload; and a relay 

command. The entire contents of the relay header and the 

relay cell payload are encrypted or decrypted together as the 

relay cell moves along the circuit, using the 128-bit AES 

cipher in counter mode to create a cipher stream. The relay 

commands are: relay data (for data flowing down the stream), 

relay begin (to open a stream), relay end (to close a stream 

cleanly), relay tear down (to close a broken stream), relay 

connected (to notify the OP that a relay begin has succeeded), 

relay extend and relay extended (to extend the circuit by a 

hop, and to acknowledge), relay truncate and relay truncated 

(to tear down only part of the circuit, and to acknowledge), 

relay send me(used for congestion control), and relay drop 

(used to implement long-range dummies).  

D. Equation 

1) Bandwidth Observation Aggregation 

The question to be addressed is that of aggregating multiple 

observations of a single router by the same node. It seems 

clear that the amassed value is to be as near to the actual 

bandwidth of that peer as possible; taking the maximum 

noticed value over a long interval gives a high probability that 

there will be a measurement when the measuring node is sole 

consumer of the router's bandwidth and so a fairly accurate 

value. However, even for much shorter observation lifetimes 

such as the present Tor value of one day, this approach is 

vulnerable to spotlight attacks [2]. Another possibility is 

using a moving average of recent observations such as an 

exponentially-weighted moving average (EWMA): 

Bnew = (1 - α)Bold + αBobs 

This way, if an attacker neglects a node for a 

sufficient period of time, that node's estimation of the attacker 

will drop and it will be less possibly to select that node. 

However, this approach suffers from lessened accuracy in the 

face of bandwidth variations: a congested router that offers 

lower bandwidth to its peers for a period of time will either 

have its reputation change rapidly (for small values of α) or 

drop slowly and recover slowly (for higher values of α). 

Neither of these scenarios is good for the load balancing of 

the network[1]. 

We propose instead a variant on an EWMA that 

wecall a Min-Max Weighted Moving Average, or MWMA: 

Bnew = (1 - α) max (Bold,Bobs) + αmin (Bold,Bobs) 

This grants the bandwidth estimation to increase 

rapidly, but still decay slowly if a router is providing poor 

service, combining the advantages of maximum-based 

aggregation with those of EWMA-based aggregation. 

IV. CONCLUSION 

In this paper, we saw, what exactly TOR is and why it is used. 

Also we saw the points considered during the TOR design 

and weaknesses in implementation of TOR. As well we have 

proposed improvements to the existing Tor router bandwidth 

evaluation and router selection algorithms. Security 

improvement done since it does not use self-reported 

bandwidth to choose routers for tunnel creation and performs 

better, both in terms of observed performance and in terms of 

achievable secrecy. Additionally, by allowing the user to 

select their preferred balance of performance and anonymity, 

these enhancements increase the usability, and therefore the 

potential user base and security of the Tor network.  

Bellow Table and Graph shows the overall result 

status- 

Existing System Proposed System 

Supports less file formats like text files and pictures. Supports all types of files like text, pictures, audio, video, etc. 

Latency and jitter is high. Latency and jitter is low as compared to existing system. 

Performance i.e. speed of transmission is low as there is 

no congestion control. 

Congestion control is there in proposed system so performance 

is comparatively increased. 
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Existing system uses DES. DES can only encrypt using 

key size of 56 bits. So security of data is low. 

AES algorithm is used in proposed system. AES can encrypt 

using key size of 128 bits, 196 bits, 256 bits. So security of data 

is high. 

DES uses 16 rounds for 56 bit key. Hence time required 

for encryption is more than AES. 

AES uses 9 rounds for 128 bit key, 11 rounds for, 196 bit key 

and 13 rounds for 256 bit. Hence time required for encryption is 

less than DES. 

Focuses on minimizing jitter and latency while 

transmission of files as there is no congestion control. 

Mainly focuses on bandwidth while transmission of files as 

there is congestion control, so jitter and latency is automatically 

minimized. 

As there is DES used, if data is captured in between 

transmission then it can easily be decrypted without 

having the proper key as there are many tools present 

now a todays. 

AES is used, so if data is captured in between transmission then 

it is hard to decrypt data without proper key and if so then 

he/she has to try millions of keys which may require weeks, 

months or years. 

True identity of user may be get disclosed i.e. User 

anonymity is less. 

Hard to disclose the user true identity i.e. User anonymity is 

high. 

Overall performance and anonymity is less as 

compared to proposed system. 

Overall performance and anonymity is high as compared to 

existing system. 

Table 1: Comparison of existing system with proposed system 

 
Fig. 3: Performance and security level graph 
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