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Abstract— Online social networking is flourishing because of 

immense use of internet for to access measure amount of 

information available. Online social networking sites are 

attracting both authenticated and also fake users. Fake users 

would use these accounts for to access the private information 

of genuine users or to send spam messages. This paper 

incorporates network based approach to find both genuine 

and fake users by using label belief propagation and rank 

them basically on their posterior probability. 
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I. INTRODUCTION 

Online social network helps to connect with the people who 

are located worldwide. Most popular social networking sites 

such as Facebook, twitter are attracting users for interpersonal 

communication. Stealing other users private information is 

one of the biggest threat is online social network. The 

attackers would create various accounts and these accounts 

are mainly used for multiple criminal activities from fake 

user. We have proposed a framework with the use of label 

belief propagation algorithm. 

[7][8]Social network graph is represented with nodes and 

links. Each user node is connected to multiple other users who 

are scattered in different places worldwide, this connection is 

Considered as links or the relationship of the user. In online 

social network the interaction is mainly on the similar 

behavior or similar links and many other. 

 
The easiest way for analyzing the social network is by 

representing them in graph. Nowadays users are forming 

communities based on considering different similar activities. 

A fake user pretends to be as genuine users and perform 

malicious activities. Extracting the relationship between the 

users is done to detect user and user’s relationship. As the 

users of online social network are increasing the network 

graph which represents them are also increasing widely so 

tracking of hidden malicious behavior of fake users is very 

difficult so to identify is very much necessary to attain the 

security for the user  

II. LITERATURE SURVEY 

[1]In online interpersonal organization there are a wide 

range of approaches to break down the relationship between 

clients. Normal interest relationship is one method which is 

utilized to break down and identify the connections between 

the clients here the pages are dealt with as relationship and 

the clients are distinguished as the hubs. Mincut and relapse 

calculation is utilized to break down and recognition of 

malevolent hubs.  

Social graph is the proficient approach to speak to the 

client’s collaboration. Activity Monitoring should be possible 

in light of examination of client conduct i.e by considering 

clickstream of the client. Diverse clients have distinctive need 

of getting to of information and collaboration between 

various clients would be founded on the information which 

has been transferred, for example, posts, and photographs and 

so on. This information which has been transferred can be 

gotten to by vindictive clients, so the security of the clients 

and the client information would be at danger. 

[2]web mining is another procedure which is utilized to 

distinguish the malicious clients in OSN. The approach which 

is utilized to recognize is by mining the substance or web 

utilization mining and structure mining. Web use mining is 

done in view of the route of the client, web content mining is 

done taking into account the site joins and the structure 

mining utilizes the structure of site distinguish the malignant 

clients. 

[4]Temporal context aware mixture model spotlights on 

the online networking framework conduct where it is a 

measurable blend model. It mostly concentrates on the 

interests of the client time arranged subjects i.e which are 

prevalent and clients most loved which are inclinations of the 

clients. These inclinations for interest would change after 

some time. 

The procedure to examine the client rating is novel 

worldly connection conduct. It concentrates on recognizing 

the client interest where exact interest can be judged to 

examine the conduct of the client. The execution can be 

enhanced by measuring procedure. 

[5]Honey profiles are made subsequent to exploring on 

the connection system which is worked between the honest to 

goodness clients and vindictive clients. Basic profiles are 

made and afterward the solicitations which are sent to that 

profile is acknowledged and the information is gathered in 

view of their posts, messages or messages from the noxious 

clients. The exercises of the client can be examined by 

considering six components firstly the quantity of 

solicitations which are sent from a client is considering and 

next the urls which are presented on draw in the honest to 

goodness client then the message comparability which are 

sent by a client is additionally contemplated. Companion 

decision, the quantity of messages sent by a client and the 

quantity of profiles which are associated are checked. 

The arrangement of fake user personalities is done taking 

into account direct correspondence and circuitous 

correspondence. Direct correspondence is that where 

malignant characters would discuss straightforwardly with 

authentic records. Backhanded correspondence is the place 

the fake clients utilizes authentic client record to convey.  
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[6][9]The countermeasures depend on time farthest point 

and focal trust power. Time limit for the client to react for the 

errands which were relegated for testing the assets. On the off 

chance that the point of confinement surpasses than the 

assigned time to answer then the client is considered as 

invalid else if the reaction time is inside as far as possible the 

clients is considered as the substantial. The guard measure, 

for example, focal trust power is utilized where the focal 

server is kept up to confirm the client malevolent or true blue 

conduct. The primary impediment of this where the focal 

server ought to be viewed as every stride if the focal server is 

assaulted by the malignant client or traded off then it prompts 

disappointment of the entire framework. 

III. PROPOSED SYSTEM 

 
Fig. 1: System Architecture 

Fig1 represents about the framework which is 

incorporated. This framework involves multiple stages to find 

the genuine and fake users and rank them. The online social 

network dataset from Stanford University is taken as an input 

and where it contains two files. One file is on the nodes(users) 

and other is on the relationship between those nodes(users) 

based on their connectivity. This network input file is based 

on the survey of participants who are using Facebook 

applications. 

Dataset contains 4039 nodes and 88234 edges where user 

node file would be of the format. User name is followed with 

their prior probability. Prior probability would contain the 

probabilities such as +1,-1 where +1 means the user is 

genuine or authenticated and -1 means the user is fake. These 

2 files are considered and generate the node potential of the 

user and edge potential for the user connectivity between 

them. The next stage is label belief propagation here the belief 

is propagated based on the probability information sent fronm 

FromNode to ToNode and ToNode to FromNode given set of 

iteration. Until the node reaches the negligible change in their 

probability or it should complete its number of iteration 

which is set as prior information for label belief propagation.  

The outcome of the label belief propagation would be the 

posterior probability of node and based on this posterior 

probability the nodes would be sorted and then rank. If the 

percentage of posterior probability is more than or equal to 

50 percent then the node is considered as fake users. 

If the percentage of the probability is equal to 50 percent 

then it is considered as compromised users so it is also 

considered as fake users 

A. Steps  

Step 1: Data preparation Facebook dataset (user information           

file, User relationship file) 

Step 2: Reading node file and relationship file 

Step 3: Propagate the belief for each node based on their 

connectivity. 

Step 4: Classification and Ranking is done. 

For each and every node in node list. Consider one node 

randomly where the propagation of label belief starts by 

considering all the links or edges from that node to other node 

and then propagate belief to all the nodes which are connected  

IV. RESULTS AND ANALYSIS 

The results and analysis are as follows: below figures 

illustrates about graphical representation of the users who are 

highly malicious users and highly legitimate uses. 

 
Table 1: Highly Malicious User Data 
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Table 2: Highly Legitimate User Data 

V. CONCLUSIONS 

This paper concerns about the examination and location of 

malicious node in the online interpersonal organization. The 

exactness of recognition and positioning of fake user is more 

contrasted with different strategies which consider just the 

nearby conduct of the clients and it requires less data about 

the obscure clients who must be named fake or authentic 
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