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Abstract— In day today life as the population is increasing 

rapidly, the demand for vehicles is also increasing. Also the 

problem of theft is increasing with a great speed. Hence 

vehicle theft has been a severe problem around the globe 

along with professional thieves. The existing systems that are 

used like car alarms and flashing lights can just indicate the 

car being stolled. But it does not prevent the car from being 

stollen. Recent security techniques can be deceived by the 

thieves so this leads to the need for biometric authorization 

techniques. Once the vehicle is lost there is no way to find it 

back. In this proposed system, we are developing a vehicle 

security system which will automatically disable the ignition 

for unauthorized drivers. The system will automatically 

capture the images of the person driving and will compare 

them with the saved data, if he is authorized then the vehicle 

will be accessed and if the person is unauthorized then he 

won’t be able to access the car. Also facility will be provided 

for the owner who will receive image of the thief via 

multimedia message service and the location of the car 

through global system positioning. This system will enable 

the owner to track the vehicle and the thief. This will prevent 

the vehicles from being getting stolen.     
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I. INTRODUCTION 

With the ongoing development in the automobile industries, 

security of vehicles has become an prominant issue for the 

developers. Around 500 vehicles are being stolen for every 

one lakh users. The current security systems like car alarms, 

flashing lights techniques etc. require different types of 

sensors which are costly by which the car theft can be 

prevented but they can’t be used for tracing the thieves. 

Vehicle theft occurs not only in metropolitan areas but it can 

occur in urban areas. Manufacturers are trying to improvise 

the system and provide better facilities because stealing cars 

is one of the common activities nowadays. In our proposed 

project we use fingerprint sensor to match with the fingerprint 

in saved database. If the fingerprint is matched then the door 

will be opened or else the door will remain locked. And after 

matching the fingerprint sensor, we will be using FDS (Face 

Detection System) , where we will compare the image of the 

driver with the predefined images. If the image of the driver 

does not match with the saved images of the vehicle then the 

image of the thief is send to the user. So the owner of the 

vehicle can get the clear image of the thief through the hidden 

camera set inside the car. We can locate the car using GPS 

system. The address of the location of our car will be send 

through SMS using GSM module. 

Advantages of face recognition includes: 

 Physical interaction is not required. 

 Indentification can be done based on saved databases. 

Hence we have selected Face recognition system for our 

project. 

II. PREVIOUS WORK 

In 1997 B Webb introduced wheel and steering lock system 

for protection of vehicles but it didn’t help cars from being 

stolen. 

[1] A finger print detection subsystem is used in cars 

for providing security to the cars. According to their 

implementation fingerprint detection subsystem and 

GPS(Global positing system) is used to detect the car 

Location, GSM(Global System used for (Mobile 

communication) Communication and control platform is used 

to provide security to vehicle. Fingerprint detection module 

can detect finger prints in cars. The other modules transmit 

necessary information to Users and help to keep eyes on cars 

all the time, even when the car is lost. Embedded system was 

the base of this system which controlled all the process. This 

system is better than the traditional ones. 

[2] Next system proposed was flexible real time 

smart car security system which used Face Recognition to 

prevent car from theft. The proposed smart car security 

system proved to be reliable and helpful in preventing the car 

from theft as compared to traditional sensor based car security 

systems. 

III. PROPOSED WORK 

In this proposed system, we will be developing a project 

regarding face recognition. In this proposed work we will be 

developing a system that will not only recognize the driver 

but also intimate the owner about the location of car. In this 

proposed system, we are developing a vehicle security system 

which will automatically disable the ignition for unauthorized 

drivers. The system will automatically capture the images of 

the person driving and will compare them with the saved data, 

if he is authorized then the vehicle will be accessed and if the 

person is unauthorized then he won’t be able to access the car. 

Also facility will be provided for the owner who will receive 

image of the thief via multimedia message service and the 

location of the car through global system positioning. This 

system will enable the owner to track the vehicle and the thief. 

This will prevent the vehicles from being getting stolen. 
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IV. METHODOLOGY 

A. Flow chart 

 
Fig. 1: Flow chart 

V. BLOCK DIAGRAM 

 

 

VI. HARDWARE SPECIFICATIONS 

A. Raspberry Pi module 

The processor at the heart of the Raspberry Pi system is a 

Broadcom BCM2835 system-on-chip (SoC) multimedia 

processor. This means that the vast majority of the system’s 

components, including its central and graphics processing 

units along with the audio and communications hardware, are 

built onto that single component hidden beneath the 256 MB 

memory chip at the centre of the board. 

 
Fig. 2: Raspberry Pi module 

B. Camera module 
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Table 1. List of GPIO pins 

C. Finger Print Module 

Finger Print Module Interfacing authenticates using finger 

print of user. All users are enrolled using the system and our 

project checks for authentication. When the glowing window 

is touched, this module scans the fingerprints. 

 

 
Table 2. Fingerprint Authentication Performance 

D. GSM MODULE 

GSM (Global System for Mobile) / GPRS (General Packet 

Radio Service) TTL -Modem is SIM900 Quad-band GSM / 

GPRS device, works on frequencies 850 MHZ, 900 MHZ, 

1800 MHZ and 1900 MHZ. The GPS module can receive the 

data by connected to Raspberry Pi development-board 

through RS232 port. When the Raspberry Pi sends the 

instruction to GPS module, the GPS module starts receiving 

the data and saves it into memory. This instruction sends 

information to the user. It is applicable for messaging  as well 

as DATA transfer application in mobile phone to mobile 

phone. The modem can be interfaced with a Microcontroller 

using USART. 

 
Fig. 3: 

E. MMS MODULE 

An MMS message can contain any combination of graphics, 

photographic imagery and audio. MMS helps to send these 

messages from multimedia enabled cellphones to other 

mobile users and to e-mail users. It also makes it possible for 

mobile users to receive multimedia messages from other 

mobile users, e-mail users and from multimedia enabled 

applications.  

VII. SOFTWARE REQUIREMENT 

A. Python  

Python is a widely used  high-level,  general-

purpose,  interpreted, dynamic programming language. Its 

design philosophy emphasizes code readability, and its 

syntax allows programmers to express concepts in fewer lines 

of code than would be possible in languages such 

as C++ or Java. Python supports multiple programming 

paradigms,includingobject-oriented,imperative 

and  functional programming    or procedural styles. It 

features a dynamic type  system and automatic memory 

management  and has a large and comprehensive standard  

library. 

B. Linux- Ubuntu Mate 

Ubuntu Mate is a free and open-source Linux 

distribution and an official derivative of Ubuntu. 

MATE desktop environment is used as default user interface, 

based on GNOME 2 instead of the Unity graphical shell that 

is the default user interface for the Ubuntu desktop. 

VIII. IMPLICATION 

A. Advantages: 

 Only authorized person can access the vehicle. 

 Tracing is possible in case the vehicle is stolen. 

B. Disadvantages: 

 If the saved database comprises image of only the owner, 

then he/she will be required each time the vehicle will be 

accessed. 

C. Applications: 

 In Automobiles and other systems. 

IX. CONCLUSION 

Due to application of the project, thefts will reduce and the 

vehicles will be more secure than recent ones. Without the 
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authorization, the person will not be able to access the 

vehicle. Also the stolen cars can be traced due to GPS and 

GSM facility. With this porposed system car security will be 

increased. 
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