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Abstract— Web application are one of the most important 

platforms for required information and services delivery over 

Internet in this era. In this paper, we are using a set of hybrid 

(static +dynamic) code analysis approach that characterize 

input sanitization code and input validation code for patterns 

and are expected to indicators of web application 

vulnerabilities. Static and dynamic techniques are used to 

extract in the proposed system in an accurate result and also 

increases the capacity of system to handle the huge amount 

of data. In the broad adoption of web services, Security has 

become most important factor. The number of reported web 

application vulnerabilities is increasing dramatically. The 

web application vulnerability scanners are probe web 

applications for security vulnerabilities. Current security 

relies on server-side mechanisms of web server are important, 

common distributed systems. Web software engineers need 

support in identifying vulnerable code due to limited time and 

resources. A practical approach to predicting vulnerable code 

would enable them to prioritize security auditing efforts. Web 

applications are important, common distributed systems 

whose current security relies on server-side. Most Web 

applications aim to enforce simple, intuitive security policies, 

such as, for Web-based email, disallowing any scripts in 

untrusted email messages. 
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I. INTRODUCTION 

Security vulnerabilities in web applications may result in 

stealing of confidential data, breaking of data integrity or 

affect web application availability. The increased usage of the 

Internet and network technology has changed the focus in 

assessing computer environments. Web applications play an 

important role in many of activities such as, email, shopping, 

registrations, social networking, banking, so on.  

In this, we will implemented a pattern mining 

technique based on static and dynamic analyses approach that 

classify input validation technique and sanitization method 

through the systematic extraction of their security-related 

properties to know the weakness in the script. Thus the task 

of securing web applications is one of the most urgent now, 

mostly 60% of vulnerabilities are found in web applications. 

In older era, the way to finding security vulnerability in web 

applications are manual code review.  

This technique is very time consuming, more 

overlook errors, expert skill required, etc. Therefore, we 

develops a approach to finding vulnerability in script 

automatically, that’s why we reduces a man power, time, 

overlook errors as wall. In web application, the attacks such 

as cross-site scripting, SQL injection, file inclusion and 

remote code execution are harm the script which is vulnerable 

only. 

II. MODELS 

This paper contains four models they are SQLI (SQL 

Injection), XSS (Cross Site Scripting), RCE (Remote Code 

Execution), and FI (File Inclusion). These are the security 

issues, if done, then could lead to serious problems they are 

loss of confidential, sensitive information, loss integrity of 

data, denial of service attack, lost of commercial confidence 

and end users trust, and threats to the continuity of business 

operations. 

A. Sql Injection: 

SQL injection is a code injection technique, it may attack in 

code which is present in application layer. SQL Injection is 

one of the most popular attack technique used in application 

layer now a days.   

SQLI vulnerabilities occur when user gives the 

improper input to database query statements without proper 

checks. Because of this mistake the attacker may easy to hack 

or reach the code and uses the data by using unauthorized 

way. Consider the following code: 

SELECT * FROM user WHERE uid= 'xxx' OR '1'='1'.  

By using various tricks the attacker may attack the 

system and it can also handle the users data and also doing 

changes. SQL Injection is the most popular attack technique 

uses now a days, it mostly used when unauthorized person 

want to use the others account so that time they can uses a 

different tricks to hack the user account successfully. 

B. Cross Site Scripting: 

In Cross Site Scripting(XSS) attacker can easy added the 

images into the system to make the changes in a software. It 

allows attackers to execute scripts in the end users browser, 

which can hack user sessions, making changes in web sites, 

or redirect the user to malicious sites.  

Consider the following code: 

<img src=” 

http://www.ijsrd.com/indexing/flogo_GoogleScholar.jpg”/> 

By using this code the unauthorized person can hack 

a session of authorized user and also add the unwanted image 

into it. 

C. Remote Code Execution: 

Remote Code Execution (RCE) contains the ability to check 

the vulnerability in file remotely to another server. It is 

caused by user inputs in security sensitive functions such as 

file system calls (e.g. fwrite), code execution functions (e.g. 

eval), command execution functions (e.g. system), and 

directory creating functions (e.g. mkdir).    

D. File Inclusion: 

In File Inclusion(FI), authorized person can add or upload the 

various file directly from remote server. After completion of 

uploading a files then it can check the vulnerability in our 

data and also resolved that vulnerable code. 

III. DATA FLOW DIAGRAM 
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Fig. 1: Data Flow Diagram 

In above flow chart, first of all we give the already 

written script to check whether the script is vulnerable or not. 

For this purpose, we apply at least one attack such that SQL 

injection or cross site scripting or file inclusion or remote 

code execution. If suppose the script is vulnerable, then it 

shows the message that the attack is successful and it 

allocates a section to the attacker otherwise it shows the 

message that the attack is unsuccessful. 

Then apply validation technique on secure script to 

validate the script. After that we will apply sanitization 

method to secure the script. Then it shows the message that 

there is no attack. We design a code set for particular syntax 

that may help to identify the vulnerable script to make them 

secure for safely used. From vulnerable script we identify the 

patterns of vulnerable code by using Data Mining technique. 

We check the code to the already written code set if the code 

is similar then it will be safe otherwise the code is vulnerable 

then we can solved.  

After that we can upload as well as download the file 

to the internet, suppose we are downloading the file then we 

can check the vulnerability. If the file is vulnerable then we 

again apply data mining technique to solve the vulnerability, 

otherwise the script is secure and it will be ok. 

IV. CONCLUSION 

In present era the most popular attack on web application is 

that SQL Injection, this is the serious class of security issue. 

The SQL Injections works for both security and privacy of 

server as well as client also. In this paper we will present the 

four types of attacks likes SQLI, XSS, FI and RCE in details 

and also explain that how to solve that attacks.  

The main intension of this paper is that, to achieve 

the highly accurate result and increase the capacity of a 

system to handle a growing amount of work or increase the 

potential of a system to handle large amount of data in web 

application vulnerability. Our proposed system taking all the 

techniques used in previously existing system to handle the 

vulnerability in application and also used the new techniques 

to handle the vulnerability easily and effectively. 

They may include the static and dynamic analysis 

approach to enhance the accuracy of system which is design 

by using prediction models developed with machine learning 

techniques. This may achieve available vulnerability 

information in application.  
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