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Abstract— Now a days many security primal are based on the 

hard mathematical problems. Using this hard  AI problems 

for security was emerging as an exciting new beauideal 

techinque, but it had been underexplore. here, we are 

presenting a new security primal based on hard AI problems, 

name as graphical password systems built on technology of 

Captcha methodology ,which we can call Captcha as a 

graphical passwords. CaGP is both a Captcha and a graphical 

password scheme. CaGP markses a number of security 

problems altogether name as relay attacks, online guessing 

attacks, and if it was scombine with dual-view technologies, 

shoulder-surfing attacks.[6] A CaGP password can found 

only creditability by automatic online guessing attacks even 

if the password is or was in the search set. CaGP also offers  

approach to the marks the well-known image hotspot problem 

password systems, such name as PassPoint, which may often 

lead to a weak password choices. CaGP is not a panacea, but 

it is offering reasonable security and usability and appears to 

fit well with some of the practical applications for improving 

online security.    
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I. INTRODUCTION 

Fundamental task in cryptographic security is to create 

cryptographic primal based on hard mathematical problems 

that are computationally unmanagable. The logarithm 

problem is fundamental to the elliptic curve cryptography, 

such as the Diffie- Hellman key exchange, the ElGamal 

encryption, the Digital Signature Algorithm, ect. Using hard 

Artificial Intelligence problems for security is an exciting 

new beau ideal techinque. Under this technique, the most 

notable primal invented was Captcha, which distinguishes 

human users from computers by presenting a 

challenge.Captcha is now a standard Internet security 

technique which is used to protect online email and other 

services from being abused by bots or attackers. This new 

beauideal techinque had achieve just a limited success as 

compared to the cryptographic primal based on hard maths 

problem and their wide applications. This is a challenging and 

interesting open problem. Here, we inaugrating a family of 

graphical password systems integrating Captcha technology, 

which we can call CaGP (Captcha as Graphical Passwords). 

CaGP is click-based graphical passwords, where a succession 

of clicks on an image is use to derive a password. Unlike other 

click-based graphical passwords, images which was use in 

CaGP are Captcha challenges, and a new CaGP image is 

generated for every login attempt. The notion of CaGP is 

simple but generic. CagP can have multiple instantiations. 

We present exemplary CaGPs built on both text Captcha and 

image-recognition Captcha. One of them is a text CaGP 

wherein a password is a succession of characters like a text, 

image password, but entered by clicking the right character 

succession on CaGP images. 

CaGP offers protection against online attacks on passwords, 

which had been for long time a major security threat for 

various online service. This threat is widespread and 

considered as a top cyber security risk.[6] Defense against the 

online dictionary attack is a more subtle problem than it might 

appear. Intuitive countermeasures name as throttling logon 

attempts which do not work well for two reasons: 

1) It can causes denial-of-service(DOS) attacks which were 

exploite to lock highest bidders out in final minutes of 

eBay auctions  and may incurs expensive helpdesk costs 

for account reactivation.[6] 

2) It has been vulnerable to global password attacks 

whereby adversaries intended to break into any account 

rather than a specific one, and so try each password 

candidate on multiple account and ensure that the no. of 

trials on each account can below the threshold to avoid 

triggering account lockout.  

CaGP requires solving a Captcha challenge in every 

login.This can impact on usability can be mitigated by 

adapting the CaGP image’s difficulty level is based on the 

login history of the account and the machine used to log in.[6] 

Typical application scenarios for CaGP include: 

1) CaGP can be applied on touch-screen devices whereon 

typing passwords is cumbersome, for secure Internet 

application such as e-banks. Many e-banking systems 

have been applied Captchas as graphicak password in 

user logins. 

2) CaGP increases spammer’s operating cost and so it is 

helped to reduce spam emails. For an email service 

provider that deploys CaGP, a spam bot can not be 

logged into an email account even if it does know the 

password of user.[6] Instead human involvement is must 

compulsory to oprate an account.  

II. BACKGROUND AND RELATED WORK 

A. Graphical Passwords: 

In this module, Users having authentication and security to 

access the detail which is presented in the Image system. 

Before searching the details user must have the account in 

that otherwise they should register first. A large number of 

graphical password schemes has been proposed.[6] They can 

be distinguish into three categories according to the function 

involve in memorizing and entering passwords: recall, 

recognition, and cued recall. 

B. Captcha: 

Captcha is to be sure on the rift of capabilities between 

humans and bots in solving certain hard AI problems.[6] 

There were two types of Captchas present one is text Captcha 

and another is Image-Recognition Captcha (IRC). The former 

depends on character recognition while the latter depends and 

make sure on recognition of non-character objects. Security 

of text Captchas has been extensively studied ny the 

researchers. The following principle has been established by 

researchres that: textCaptcha should be depend on the 
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difficulty of character segmentation, which is 

computationally expensive and combinatorially hard.[6] 

C. Captcha in Authentication Of User: 

It is introduced into use both the Captcha and password in a 

user authentication protocol, which we called as Captcha-

based Password Authentication protocol, to counter online 

attacks. The protocol in requires solving a Captcha challenge 

after entering the valid pair of user ID and password. For an 

incapacitate pair of user ID and password, the user has a 

certain chances to solve a Captcha challenge before being 

denied access. 

Captcha is used with the recognition-based 

graphical passwords to marks the spyware wherein the text 

Captcha was displayed below each and every image; and a 

user has to locates his own pass-images from available 

images, and he enters the characters at specific locations of 

the Captcha.[6] These specific locations are selected for each 

and every pass-image during password creations which a part 

of the password. Captcha is used with the recognition-based 

graphical passwords to marks spyware within the text 

Captcha is displayed below each and every image; a user has 

to locates her own pass-images from decoy of images, and 

must enters the characters at specific locations of the Captcha 

below each and every pass-image as her password during 

authentication process. These specific location was selected 

for each pass-image during password creations. 

D. Other Related Work: 

Captcha is use to protect sensitive user inputs on an untrusted 

client from the hackers. This scheme is used to protect the 

communication channel between Web server and user from 

hackers and spyware, while CaGP is a family of graphical 

password schemes for user authentication. The paper is not 

introduced the notion of CaGP or explore its rich properties 

and the design space of a variety of CaGP instantiation. 

III. EXISTING SYSTEM          

Now a days many security primal are based on the hard 

mathematical problems. Using this hard AI problems for 

security was emerging as an exciting new beauideal 

techinque, but it had been underexplore.[6] Here, we are 

presenting a new security primal based on hard AI problems, 

name as graphical password systems built on technology of 

Captcha methodology ,which we can call Captcha as a 

graphical passwords. CaGP is both a Captcha and a graphical 

password scheme.[6] CaGP markses a number of security 

problems altogether name as relay attacks, online guessing 

attacks, and if it was scombine with dual-view technologies, 

shoulder-surfing attacks. A CaGP password can found only 

creditability by automatic online guessing attacks even if the 

password is or was in the search set. CaGP also offers  

approach to the marks the well known image hotspot problem 

password systems, such name as PassPoint, which may often 

lead to a weak password choices. CaGP is not a panacea, but 

it is offering reasonable security and usability and appears to 

fit well with some of the practical applications for improving 

online security.[6] 

IV. PROPOSED SYSTEM 

Fundamental task in cryptographic security is to create 

cryptographic primal based on hard mathematical problems 

that are computationally unmanagable. The logarithm 

problem is fundamental to the elliptic curve cryptography, 

such as the Diffie- Hellman key exchange, the ElGamal 

encryption, the Digital Signature Algorithm, ect.Using hard 

Artificial Intelligence problems for security is an exciting 

new beau ideal techinque.Under this technique, the most 

notable primal invented was Captcha, which distinguishes 

human users from computers by presenting a 

challenge.Captcha is now a standard Internet security 

technique which is used to protect online email and other 

services from being abused by bots or attackers.This new 

beauideal techinque had achieve just a limited success as 

compared to the cryptographic primal based on hard maths 

problem and their wide applications.This is a challenging and 

interesting open problem.Here, we inaugrating a graphical 

password systems which integrating Captcha technology, 

which we can call CaGP (Captcha as Graphical Passwords). 

CaGP is click-based graphical passwords, where a succession 

of clicks on an image is use to derive a password. Unlike other 

click-based graphical passwords, images which was use in 

CaGP are Captcha challenges, and a new CaGP image is 

generated for every login attempt.The notion of CaGP is 

simple but generic. CagP can have multiple instantiations.We 

present exemplary CaGPs built on both text Captcha and 

image-recognition Captcha. One of them is a text CaGP 

wherein a password is a succession of characters like a text, 

image password, but entered by clicking the right character 

succession on CaGP images. 

V. IMPLIMENTATION 

 Implementation is where the theoretical design is turned out 

into a working system. So that it can be considered to be the 

most critical phase in  the project for achieving a successful 

new system and in giving the user, confidence that the new 

system will work and be effective. 

The implementation stage is involving careful 

planning, investigation of the existing system and it’s 

constraints on implementation, designing of methods to 

achieve changeover and evaluation of changeover methods. 

A. A Way To Thwart Guessing Attacks: 

In this attack, a password guess are tested in an unsuccessful 

trial is to determined wrong and excluded from succeeding 

trials. The number of unidentified password guesses are 

decreases with more trials, leading to a better chance of 

finding the correct password.  

To counter the guessing attacks, conventional 

approaches is used which is designing the graphical 

passwords aim at increasing the effective password space to 

make passwords harder to guess any intruder and thus require 

more trials. No matter how secure is the graphical password 

scheme is, the password can be always found by a hackers 

attack. 

In this paper, we distinguish two types of guessing 

attacks: one is automatic guessing attacks which is apply an 

automatic trial and error process but S can be manually 

constructed whereas another is human guessing attacks which 

apply a manual trial and error process. 

B. Cagp: An Overview: 

In CaGP, a new image is generated for every login attempt, 

even for the same user. CaGP uses an alphabet of visual 
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objects such as alphanumerical characters, similar as animals 

to generate a CaGP image, which is also a Captcha challenge. 

A major difference between CaGP images and Captcha 

images is that all the visual objects in the alphabet should 

appear in a CaGP image to allow a user to input any password 

but not necessarily in a Captcha image[6]. Many Captcha 

schemes can be converted to CaGP schemes, as described in 

the next subsection. 

CaGP schemes are clicked-based graphical 

passwords. According to the memory tasks which in 

memorizing and entering a password, CaGP schemes can be 

classified into two categories: recognition and recognition-

recall, which is required for recognizing an image and using 

the recognized objects as cues to enter a password. 

Recognition-recall are combines the tasks of both recognition 

and cued-recall, and then retains both the recognition-based 

advantage of becoming easy to the human memory and the 

cued-recall advantage of a large password space. Exemplary 

CaGP schemes of each type will be presented later. 

C. Converting Captcha To Cagp: 

In principle, any visual Captcha scheme depending on 

recognizing two or more predefined types of objects can be 

converted to a CaGP[6]. Those IRCs that depend on 

recognizing a single predefined type of the objects can be 

converted to CaGPs in general by adding more types of the 

objects. In practice, conversion of a specific Captcha scheme 

to a CaGP scheme typically must requires a case by case 

study of program, in order to ensure that both the security and 

usability. Some of the IRCs depend on identifying the objects 

whose types are not predefined. A example is the Cortcha 

which depending on context-based object recognition where 

in the object to be recognized can be of any type of the 

images. These IRCs security cannot be convert into CaGP 

since a set of pre-defined object types are essential for 

constructing the password.[6]User Authentication With 

CaGP Schemes are Like other graphical passwords, we can 

assume that CaGP schemes are used  with the additional 

protection such as secure channels between the clients and the 

authentication server through Transport Layer Security. A 

typical way to apply CaGP schemes in user authentication is 

as follows. A CaGP password are a successions of visual 

object IDs or clickable-points of visual objects that the user 

can selects.[6] Upon receiving a login request, AS generates 

the unique a CaGP image, records the locations of the objects 

in that image, and sends the image to the user to click his 

password and then the coordinates of the clicked points 

recorded and sent to AS along 

 
Fig. 1: Flowchart of basic CaRp Authentication 

VI. RECOGNITION-BASED CAGP 

For this type of CaGP, a password is a succession of visual 

objects in the alphabet. Per view of conventional 

recognitionbased graphical passwords, recognition-based 

CaGP seems to have access to an infinite number of different 

visual objects.[6] We present two recognition-based CaGP 

schemes and a variation next. 

A. Clicktext: 

ClickText is a recognition-based CaGP scheme which is built 

on top of text Captcha. Its alphabet are comprises characters 

without any visually-confusing characters.[6] A ClickText 

password must be the succession of the characters password 

in the alphabetic format 

 
Fig. 2: A Click Text image with 33 characters. [6] 

 

Fig. 3: Captcha Zoo with horses circled red. [6] 
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Fig. 4: A Click Animal image (left) and 6 × 6 grid (right) 

identified by red turkey’s bounding rectangle 

B. Click animal: 

Captcha Zoo is the Captcha scheme which can uses 3D 

models of horse and dog to generate 2D animals with the 

different kinds of the colors textures,   lightings and poses, 

and also arranges them on a cluttered background. A user 

must be clicks all the horses in a challenge image to pass the 

test.[6] 

Fig. 2shows a illustrative challenge wherein all the 

horses are circled red. ClickAnimal is a recognition-based 

CaGP scheme built on top of Captcha Zoo with an alphabet 

of similar animals such as dog, horse, pig, etc.  

C. Animalgrid: 

The number of similar animals are much less than the number 

of available characters. ClickAnimal has a smaller alphabet, 

so that a smaller password space than the ClickText 

password.[6] CaGP must have a sufficiently-large effective 

password space to resist the human guessing attacks by the 

intruders. AnimalGrid’s password space could be increase by 

combining it with the  grid-based graphical password and 

with the grid relying on the size of the selected animal.[6] 

VII. RECOGNITION-RECALL CAGP 

In recognition-recall CaGP, a password can be a succession 

of some invariant points of objects.[6] An invariant point of 

an object such as letter “A” is a point that has been a fixed 

relative position in different incarnations of the object, and 

thus this could be uniquely identified by humans no matter 

how the object appeared in CaGP images.[6] To enter 

accurate password, a user must be identified the objects in a 

CaGP image, and then  he must use the identified objects as 

clues to locate and click the invariant points matching his 

password. Each password point has been a tolerance range 

that a click within the tolerance range which is acceptable as 

the password point.TextPoint which is a recognitionrecall 

CaGP scheme with an alphabet of characters which are 

presented next, followed by a variation for challenge response 

authentication in the CaGP passwords.[6] 

VIII. ADVANTAGES 

1) It is offered reasonable security and usability and appears 

to fit well with some practical applications for the 

improvisation of online security. 

2) This threats are widespread and considered as a top cyber 

security risk. Defense against the online dictionary 

attacks is a more subtle problem that it might appear. 

3) It will be identical for use of the security aspect to avoid 

hacking or intruder to hack the data or account of user. 

4) Also the combination of geometric figures coordinate 

and image can be used to perform encryption in captcha. 

IX. DISADVANTAGES 

Drawbacks and existing difficulties in implementation:  

1) This beauideal techinque has achieved just a limited 

success as compared with the cryptographic primal 

which are based on hard maths problems and their wide 

range of applications. 

2) Using hard AI (Artificial Intelligence) problems for 

security, at start which are proposed in, which are an 

exciting new beau ideal techinque.. Under thisbeau ideal 

techinque., the most notable primal which is invented in 

the Captcha. 

X. CONCLUSION 

We have proposed CaGP, a new security primal relying on 

unsolved hard AI problems. CaGP is both a Captcha and a 

graphical password scheme. CaGP is introducesing a new 

graphical  passwords, which adopts a new approach to 

counter online guessing attacks: a new CaGP image, which is 

also a Captcha challenge. A password of CaGP can be found 

only creditability by the automatic online guessing attacks 

including brute-force attacks,which a desired security 

property that are other graphical password schemes 

lack.Hotspots in CaGP images can no longer be exploited to 

mount automatic online guessing attacks, an inherent 

vulnerability in many graphical password systems.[6] CaGP 

can be forces adversaries to resort to significantly less 

efficient and more costly human attacks. In addition to 

offering protection from online guessing attacks, CaGP is 

also resistant to Captcha relay attacks, if combined with dual-

view technologies, shoulder-surfing attacks and CaGP can 

also help reduce spam emails sent from a Web email 

service.[6] 

Like Captcha, CaGP utilizes unsolved AI problems. 

However, a password is more valuable to attackers than a free 

email account that have Captcha is typically used to protect 

from hakers.[6] So there are much more incentives for 

attackers to hack CaGP than Captcha. That is, more efforts 

will be attracted to the following win-win game by CaGP than 

ordinary Captcha: If attacker is to succeeded, they contribute 

to improving AI by providing the enhanced solutions to open 

problems such as segmenting 2D texts. our system can stays 

secure, contributing to practical security. As a framework, 

CaGP does not rely on any specific Captcha scheme. When 

one Captcha scheme is broken, a new and more secure one 

may appear and be converted to a CaGP scheme.[6] 

Overall, our work is one step forward in the 

beauideal techinque of using hard AI problems for security. 

Of reasonable security and usability and practical 

applications, CaGP has good potential for refinements, which 

call for useful future work. More importantly, we expect 

CaGP to inspire new inventions of such AI based security 

primal. 

XI. FUTURE ENHANCEMENT 

Enhancement of the captcha in graphical password could be 

provided for the authentication of user id by using alternate 

active functions like  Linear, SoftMax, Tangential, Sin 

Wave,Hyperbolic Tangent, Bipolar and Gaussian etc.In the 

proposed work a password authentication scheme are using 

associative memories based on the normalized combined text 

and graphical passwords can be used. 
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A virtual keypad could be provide through which 

password can be entered and can define some special 

characters in the set of character for text passwords. 

For the captcha graphical passwords we can be draw 

images,characters and symbols on the virtual screen and that 

could be use those images as passwords. 

Next consider CAPTCHAs may be considered 

which is based on handwritten sentence, reading and 

understanding. There are open questions on which how long 

Handwritten CAPTCHAs will be resist automatic attacks, 

how robust are our proposed algorithms for image 

transformation and degradation, or how easily an image 

deformation could be reversed and the original image 

retrieved. 
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